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1. Introduction

Bluetooth is a new emerging technology for wireless communication. Short-range radio technologies in Bluetooth enable users to rapidly interconnect handheld electronic devices such as cellular phones, hand-held or notebook computers. The BT range restricts the environment, which in terms of Bluetooth specification 1.1 is about 10 meters. Before using the technology a detailed look at the security function has to be taken. Especially the broadcasting information over the Bluetooth piconet can be so sensitive and needs good quality of security.

 Several layers of data encryption and user authentication measures in Bluetooth security architecture are employed. The baseband specification details the SAFER+ algorithms used for security procedures. The Link Manager specification deals with link level procededurs for configuring security. The HCI specification shows how a host controls security, and how a Bluetooth module to its host reports security-related events. The Generic Access Profile covers security modes and user level procedures for use in all products implementing Bluetooth profiles. [1] 

Also a Bluetooth security white paper suggests architecture for implementing security in the higher layers of a Bluetooth protocol stack. [2] In addition to being authenticated by the link management procedures, the security architecture introduces the idea of devices being authorized by a user to use particular services. The security architecture suggests implementing this through a pair of databases : one holds information on which devices are authenticated and/or authorized, and/or encryption. Services and protocol register with a central security manager, which handles access to the databases. After registration, the central security manager grants permissions to use services. In this paper a simple security manager is implemented and measured. Linux organization has developed a Bluetooth driver for Linux that can be used in ordinary Linux PC. The code is released under a license and is available at website.[3] But Axis Company does not open security manager part of Bluetooth stack. Each developer who has been implementing and developing Bluetooth stack have to implement and use security manager part by following a way that Bluetooth specification described abstractly. Therefore, many algorithms and efficient source codes are needed for those who have been implementing their own bluetooth stack. I am supposed to implement and use more efficient security algorithm than Axis Company has been doing but not opening.

2. Previous Work

The Bluetooth architecture is shown in figure 1. The security manager keeps track of information about the security of services and devices. It makes a decision of accepting the access or disconnection and needs authentication and encryption when they are required. Security manager also initiates setting up a trusted relationship and pairing and ask for PIN code from the user. (Figure1)

Figure1

[image: image1.png]T - jtis[er Interface ri—l

[Applicatio [Applicatio [Applicatio [General
Lo Lgp It le--
Mgmt
[RECOMM (or other Security Entity
>
multiplexia=Protocol) Manager | [Service
[Database
L2CAP >Devme
TT —I [Database
HCI
Link Manager / Link controller
[Legen o Registration

Query”

Security Architecture





 Application and protocols requiring using security features makes registration with the security manager. The security manager stores security information in the security databases on behalf of the rest of the system. Security policies are enforced by exchanging quires with the security manager: Application query to find out whether a particular device can access a service. HCI queries to find out whether to apply authentication and/or encryption to a connection. The user interface is queried by the security manager to get PINs. The user interface is queried by the security manager to authorize new devices. Protocol layers query the security manager with access query the security manager with access requests. The device database holds information on whether authorization, authentication, and encryption are required for access to a service. The security white paper suggests that if a service has not registered with the service database, then the default settings should be: Incoming connection requires authorization and authentication. Outgoing connection requires authentication. As the security white paper is not a part of the Bluetooth specification, there is no requirement to implement security in the way suggested by the white paper. However, designers implementing security in Bluetooth devices should consider the white paper’s recommendations.

3. Proposed Mechanism
This is how to try to write security manager for Bluetooth stack.
1) Security architecture of the stack 

When the stack at the rfcomm, l2cap or HCI level needs to do a security sensitive operation (like accept a connection), it will send a request to the security manager. The security manager will check if the requested operation is OK, and will write back the answer to the stack that will have the appropriate behavior. There are two interfaces between the stack and the security manager :- A "file" in the /proc filesystem called sec_srv  ioctls sent to the ttyBTC device to request authentication or the answer. The link key requests. The security requests are send/received thru sec_srv file read/write. The security manager is a user mode program.
2) Frame structure
Figure2 show which frame structure open Bluetooth stack use. Request_type : The request type indicates who is requesting the security information. 3 request types are defined for the moment: HCI, L2CAP,. RFCOMM. Request_value : This parameter has different meanings depending on the value of the request_type. When request_type = L2CAP, request_value contains the psm the remote device wants to connect to. When request_type = RFCOMM, request_value contains the dlci value the  remote device wants to connect to. Remote_bd : The bd_addr of the remote device for which the request is sentevent_param : contains the HCI security event parameters when the event is generated by the baseband originator : ? originator_data : ? Request_result : server response to the security request.

Figure2)

------------------------ -------------------------------------------------------------------------------------------
| request_type | request_value | remote_bd | event_param | originator | originator_data | ------------------------------------------------------------------------------------------------------------------------------
| 2 bytes     |   4 bytes    |  6 bytes  |  16 bytes  |  1 byte  |   4 bytes    |
--------------------------------------------------------------------------------------------------------------------
--------------------
 request_result |
--------------------
 | 2 bytes |
--------------------
4. Conclusion and further work
To sum up this paper, Bluetooth security architecture provides a flexible security framework that dictates when to involve a user(eg.to provide a PIN) and what actions the underlying Bluetooth protocol layers need to follow to support the desired security checks. The Bluetooth security architecture is build on top of the link level security features of the Bluetooth system. The main focus on this paper was to implement security manager in C code in terms of Bluetooth security architecture paper. Many functions for security manager in Bluetooth stack is anticipated in analyzing. The interface between security manager and each layer should be defined as a function for the future work. Also to use Bluetooth PIN mechanism, some scenario is required to make a test for the future work.
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