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1. Introduction

Along with Internet evolution, the requirements of information security in network environment are reality. Because Internet relies on TCP/IP (Transmission Control Protocol/Internet Protocol) suite, Internet involves lack of security of this suite, like there are many intermediate network devices are used on Internet, so the information has to pass through these devices before reach to destination. The threats of sniffing, spoofing or modification of the information are higher in this environment, especially sensitive data. 
X.509 recommendation gives the authentication framework that support X.500 directory services. They are part of the X series of international standards proposed by the ISO and ITU. The first version of X.509 that appeared in 1988 opens early Public Key Infrastructure. In 1993, version 2 of X509 is released and now, X.509 version 3 is using and extends many functions to X.509 version 2.
Applications uses PKI based on X.509 (PKIX) have advantages of public key cryptosystem. That is privacy, authenticate, integrity, non-repudiation.
2. Previous work
The X.509 standard and PKI closely relate to X.500 Directory services. Here, X.500 supplies hierarchy of information that called Directory Information Tree. Each entry in this kind directory has unique representation by Distinguish Name. X.509 was created to support authentication of an entry in X.500 directory. The X.509’s authentication protocols based on the use of public-key certificates. In addition, the directory may use as repository of public-key certificates. Although it is not indicate, RSA is recommended algorithm. Digital signature scheme requires hash function.
Certification Authority

Certification Authority (CA) is an authority trusted by one or more users to create and assign certificates. Optionally the CA may create the users’ keys. 
Certificates

The heart of the X.509 scheme is the public-key certificates which are associated with each entity. This entity can be a user, a server. The certificates are created by some trusted certification authority (CA) and published in the directory or some others repository. 
Format of a certificate is as follow: 

· Version: Version of  X.509
· Serial number: A unique number assigned to the certificate by its issuing CA.
· CA signature algorithm: The algorithm used by the CA to sign the certificate with parameters.
· Issuer name: The X.500 name of the issuing CA.
· Validity period: A pair of dates/times between which the certificate is valid.
· Subject name: The X.500 name of the entity to whom this certificate refers.
· Subject public key information: The value of the subject’s public key along with an identifier of the algorithm and associated parameters. 

· Issuer unique identifier: (From version 2) A bit string used to make the X.500 name of the issuing CA. 
· Subject unique identifier: (From version 2) A bit string used to make the X.500 name of the subject
· Extensions: (From version 3) Set of one or more extension fields.

· Signature: (In all versions) This fields cover all above fields which are hashed and encrypted with CA’s private key. It also contains signature algorithm and associated parameters.

In version 3 of X.509, the adding of extension fields makes certificate more flexible. It can give the following information:

- Key and Policy information: More information about the subject and issuer’s keys. Policy information may include.
- Certificate Subject and Issuer Attributes: Give addition information about the subject of certificate and issuer also.
- Certification Path Constraints: This is information for certificates that issued for CA’s by other CA’s.

X.509 format

CA hierarchy

CA hierarchy normally likes Directory service structure. It includes:

- Root CA: At top level, other CA’s trust Root CA. Its public key is self-certified.
- CA: Lower level CA’s that whose public key is certified by higher level CA it trusts.
- EEC (End Entity certificate): This is user level in CA hierarchy.

Some times, if there is trust relationship among CA’s, they can certify each other’s public key. This is call cross-certificates.

CA hierarchy

Certificate Revocation List (CRL)
This is the list of unexpired certificates but is revoked for some reason. Any certificate in this list is not valid. CRL is generated and updated frequently in period time (one hour, one week,…) by CAs. Like certificate, X.509 v1’s CRL has not extension fields. It only includes issuer of CRL, this and next update, revoked certificate’s serial number and revoked date, and then signed by CA issued. For a long time of operation or because of the expansion of users, CRL is bigger. It leads to difficultly management and distribution. Thus, version 2 of X.509 support extension fields which can reduce the cost of CRL management. delta-CRL extension fields in version 2 and later of CRL can reduce amount of  data need to be update each time. 
One of the problems with CRL is time-granularity, means during next update not happens yet, one’s revoked certificate may still work for a time if other party can not get newest information by other way. RFC2560 proposed the way to check status of certificate online: Online Certificate Status Protocol (OCSP). Using this protocol, OCSP responder can return the revoked status or not of a certificate without referring to CRLs.
Certificate path validation
Consider two users A and B have certificate in different CAs, and user A want to send information to user B, First, user A need to check user B certificate is revoked or not. If user B’s certificate is not revoked, user A has to validate whether certificate is trusted or not., If there is cross-certificates between 2 CAs, it is easily to verify. In case of there is no relationship between CAs, user A needs to make certificate path validation. In CA hierarchy, the worst case is user A has to make full path validation, from user B’s CA to Root CA. This spends time and power of user A system. To reduce the burden of client system, several ways are proposed.

Current proposed protocol is Simple Certificate Validation Protocol (SCVP) by IETF working group. As proposed, SCVP allows a client to offload certificate handling to a server. The server can give a variety of valuable information about the certificate, such as whether or not the certificate is valid, a chain to a trusted certificate, and so on.
3. Progress
At this stage of term project, I have been surveying X.509 standard and CA operation. Generating CRL and maintenance is a complex job. Certificate path validation also is important and difficult problem. Based on survey of X.509 standard, I intend to research more deeply how to validate certificate path efficiently how to maintenance CRL and then propose scheme for one of them.
4. Conclusion and further work

Conclusion: In this paper, I have surveyed certificate in X.509 standard and some related operations. I focus on CRL maintenance and Certificate path validation operation.
Future work:  Study more about managing CRL and several ways for certificate validation path. Form there, I can try to propose scheme to managing CRL or certificate validation path.
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