                     Term Project Report of Network Security 

     In the Internet, there are many jerks that enjoy the electronic equivalent of writing on other people’s wall with spray paint, tearing their mailbox off. Some people try to get real work done over the Internet, and others have sensitive data they must protect. A firewall’s purpose is to keep the jerks out of you network while still letting you get you job done.  The Internet suffers from security-related problems.

Some of the problem are a result of inherent vulnerabilities in the services, while other are a result of host configuration and access control that are poorly implemented or overly complex to administrate.

Security Incidents on the Internet

Weak Authentication

Ease of spying and monitoring 

Ease of spoofing

Flawed LAN Service and Mutually Trusting Hosts

Complex Configuration and Controls

Host-based security Dose not scale

Some benefits that a firewall can provide:

Protection from vulnerable service

Controlled access to site systems

Concentrated security

Enhanced privacy

Logging and statistics on network

Policy enforcement

Some problems related to firewalls or firewalls cannot solve:

Restricted access to desired services

Large potential for back doors

Little protection from insider attacks

MBONE transmissions represent a potential threat if packet were to contain commands to alter security controls and permit intruders.

Firewalls do not protect against users downloading virus.

Firewalls represent a bottleneck in connection.

   A firewall is any one of several ways of protecting one network from another untrusted network.

The actual mechanism is accomplished varies widely, but in principle, the firewall can be thought of a pair of mechanisms one exists to block traffic, and the other exist to permit traffic. Some firewall place a great emphasis on blocking traffic, while others emphasize permitting traffic. 

Firewalls components

The primary components of a firewall are

1 Network policy includes Service access policy and Firewall design policy

    There are two levers in network policy. The higher lever is a network access policy that define those service that will be allowed or denied from the restricted network; the lower lever policy describe how the fire wall will actually restrict and filter the services that were defined in the higher lever policy.

The service access policy should focus on Internet-specific use issues and all outside network access, the service must be realistic and sound and should be drafted before implementing a firewall.

Firewall design policy has two basic design policies

Permit any service unless it is expressly denied 

Deny any service unless it is expressly permitted

2 Advanced authentication mechanisms (smart card, authentication token)

If the hosts do not use advanced authentication then intruders could crack passwords and monitor the network for login session the would  include the passwords.

3 Packet filtering (source address, destination address, TCP/UDP source port, TCP/UDP destination port)

Filtering can be used in variety of ways to block connection from or to specific hosts or networks to block connection to specific ports. 

4 Application gateways  

To solve some problems associated with filtering routers, firewall need to use software application t forward and filter connection for service. Such an application is referred to as an application gateway.

They have a number of general advantages over the default of mode of permitting application traffic

Information hiding

Robust authentication and logging 

Cost-effective

Less-complex filtering rules
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