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1. Introduction

The past of Internet is server oriented, but recent attention has been focused towards some kind of distributed computing, peer-to-peer (simply P2P) applications like SETI@home have empowered millions of users to contribute their computing resources to work on a common computational analysis. Instant messaging services have enabled users to communicate and collaborate with their peers in real time. And file sharing embodied by applications like Napster, Gnutella have offered a compelling and intuitive way for Internet users to find and share resources directly with each other, often without requiring a central authority or server.

As trust is a core part of human relationship, it is also important on the Internet. For providing trust on the Internet, people made some trust model such as the Pretty Good Privacy (PGP), which is a free public-key cryptographic system created by Phil Zimmermann in 1991, X.509 standard PKI. The trust in PGP is achieved using the web of trust model. The underlying idea of this model is that you accept the public key of a PGP user if one or more other trustworthy PGP users have signed it. Each PGP user maintains a list of public keys, called a keyring. Keyrings can be exchanged between users. The X.509 standard PKI trust model is based on lawful Certificate Authorities that generate and manage certificates. These CAs are arranged in a hierarchy, called Certification Chain, support cross certification. Distributed trust model, one kind of which proposed by Alfarez Abdul-Rahman, is also useful modeling mechanism. This approach based on recommendation protocol that is applied by two different trusts relationship; direct trust relationship and recommender trust relationship (or indirect trust relationship). And trust value of that protocol divide into six parts that are distrust, ignorance, minimal, average, good and complete. A recommendation is a communicated trust information, which contains reputation information. Each entity stores reputation records in its own private storage and uses this information to make recommendations to other entities.

Although many kinds of trust model appeared during the past of Internet such as PGP trust model already mentioned, which is not enough for applying directly to new paradigm, peer-to-peer system. Thus I will propose such a new distributed trust model on peer-to-peer system that is based on recommendation protocol. And I will apply the concept of PKI in my distributed trust model.

2. Preliminaries

2.1. Trust model in PGP

Pretty Good Privacy (PGP) is a free public-key cryptographic system created by Phil Zimmermann in 1991. It uses widely recognized and reviewed encryption algorithms (RSA, IDEA) to encrypt/decrypt and/or sign messages. PGP is widely used for exchanging secure e-mail over Internet. 

Trust in PGP is achieved using the web of trust model. The underlying idea of this model, is that you accept the public key of a PGP user if it has been signed by one or more other trustworthy PGP users. In other words, you are relying on trusted PGP users to introduce others. Each PGP user maintains a list of public keys, called a keyring. Keyrings can be exchanged between users. When a key is inserted, the user assigns the owner of the key to be:

· Complete trust: fully trusted to certify others public keys. 
· Marginal trust: marginally trusted to certify others public keys. 
· Not trusted to certify others. 
If you insert a new key to your keyring, it is considered valid if it has been signed by completely trusted key at least one or two marginally trusted keys. 
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Figure 1. PGP trust works

Figure 1 shows how PGP trust works in action. The solid lines between each two persons indicate that they met physically, each is considered fully trusted to the other, and they exchange their public keys. Now, since Alice trusts Charlie, she includes the public key of Bob to her keyring because it is signed by Charlie. David also decides to get the keyring of Alice which includes both Charlie’s and Bob’s public keys. The flaw of this trust model appears when David decides to communicate with Bob. David relies on Charlie to get Bob’s key although David and Charlie never met! For every trustworthy friend of you, you are assuming that he will never certify someone whose is not trustworthy. This is a simple assumption that cannot be fully fulfilled in practice. Therefore, the trust model of PGP is simple and is not appropriate to use it beyond secure personal communication.
2.2. Trust model in PKI (X.509)

The main objective of Public Key Infrastructure (PKI) is to provide a framework for the generation, management, and distribution of digital certificates. PKI combines digital certificates and Certifying Authorities (CAs), The role of CA is to be a trusted third party that issues digital certificate. Individuals and organizations apply to CAs for digital certificates. CA will therefore, verify the identity of these individuals or organizations, get their public keys, and issue certificates signed by the CA’s private key. A set of pre-defined rules (called Certificate Policy) is normally established to indicate whether a particular person/entity is entitled to get a certificate. When an individual gets a signed certificate from a CA, he/she uses it to communicate over a public network. Other parties may trust the CA that issues and signs this certificate. This trust has different components:

· The CA system (hardware/software) used to issue and maintain certificate is secure. 
· The CA’s keys are secured and have not been compromised.
· The process of verifying the identity of the certificate applicant is robust.
· The process of maintaining the certificates and making sure they are still valid is also robust.
· And most importantly, those who run the CA are trustworthy.
We may assume that there is a single CA that is trusted worldwide. This central, Certifying Authority that every body trusts, should generate all certificates. However, this approach has some disadvantageous: 

· If this CA is compromised, all certificates worldwide will be nullified. 
· This CA exhibits a single point of failure. It could be also a congestion point with the increasing number of certificates. 
· The assigned single entity that runs this central CA should be trusted by all organizations and individuals in all countries of the whole world. This might not be achieved in practice.
For these reasons, it is impractical to have a single CA that acts as the only authority worldwide. A single CA is suitable, though for a small establishment. For the cases where a single CA is not practical, multiple CAs are maintained within the PKI structure. These CAs are arranged in a hierarchy, as shown in Figure 2, to have a distributed certificate issuance system. A root CA, being the most trustworthy CA in the hierarchy signs other CAs below it in the hierarchy (called subordinate CAs), which can further sign other CAs in the next level, or users. This creates what is called a Certification Chain. An individual signed by one of the subordinates CAs must present the certificates of all CA along its certificate chain.
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Figure 2. PKI Hierarchy

In order to achieve trust between two parties, each should verify all certificates along the chain of certificates supplied by the other party, until each of them reaches the certificate of a CA that both trust. For example, if user A wants to communicate with user C, both will verify the certificate chain until CA4 which both should trust. However, if user B wants to communicate with user D, the verification will end up in the root CA.

Trust can also be achieved if cross certification between two different CAs is established. Cross certification enables two CAs to trust the certificates issues by each other without following the normal path of the hierarchy. This is illustrated in Figure 2 using a dashed line. 

In practice, there are several companies worldwide that issue digital certificates through their PKI system, they also help other corporate, organizations, and even countries to build their own PKIs. VeriSign, Entrust, and Baltimore are among the mostly known companies that provide these services. Some countries also implement (or plan to implement) a framework for a countrywide PKI such as the government of Korea.
2.3. Trust model in distributed computing

There are many approaches for trust models in distributed computing. In this paper, I consider my trust model based on recommendation system. Abdul-Rahman’s paper is representative of trust model based on recommendation.

Entities that are able to execute the Recommendation Protocol are called agents. This is to differentiate them from static entities like printers and disk volumes. Any entity may be recommended, but only agents can send and receive recommendations. There exits two trust relationships; direct trust relationship and recommender trust relationship (or indirect trust relationship). Trust relationships exist only within each agent’s own storage. Therefore, there is no such thing as a ‘global map’ of trust relationships. The following is a table to rate a propagated “degree of trust.” That presents trust value at direct/indirect relationship.

	Value
	Meaning
	Description

	-1
	Distrust
	Completely untrustworthy

	0
	Ignorance
	Cannot make trust-related judgment about entity.

	1
	Minimal
	Lowest possible trust.

	2
	Average
	Mean trustworthiness. Most Entities have this trust level

	3
	Good
	More trustworthy than most entities

	4
	Complete
	Completely trust this entity.


Table 1  Direct Trust Value Semantics

	Value
	Meaning
	Description

	-1
	Distrust
	Completely untrustworthy

	0
	Ignorance
	Cannot make trust-related judgment about entity.

	1
	Minimal
	‘Closeness’ of recommender’s judgment to own judgment about trustworthiness.

	2
	Average
	

	3
	Good
	

	4
	Complete
	


Table 2  Recommender Trust Value Semantics

By using above trust value, each agent stores reputation records in its own private storage and uses this information to make recommendations to other agents.

In order to make recommendation protocol, it defines recommendation request message format (RRQ) and Recommendation that uses in the protocol. RRQ is defined below:

· RRQ ::= Requestor_ID, Rquest_ID, Target_ID, Categories, RequestorPKC, GetPKC, Expiry

· Categories ::= SET OF {Category Name}

· Recommendation ::= Requestor_ID, Request_ID, Rec_Path, [SEQUENCE OF {Recommendation_Set, TargetPKC} | NULL]

· Rec_Path ::= SEQUENCE OF {Recommender_ID}

· Recommendation_Set ::= SET OF Recommendation_Slip

· Recommendation_Slip ::= SET OF SEQUENCE {Target_ID, Category_Name, Trust_Value, Expiry}

In order to revoke or refresh trust relationship, it return own RRQ message to sender filled with 0 or appropriate value on Trust_Value Field.

3. Remark and Future work

In this progress paper, I have presented how trust can be achieved in two different PKI models, that are X.509 standard and PGP, and distributed trust model by Abdul-Rahman. The PKI trust model is based on Certificate Authorities that generate and manage certificates, while the trust model of PGP depends on the trust level that individuals can put in people whom they know to vouch others certificates. Even if you trust someone, you may not know his/her standard in vouching others certificates. Although PGP trust model is simple, it cannot, however, be used for critical applications where strong authentication is essential. The PKI trust model, on the other hand, is more complex. However, it can provide stronger authentication, and hence it is more suitable for critical applications. The distributed trust model is based on recommendation protocol and reputation measurement system. And also that model considers PKC. However, that has some drawbacks such as lack of detail description, no formalization and misuse of PKC.

Trust model already mentioned, which is not enough for applying directly to new paradigm, peer-to-peer system. I will propose such a new distributed trust model on peer-to-peer system with verification based on reputation measurement approach.
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