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Introduction

     In the Internet, there are many jerks that enjoy the electronic equivalent of writing on other people’s wall with spray paint, tearing their mailbox off. Some people try to get real work done over the Internet, and others have sensitive data they must protect. A firewall’s purpose is to keep the jerks out of you network while still letting you get you job done.  The Internet suffers from security-related problems.

Some of the problem are a result of inherent vulnerabilities in the services, while other are a result of host configuration and access control that are poorly implemented or overly complex to administrate.

Security Vulnerability on the Internet

Vulnerable TCP/IP service: a number of the TCP/IP services are not secure and can be damaged by intruders, specially the services using in local networking area. 

Lack of policy: many sites are configured without intention and permit more TCP/IP than they need, it will give intruders much more chances to compromise their sites.

Complexity of configuration: access control is normally complex to configure and monitor, wrong configuration will cause some unauthorized access.

Weak Authentication: two common usages, cracking the encrypted form of the password and monitoring communication channel for password packet, can let intruder gain access into the system. Some service control access just through host address instead of specific user, that means all users in this host can gain access easily.

Ease of spying and monitoring: the use’s password travel across the Internet unencrypted in some service, by monitoring connection for IP packet bearing a username and password, intruder can login into the system.

Ease of spoofing: the attacker can change his host’s IP address to match that of the trusted client, or they can impersonate the trusted systems when they are turned off.

Flawed LAN Service and Mutually Trusting Hosts: to ease management demands and to enhance local area networking, some sites use service such as NIS and NFS, which reduce the amount of redundant management by permitting certain database and permitting system to share files and data. Knowledgeable intruders can exploit these services to gain access.

Host-based security dose not scale: when the number of hosts at a sit increases, the ability to ensure that security at a high level for each host decrease, some system will be less secure than other system, and these system could be the weak links that will break allover security chain.

What is Firewall?

A firewall is any one of several ways of protecting one network from another untrusted network. The actual mechanism is accomplished varies widely, but in principle, the firewall can be thought of a pair of mechanisms one exists to block traffic, and the other exist to permit traffic. Some firewall place a great emphasis on blocking traffic, while others emphasize permitting traffic. 

Firewall components

The primary components of a firewall are

1 Network policy includes Service access policy and Firewall design policy

    There are two levers in network policy. The higher lever is a network access policy that define those service that will be allowed or denied from the restricted network; the lower lever policy describe how the fire wall will actually restrict and filter the services that were defined in the higher lever policy.

The service access policy should focus on Internet-specific use issues and all outside network access, the service must be realistic and sound and should be drafted before implementing a firewall.

Firewall design policy has two basic design policies

Permit any service unless it is expressly denied 

Deny any service unless it is expressly permitted

2 Advanced authentication mechanisms (smart card, authentication token)

If the hosts do not use advanced authentication then intruders could crack passwords and monitor the network for login session would include the passwords.

3 Packet filtering (source address, destination address, TCP/UDP source port, TCP/UDP destination port)

Filtering can be used in variety of ways to block connection from or to specific hosts or networks to block connection to specific ports. 

4 Application gateways  

To solve some problems associated with filtering routers, firewall need to use software application t forward and filter connection for service. Such an application is referred to as an application gateway.

They have a number of general advantages over the default of mode of permitting application traffic

Application gateways have some advantages

Information hiding: because the application gateway may be the only host, whose name must be made known to outside system, the names of internal system need not be known via DNS to out sides system.

Robust authentication and logging: the application traffic can be pre-authenticated before it reaches internal hosts and can be logged more effectively than logged with standard host logging.

Cost-effective: third party software and hardware for authentication or logging only need be located at the application gateway.

Less-complex filtering rules: the rule at the packet filtering router will be less complex than the rule of router, which need to filter application traffic and direct it to a number of specific systems, the router need only allow application traffic destined for the application gateway and reject the rest.

Some benefits that a firewall can provide:

Protection from Vulnerable Services

A firewall can greatly improve network security and reduce risks to host on the subnets by filtering inherently insecure service, firewall can also provide protection from routing-based attacks and reject all source-routed packet and ICMP redirects and inform administrators of the incidents.

Controlled access to site systems

A firewall provides the ability to control access to sites systems. It can prevent outsides access to except for special cases such as mail servers or information servers.

Concentrated security

A firewall can be cheap by concentrated all or most modified software and security software on the firewall system instead of distributing on many hosts.

Enhanced privacy

Some sites want to block service such as finger and Domain Name Service, which will display some information about user’s login time, and the names and IP address of system. By using firewall they can hide information that would be useful to attackers.

Logging and statistics on network

It is import to know network usage statistics and evidence of probing for a number reasons. The firewall can log access and provide valuable statistics about network usage. Also firewall can tell the system some detail about whether the firewall and network are being probed or attacked, when some suspicious activity occurs.

Policy enforcement

A network access policy can be enforced by a firewall, without firewall, the policy depends on the corporation of users, a site may be able to depend on its own users for their cooperation, but it should not depend on Internet users.

Some problems related to firewalls or firewalls cannot solve:

Restricted access to desirable services

Firewall blocks some service that use want to such as Telnet, FTP, and NFS. 

Large potential for back doors

Secondly firewall don’t protect against back doors into the site, attack can effectively jump around the firewall if unrestricted modem access in permitted. 

Little protection from insider attacks

Firewall may be designed to prevent outsiders from obtaining sensitive data, but firewall does not prevent an inside from copying the data. It does not provide protection from insider threats.

Multicast IP transmissions for video and voice are encapsulated in other packets, firewall just forwards the packets without examining the packet contents. MBONE transmissions represent a potential threat if packet were to contain commands to alter security controls and permit intruders.

Firewalls do not protect against users downloading virus programs from Internet archives or transferring some programs in attachments to e-mail, because these program can be encoded or compressed in any ways, the firewall can not scan such programs to search for virus signatures.

Firewall relies on the end user to configure them correctly. Many sites with firewalls have been broken not because of flaws on firewall, but because people let too much through. An incorrectly configured firewall may offer no protection at all.

Types of Firewalls

Packet Filter Firewall

The most common and easiest firewall to apply for small, uncomplicated sites, if somebody installs a packet filtering router to block or filtering protocols and addresses. He has direct access to the Internet, when all or most access to site from the Internet is blocked, but the router could allow selective access to systems and services, depending on the policy. Normally inherent dangerous services such as NIS, NFS and X Windows are blocked.

A packet filtering firewall has some disadvantages 

 Little or no logging capability, so an administrator cannot easily determine whether the router has been compromised or attacked.

It is difficult to test and find out the vulnerability of system.

The filtering router will became unmanageable, if complex filtering rule are required.

The least lever of firewall, because of no application awareness, he can’t understand the context of a given communication.
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Dual-homed Gateway Firewall

The dual-homed gateway firewall consists of a host system with two network interfaces, and with the host’s IP forwarding capability disabled. A packet filtering router can be placed at the Internet connection to provide additional protection. It will create an inner subnet that could be used for locating specialized system such as information servers and so on. The dual-homed gateway is a complete block to IP traffic between the Internet and protected site. Proxy servers on the gateway provide services and access. The type of firewall implement the second design policy, deny all services unless they are specially permitted, because no services pass except those for which proxies exist. It can be used in high private system because of the routes to the protected subnet is known to the firewall not to Internet systems.

Benefits of a dual-homed gateway firewall

Provide proxy service for Telnet and Ftp as well as e-mail service which firewall can accept all site mails and forward to system.

Log access and log attempts or find intruder activity.

Segregating traffic concerned with an information server from other traffic to and from the site. Any intruder penetration of the information server would be prevented by dual-homed gateway.

The most important conception is that we must keep the security of the host system used for firewall very secure. If any vulnerabilities or a technique on the host is compromised, an intruder could subvert the firewall and do some harmful activities.
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     Figure: Dual-home Gateway Firewall with Router                                                        

Screened host Firewall

The screen is often used for site that needs more flexibility. It combines a packet-filtering with an application gateway located on the protected subnet side of the router, the proxy server of the application gateway can pass Telnet, Ftp and other services which proxies provide, the router filters or screens dangerous protocol from reaching the application gateway and system.

The rejections of the application traffic depend on:

Application traffic from Internet sites to the application gateway gets routed. All other traffic from Internet sites gets rejects.

The router rejects any application traffic originating from the inside unless it came from the application gateway.

The screen host firewall is a more flexible firewall than the dual-homed gateway firewall, and gateway needs only one network interface and doesn’t required a separate subnet between the application gate and the router. It may let firewall more flexible, but the router may get the permission to pass some trusted services and directly to system. So the firewall should use two design policies to restrict how many and what types of services are routed directly to site system.

Since the router just limits the application traffic to the application gateway, so the configuration is not as complex as a packet filtering firewall.
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Figure:  Screen Host Firewall.

Screened Subnet Firewall

Screened subnet firewall can be used to locate each component of the firewall on a separate system, getting greater throughout and flexibility. It is a mixture of the dual-homed gateway and screened host firewalls.

The outer router will rout traffic according to the follow rules:

Application traffic from the application gateway to Internet systems gets routed.

E-mail traffic from the E-mail server to Internet sites gets routed.

Application traffic from the E-mail server to the application gateway gets routed.

E-mail traffic from Internet sites to the E-mail server gets routed.

Ftp, Gopher, etc, traffic from Internet sites to the information server gets routed.

All other traffic gets rejected.

The inner passer traffic to and from on the screened according the follow rules

Application traffic from the application gateway to system gets routed.

E-mail traffic from the E-mail server to system gets routed.


Application traffic to the application gateway from site gets routed.

E-mail traffic from system to the E-mail server gets routed.

Ftp, Gopher, etc, traffic from system to the information server gets routed.

All other traffic gets rejected.

Advantages of screened subnet firewall

The two routed is more difficult to intruders to attack, because he should subvert both of routers to access system.

Only application gateway, E-mail server, and information server would be known as system by Internet, no other system name would be known in DNS database, which would be accessible to outside systems.

Application gateway can use authentication software to authenticate all inbound connection.

More flexible by permitting certain trusted services to pass between Internet and system.
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Some Firewall products

ANS Communication

The ANS Interlock is an application gateway based firewalls designed to secure access between IP networks. It obtained and modified the operation system source code to enhance the security and performance of the each platform on which Interlock is built. A software proxy has been created for each supported service, and it provides extensive monitoring, logging, and auditing capability. Interlock The Access Control Rule Base is the facility used to define the Interlock’s access control an application gateway based firewalls designed to secure access between IP networks. The Access Control Rule Base is the facility used to define the Interlock’s access control, authentication, and accountability. Access to service on the Interlock in granted or denied by direction in the ACRB. When an application require the ACRB to determine if a connection will be granted, it first check to see if there is a specific rule for the user, if no User Rule exists, the application checks for rules associated with Group containing the user, if this group allows, the user is granted access.

Interlock enables user and host authentication through the implementation of multiple authentication methods, including SecurID and PINPAD card systems from security Dynamics, and standard Unix passwords. Standard Unix password is a default authentication, if the customer doesn’t use stronger authentication. The SecurID and PINPAD card systems provide additional security over normal password schemes; card key authentication uses a one time only password that cannot be re-used, it employs two-factor authentication combining something the users knows with a 6 digit code, such as a personal identification number or PIN. Both card keys generate and display a one time pseudo random password, authentication use it local card database to generate and verify the password based on synchronization.

This authentication can only apply to the authentication services-Telnet, login, Http, Ftp, and other service that can be used via www browser, the non-authentication service such as SMTP, NNTP and customer defined Generic TCP and UDP forwards can not be required authentication.

The ANS Interlock can also be used to ensure Intra-network protection by control access between segments for an internal TCP/IP network, Using the Interlock as an intranet firewall provides all the same capabilities identified relative to each security objective in the preceding inter-network protection section. One ANS Interlock secures Internet access, a second limits access from supplier networks connected over a wide area TCP/IP network, another isolates personal records from users on the corporate network, and a fourth protects security information from unauthorized access.

Security features of ANS Interlock

1. Modified source code, deleted the function of resending of IP, redirection of ICMP, and source router.

2.A scan detection system.

3. A network administrator can filter the using of JAVA.

4.Provent the attacker gets access through the IP address of protected network.

Nov*IX for Net Ware
Nov*IX for NetWare is a packet filter firewall, which provides a complete suite of communications software that enable you to connect a Novell NetWare network to TCP/IP host system over TCP/IP networks, as a centralized server based platform, the NOV *IX provides controls of external access to company resource through the Internet, control of a company’s internal employee’s use of the Internet, and maintenance and diagnostics of the Internet connection, Centralizing Internet access means that NetWare management and security are maintained throughout the NetWare network.

Nov* IX uses standard NetWare-based password facility for authorizing all outgoing connection through the server, Nov*IX will not granted until successful login is completed. For incoming connection user authentication can be implemented for remote clients by using login and password in to bindery or directory services, access from an external IP address is mapped to its user profile, enable the external user to be assigned a NetWare password, and be authenticated.  For specific authentication FTP user require a user name and password that are verified in the NetWare Bindery to be authorized for connection the FTP server, same condition will be used when it is used as a web server. It can detect and prevent IP spoofing, an off-net Internet user coming in and attempting to use a trusted Intranet address will fail to gain access because the router through which are attempting access will not be validated, the access router will not resolve to the physical MAC associated with trusted Intranet address attempting to be spoofed.

NOV*IX controls both outbound connection from the LAN to the Internet, and inbound connection from remote users on the Internet into LAN based service, the NOV*IX IP-IPX Transport Relay does not permit IP packet beyond the Internet access firewall, When an IPX packet arrives at the NOV*IX, it extracts the data from the packet and puts the data in an IP packet for transmission onto the Internet. For incoming Internet traffic, data is remove from IP packets and put into IPX packets before entering the NetWare network, in order to ensure that the packet and their security and management conform to NetWare. NOV*IX packet filtering supports firewalls based on packet address, it can be used with incoming or outgoing messages, circuit filtering based on the destination port address of outgoing and incoming message, Network managers can specify the port addresses that are acceptable or those that are unacceptable. 

NOV*IX can be used to create private Intranet and leverages its security capabilities for NetWare-integrated Intra-network protection.

The NOV*IX for NetWare version does not provide facility for encryption of data transmissions, and does not support the confidentially objective directly, also it does not provide capability of checking the integrity of data transmission, so it does not support Integrity objective as well.

NOV*IX does not provide protection against intruders attempting “backdoor” access to a network through serial line connection to individual desktop computers.

CyberGuard Firewall

CyberGuard Firewall is a combination of packet-filter gateway, proxy gateway, and a bastion host.

Authentication: CyberGuard Firewall provides both user and host authentication, besides using UNIX password in user authentication, SecurID user authentication provide for a dynamically generated password from a hand-held token card plus personal identification. Host authentication has the ability to detect IP spoofing.

Access Control: Packet-proxy gateway provides support for multiple network interface, and allows and blocks the router of specific network services base on a set of administrator-defined rules, with a dynamic return path based on service type, protocol, source and destination names or addresses, sub-network mask, direction of transfer, and established connection, Proxy gateway provides administrative control over the type of operation that are allow for particular service. It can be used to hide internal host names and addresses, interface with standard client and servers, restrict service functionality for security purpose, provide a stronger authentication of user of at the firewall, and restrict use of a service of a selected users.

Enhanced Security

Mandatory Access: all file objects and subjects have a level associated with them. 

Multilevel Directories: a directory allows untrusted processes to create files at different security level.

Secure Device Handling: restrict the levels of information being stored on or set to allocated devices.

Privileges: having the ability to override access controls to perform a sensitive system operation.  

Confidentiality

Source and destination address may be considered sensitive information, the local firewall takes the normal IP packets that would be routed through the firewall and adds private network header to the beginning of the packet, The resulting private network packet is encrypted and placed into the data portion of the packet that is sent out by firewall. Attacker only can see a regular IP packet with data. The internal host source and destination address, the private network information, and the original data are encrypted. So it is very difficult to find what the original data is and which internal host is.

Integrity

CyberGuard enables a counter that prevent replay attacks and makes use of a Message Authentication Code to calculate a secure checksum, it ensures the integrity of data transmission. By using MAC within encryption process, it can detect and prevent modification of any data in the packet, including the address.

Serial-line Protection

CyberGuard Firewall does not provide protection against intruders attempting “backdoor” access to a network via serial line connection to individual desktop computer.

Firewall-1    Check point

Firewall-1’s checking model locates in the kernel of Operation System, and below the Network layer, in the lowest layer of software level, by checking the communication of this layer, Firewall-1 can transect and analysis all packets before it arrive the kernel of Operation System, no any higher lay can handle the packet, unless it is fit the security policy of Firewall-1. Checking mode check the IP addresses and ports number at the same time, and store and refresh the state and context of dynamic state table. Firewal-1’s security policy is that is not permitted is denied.

Authentication

Firewall-1 uses different way to authenticate user and host. Firewall authenticate user through: 1. Unix Password-the user is asked to enter his password, 2.Internal Firewall-1 Password- the user is asked to enter his internal Firewall-1 password, 3, SecurID-user is asked to enter the number displayed on Security Dynamic’ SecurID card, 4. S/key-the user is asked to enter the value of requested S/key iteration. 

Access Control

Stateful Inspection - Stateful Inspection provides the highest level of security possible and overcomes the limitations by providing full application-layer awareness without breaking the client/server model. Stateful Inspection extracts the state-related information required for security decisions from all application layers and maintains this information in dynamic state tables for evaluating subsequent connection attempts. This provides a solution that is highly secure and offers maximum performance, scalability, and extensibility. Check Point FireWall-1 is based upon Stateful Inspection, which has become the standard for firewall.

Confidentiality and Integrity

Based on Diffie-Hellman public key distribution system, Firewall-1 provides selective encryption for a wide range of services. Diffie-Hellman key pair of each gateway is generated by Firewall-1 Management Station, which acts as a Certificate Authority, distributes the key to gateways in a secure manner; Firewall-1 encrypts a message with a secret key derived in a secure manner from the correspondents’ public keys. When it encrypt a communication, the packet header are not encrypted to ensure that the protocol will handle and deliver the packet correctly, the clear text is combined with the session key to encrypt the data portion of each packet, so that no two packet are encrypted with the same key. Authenticating a message verifies the authenticity of both the sender and the messages, checking for possible tampering and interference with the communication. In order to certify a public key, which is used to deliver session key, there must be a Certificate Authority, from whom one Firewall system can reliably obtain other’s public key. Digital signature are created using RSA public encryption key system to act as a proof of sender’s identity and the message’s integrity.
Suggestion

A method avoid “backdoor”

As we known, Firewall cannot avoid the threat of  “back door”, while as many site permit access to modem located at various points throughout the site. It could negate all the protection provided by the firewall. A better method for handling modems is to concentrate them in a modem pool, and then secure connections from that pool. The modem pool would be connected to a terminal server, which is a computer designed for connecting modems to a network, a communication should connect to the terminal server first and then connect to other host system, the terminal servers provide security that can restrict connection to specific system, or require users to authenticate using an authentication method. When the terminal server is added into Firewall, the application gateway’s advanced authentication measures can be used then to authenticate user who connect from modems as well as from Internet, the packer filtering router could be used to prevent inside system from connecting directly to the modem pool. Modem users who want to connect to host system or Internet should connect gateway or filtering router first, on the country, if a remote user want to make a communication to modem pool, he should get route through gateway or packet filtering by providing some authentication. 

Prevent potential threat form Multicast Communication

Multicast IP transmission for video and voice are en encapsulated in other packet, when they pass though the firewall, Firewall just forward the packet without examining the packet contents, if the packets contain commands to alter security control and permits intruders, it will present a potential threat. So we should treat Multicast IP transmission as a malicious. To prevent such kind of threat, we can minimize unnecessary exposure. Firewall forwards an incoming Multicast, only the request from an insider user, or firewall accepts multicast forwarding requests only from hosts specified by the firewall administrator. Another way we can forward them only to ports designated by both the requesting host and firewall kernel as unused. The firewall will forward the same inbound multicast to different destination ports on different hosts. In addition Firewall can require user authentication before honoring a forwarding request, before forwarding connection, the firewall logs the data, time, user identifier, and the port number and IP addresser of the feed and requesting host.

Conclusion

Firewall provides a strong measure of protection for computer connecting to networks. Although it is not perfect, but if you can use it correctly we can reduce the risk to system. After compare some computer products, we can see each one has their own advantage and disadvantage. In generally. Choosing a firewall provide confidentiality and integrity is better than the one who can not support confidentiality and integrity, because now days attacks can intersect packet which is not encrypted transmitting in Internet, and get some information about system which will help for attack to intrude to system. An updatable firewall should be considered, the ability of update of firewall will help user dynamically configure their system to defense the attack. Since the attack method develop very fast. Suitable service access policy and design policy as well as proper configuration and implementation should be consider, each system has their own security require, as we known, sometimes firewall is a tradeoff, unsuitable service will not prevent untrusted access sufficiently, and will prevent some desirable access and service, also we need a proper configuration and implementation to use firewall correctly and efficient. Using more devices such as Intrusion detection and anti-virus software must be included to improve security which firewall cannot provide, when you construct your own network system. 
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