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1 Introduction
Let’s consider the distribution of digital content to subscribers over a broadcast channel. Typically, the distributor gives each authorized subscriber a hardware or software decoder (“box”) containing a secret decryption key. The distributor then broadcast an encrypted version of the digital content. Authorized subscribers are able to decrypt and make use of the content. This scenario comes up in the context of pay-per-view television, and more commonly in web based electronic commerce (e.g. broadcast of online stock quotes or broadcast of proprietary market analysis).

However, nothing prevents a legitimate subscriber from giving a copy of her decryption software to someone else. Worse, she might try to expose the secret key buried in her decryption box and make copies of the key freely available. The “traitor” would thus make all of the distributor’s broadcasts freely available to non-subscribers. Chor, Fiat and Naor introduced the concept of a traitor tracing scheme to discourage subscribers from giving away their keys. Their approach is to give each subscriber a distinct set of keys that both identify the subscriber and enable her to decrypt. In a sense, each set of keys is a “watermark” that traces back to the owner of a particular decryption box. A coalition of traitors might try to mix keys from many boxes, to create a new pirate box that can still decrypt but cannot be traced back to them. A traitor tracing scheme is “k-collusion resistant” if at least one traitor can always be identified when k of them try to cheat in this way. In practice, especially with tamper-resistant decryption boxes, it may suffice for k to be a fairy small integer, e.g. on the order of 20.
2 Broadcast Encryption Scheme
Broadcast encryption scheme were first introduced by Fiat and Naor in 1993 and have been studied by several researchers.

Broadcast encryption scheme allows a center(provider) to communicate securely over a broadcast channel with selected sets of users. Broadcast encryption is used in situations where a great number of people would receive the same encrypted message, and only privileged users should discover the contents. Such situations involve transmissions of pay-per-view television programs, music transmissions, and distribution of computer programs. A decryption key would be given to clients who register and pay for the service.
The goal of broadcast encryption is efficiency of transmission length, storage at the user’s end, and the computation in retrieving the common key.
Each time the set of privileged user’s changes, the center enacts a protocol to establish a new broadcast key that only the privileged users can obtain, and subsequent transmissions by the center are encrypted using the new broadcast key.
The legitimate users, however, may have the temptation to distribute further their decryption keys. To discourage the users form revealing their keys, the server could give a different decryption key for each user. Then a compromised key could be traced back to its origins.

3 Traitor Tracing Scheme
The concept of traitor tracing was introduced by Chor, Fiat and Naor, in order to combat piracy scenarios, whereby the pirate is a legitimate user of, say, a Pay-TV system, and piracy is achieved by publishing the system's periodic keys on the internet, or simply re-broadcasting the whole content. Recently, Fiat and Tassa proposed a dynamic traitor tracing scheme, in which no a priori bound on the number of traitors is needed, and the algorithm adapts dynamically according to the responses of the pirate.
4 Some Models of Traitor Tracing Scheme

4.1 Threshold Traitor Tracing (1998)
- Moni Naor and Benny Pinkas
Previous tracing schemes were designed to operate against any decoder which decrypts with a non-negligible success probability. They introduce threshold tracing schemes which are only designed to trace the source of keys of decoders which decrypt with probability greater than some threshold q (which is a parameter). These schemes present a dramatic reduction in the overhead compared to the previous constructions of tracing schemes.
And they argue that in many applications it is only required to protect against pirate decoders which have a decryption probability very close to 1 (for example, TV decoders). In such applications it is therefore very favorable to use threshold tracing schemes.
4.2 Dynamic Traitor Tracing Scheme (1999)
- Amos Fiat and Tamir Tassa
Before this scheme introduced, traitor tracing schemes, however, are ineffective for the currently less common scenario where a pirate publishes the periodical access control keys on the Internet or, alternatively, simply rebroadcasts the content via an independent pirate network. This new piracy scenario may become especially attractive (to pirates) in the context of broadband multicast over the Internet. In this paper we consider the consequences of this type of piracy and offer countermeasures.
They introduce the concept of dynamic traitor tracing which is a practical and efficient tool to combat this type of piracy. They also consider the static watermarking problem, presented by Boneh and Shaw, and derive bounds on the performance parameters of the "natural majority algorithm".
4.3 Efficient Dynamic Traitor Tracing Scheme (2000)
- Omer Berkman, Michal Parnas and Jirí Sgall
Recently, Fiat and Tassa proposed a dynamic traitor tracing scenario, in which the algorithm adapts dynamically according to the responses of the pirate.
Let n be the number of users and p the number of traitors.

The main result is an algorithm which locates p traitors, even if p is unknown, using a watermarking alphabet of size p + 1 and an optimal number of Θ (p2 + p log n) rounds. This improves the exponential number of rounds achieved by Fiat and Tassa in this case. They present two algorithms that use a larger alphabet: For an alphabet of size p + c + 1, c ≥ 1, an algorithm that uses  Ω(p2/c +p log n) rounds. For an alphabet of size pc+1, an algorithm that uses  Ω (p logc n) rounds.

And they also prove a lower bound of  Ω (p2/c + p logc+1 n) rounds for any algorithm that uses an alphabet of size p + c, assuming that p is not known in advance.
4.4 Revocation and Tracing Schemes for Stateless Receivers (2001)

Dalit Naor, Moni Naor and Jeff Lotspiech
They deal with the problem of a center sending a message to a group of users such that some subset of the users is considered revoked and should not be able to obtain the content of the message. They concentrate on the stateless receiver case, where the users do not (necessarily) update their state from session to session. They present a framework called the Subset-Cover framework, which abstracts a variety of revocation schemes including some previously known ones. They provide sufficient conditions that guarantee the security of a revocation algorithm in this class.
They describe two explicit Subset-Cover revocation algorithms; these algorithms are very flexible and work for any number of revoked users. The schemes require storage at the receiver of logN and 1/2 log2N keys respectively (is the total number of users), and in order to revoke r users the required message lengths are of r logN and 2r keys respectively. They also provide a general traitor tracing mechanism that can be integrated with any Subset-Cover revocation scheme that satisfies a “bifurcation property”. This mechanism does not need an a priori bound on the number of traitors and does not expand the message length by much compared to the revocation of the same set of traitors. The main improvements of these methods over previously suggested methods, when adapted to the stateless scenario, are: 
(1) reducing the message length to O(r) regardless of the coalition size while maintaining a single decryption at the user’s end 
(2) provide a seamless integration between the revocation and tracing so that the tracing mechanisms does not require any change to the revocation algorithm.

4.5 Lee D.H., Kim H.J. and Lim J.I. - Scheme(2001)

They suggested another broadcast encryption scheme with unlimited revocation capability. And they divided the enabling block and retrieving block. So they can got better efficiency and unlimited revocation capability. If there is no use with retrieving block, the efficiency is better than previous schemes.

They gave the semantic security under DDH, RSA, and strong RSA assumption.

5 Comparisons
	 
	CFNP

Open 1-level
	Boneh

Franklin
	Lee, Kim

Lim
	Tzeng

Tzeng

	Private Key
	O(k2logm)*|H|
	|q|
	2|n|+|Φ(n)|+q’
	|q|

	Length of

Encryption Block
	O(k4logm)*|H|
	(2k+1)*|p|
	3|n|+|Φ(n)|

{O(z) + |p’|}
	O(z)*|p|

	Compute amount of

Encryption
	O(k4logm)XORs
	≈(2k+1) Exps.

(mod p)
	1 Exp. + 2Mls. (mod n) + {O(z) Exps. (mod p)}
	O(z) Exps. (mod p)

	Compute amount of

Encryption
	O(k4logm)XORs
	≈(2k+1) Exps.

+(2k+1)Mls.

(mod p)
	2 Exps. + 2Mls. (mod n) 

+ {O(z) Exps. + O(z) Mls. (mod p)}
	O(z) Exps. + 

O(z) Mls (mod p)

	# of Revocation
	-
	-
	∞
	≤ z


m : # of users, k : revocation capability, H : hash ftn., p, q : prime number, |p|>1024, |q|>160, q|(p-1), z : Shamir degree of polynomial, modulus of n-RSA |n|>1024, p’, q’ : prime, |p’|>|n|, q’|(p’-1)

6 Proposed Scheme 
In this part, I want to upgrade LKL-Scheme.

That is, enabling block change from <shdxM, A1trxM, A2 trxM, t-rxMd, tr, d> to <shdxM, A1txM, A2 txM, t-xMd, d>

There is no loss of security in the same assumption - DDH, RSA, and strong-RSA assumption.

And this method is more efficient because provider send short-lengthen-enable block.

Conclusion
From this term project, for the efficiency of computation, dividing the broadcast algorithm by two parts. The first is enabling part and another is retrieving part.

And I propose new scheme with except random number r from L-K-L’s Scheme.

And remained works and further works are the followings ;

· Research about
· Efficiency of proposed scheme

· New (Updated) Traitor Tracing Schemes

· Key Management

· New (Updated) Broadcast Encryption Scheme

· And Provably Secure Broadcast Encryption Scheme

· Study on other problems of Broadcast Scheme
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