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1. Introducing trust analysis of PGP’s ‘web of trust’ model
PGP is well known e-mail securing system. It uses famous cryptological method like Triple-DES, IDEA, RSA, AES, SHA-1, MD5, and etc. It is invented by Phil Zimmerman in 1991. PGP has difference compare to hierarchical structure I’ll mention later. in trust model. In communication, ‘trust’ is very important facter. 

2. Overview of Digital Envelope

Encryption

At first, Compress original message using Hash fucntion. Encrypt this with private key. And append encrypted hashed message to original message It is.Digital signature. Then encrypt it using symmetric encrypt method like Triple DES. AES with Session key. Now, encrypt this session key using receiver’s public key, and append it to encrypted message. It’s C.
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Figure 1 PGP Cryptographic Function (Encryption)


Decryption

C is combined with two part, encrypted session key and encrypted message. Both two part are sent in encrypted. When receiver get the mail, he decrypt encrypted session key with his private key, and decrypt his message with that session key. And decompress the message. Then he know there are two part in that message, one is hashed and encrypted message and other is original message. At first, he decrypt the message, then he get hashed message. Now, he hash original message and compare two if there are any difference between two. If they are equal to each other, he can know it’s clearly sent by the proper sender, and the message is real. 
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3. Trust model of PGP : ‘Web of Trust’
Trust


At the first page, I put the picture of PGP key ring. They are public keys of others. I found that there is the most important part in PGP, the Key Center. In case of PGP of NAI, they have Key center, the domain name is http://keycenter.pgp.com, even though I don’t know of unknown signatory, I can get the information of it from key center. Also with updating the key ring, I know who revoked their public keys, validation time is expired, and so on.   

Web of Trust 

A web of trust encompasses both of the other models, but also adds the notion that trust is in the eye of the beholder (which is the real-world view) and the idea that more information is better. It is thus a cumulative trust model. A certificate might be trusted directly, or trusted in some chain going back to a directly trusted root certificate (the meta-introducer), or by some group of introducers. 

Perhaps you've heard of the term six degrees of separation, which suggests that any person in the world can determine some link to any other person in the world using six or fewer other people as intermediaries. This is a web of introducers. 

It is also the PGP view of trust. PGP uses digital signatures as its form of introduction. When any user signs another's key, he or she becomes an introducer of that key. As this process goes on, it establishes a web of trust. 
In a PGP environment, any user can act as a certifying authority. Any PGP user can validate another PGP user's public key certificate. However, such a certificate is only valid to another user if the relying party recognizes the validator as a trusted introducer. (That is, you trust my opinion that others' keys are valid only if you consider me to be a trusted introducer. Otherwise, my opinion on other keys' validity is moot.) 

Stored on each user's public keyring are indicators of 

· whether or not the user considers a particular key to be valid 

· the level of trust the user places on the key that the key's owner can serve as certifier of others' keys 

You indicate, on your copy of my key, whether you think my judgement counts. It's really a reputation system: certain people are reputed to give good signatures, and people trust them to attest to other keys' validity. 

Levels of trust in PGP
The highest level of trust in a key, implicit trust, is trust in your own key pair. PGP assumes that if you own the private key, you must trust the actions of its related public key. Any keys signed by your implicitly trusted key are valid. 

There are three levels of trust you can assign to someone else's public key: 

· Complete trust 

· Marginal trust 

· No trust (or Untrusted) 

To make things confusing, there are also three levels of validity: 

· Valid 

· Marginally valid 

· Invalid 

To define another's key as a trusted introducer, you 

1. Start with a valid key, one that is either 

· Signed by you or 

· Signed by another trusted introducer 

And then 

2. Set the level of trust you feel the key's owner is entitled. 

For example, suppose your key ring contains Alice's key. You have validated Alice's key and you indicate this by signing it. You know that Alice is a real stickler for validating others' keys. You therefore assign her key with Complete trust. This makes Alice a Certification Authority. If Alice signs another's key, it appears as Valid on your keyring. 

PGP requires one Completely trusted signature or two Marginally trusted signatures to establish a key as valid. PGP's method of considering two Marginals equal to one Complete is similar to a merchant asking for two forms of ID. You might consider Alice fairly trustworthy and also consider Bob fairly trustworthy. Either one alone runs the risk of accidentally signing a counterfeit key, so you might not place complete trust in either one. However, the odds that both individuals signed the same phony key are probably small.
Hierarchical trust model
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Suppose there are two people Alice and Bob, and Alice want to know if she can trust Bob. First Alice find Certificate Authority, CA connected to Bob, and in this case, it’s Root CA. Then She knows that Bob has CA. And Higher CA can certificate Lower CA. So, with the certificate CA’s she can trust Bob.

In this case Alice always contact CA to certificate someone. If someone who she want to know if she can trust is in the same level of CA, then she can know the answer only with one times contacting CA. 

In case Higher CA meet some problem, so if we cannot believe the certificate of that CA, we cannot trust every lower CAs, and anyone else. So it’s very important for CAs to keep themselves in secure. 

And, Alice can believe two. One is herself, the other is Root CA. Root CA can certificate itself, and only it can do that. It is main difference to further ‘web of trust’
Web of Trust
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The characteristic of certificate of web of trust is that user certificate for themselves. Because user certificate themselves, they need some special method to make trusty. 

Suppose there are 3 people, A, B, and C. A trusts B, and B knows C. Can A trust C? The answer is no. Because B only knows C, B also don’t know whether he can trust C or not. If B trust C, then A can also trust C. If B partialy trust C, then A also partialy trust C. Suppose there is D. If C partialy trust D, and B also partialy trust D, then A can fully trust D. Because if many people partialy trust one, it is enough to trust one. 

Now, I define Strong Set. In this map, A fully trust B, but partialy trust G. Assume Alice signed Bob, Bob signed Charlie, and Charlie signed Alice. They can reach any one. If Alice cannot reach Charlie directly, Alice can reach him via Bob. It's strong set
There are many small strong set in whole PGP users. With exchanging keys between these small strong set, strong set will be combined and be bigger.After all, strong set will be one. 
4. Difference between Hierarchical trust and web of trust
The most difference between Hierarchical trust and web of trust  is existence of Root CA. In Hierarchical trust, A users can ultimately trust himself and Root CA. But, there is no one fully trust like Root CA in web of trust. Every user certificate themselves.

 In hierarchical trust structure, CA manage user's key information. In PGP, users manage their key ring in their personal computer.

5. Problem in web of trust
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T and B partially trust C then A can also partially trust C. But, because it makes web the relation of all the PGP users, In the case like above map, suppose A, B, and C trust each other. Because B partially trust D, C also partially trust D. Then A can fully trust D because B and C partially trust D. So, even though B and C only trust D partially, and even C partially trust D because B partially trust, without proving the trusty, D can make full certificate to A. From partial trust of B D could made full trust of A. In this case A can even doubt B and C. (It’s worst case.) 

We can know we cannot trust others so easily and we need some detailed guide to know who we can more trust, who we cannot trust so much, etc. 

That’s why web of trust need trust analysis. he characteristic of web of trust is that if A trust B and B trust C then A can trust C, and if A trust B 

6. Mean Shortest Distance

[image: image4.png]



There are some posibility between A and B. Only A trust B, Only B trust A, A and B trust each other, A and B don’t trust each other. We only measure the third case ‘A and B trust each other.’ And the linkage of this small set make ‘strong set.’ 

In the map, one side arrow means only one can trust other. For example, A trust B, but B don’t trust A.(Actually B cannot decide if B can trust A, not distrust A.) And the distance between the two is ‘hop.’ Only measure the case two trust each other, and find the shortest distance to reach others.  

How can we measure the trusty of A? 

To C, A has 1 hop. To D, A has 2 hop. To B, 2 hop, to E, 3 hop, to F, 4 hop, to G, 3 hop. So, one 1 hop, two 2 hop, two 3 hop, and one 4 hop. With sum of all, we can get 1+4+6+4 = 15 hop, and dividing to 6 (B, C, D, E, F, G), A get Mean shortest Distance 2.5

In case of B, B has MSD 1.83. C has 1.67, D has 1.5, E has 2, F has 2.16, and G has 1.67. 

Lower MSD means we can more trust than higher MSD. So, in the map, D is most trustful. 

We can notice that D is in the center part of the set. The highest MSD owner A is most far from the set. 

So, we can define that lower MSD also means the owner is closer to the center of web of trust. 

7. Trust Analysis
To measure each key's mean shortest distance. Sometimes user can reach others in 1 or 2 times, but also 20 or 30 times. 
Mean shortest distance, MSD to signee is more important than MSD from signer, because of the possibility like any user sign all key in the world. 
Lowest MSD means the user are in the centre of web of trust. But more than anything else, every decision is up to users themselves.  Even though Phil Zimmerman, the inventor of PGP, is not trustful than user himself. 
8. Real Analysis

From dtype.org, I got many idea and some actual source code to find the MSD. 
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Wpreprocess, keys has auto save data; consider M-x recover-file





At first we need many keys of PGP users. In this window, ‘p’ means ‘public key’, and s means ‘signed key’ 

The name of this data sheet is ‘pre-process.keys‘ raw data of public keys and signed keys. It can be gathered by export_keys.sh, precess_keys.pl. (They are shell script, and perl script. I used the script made by Drew Streib.)

int main () {
pthread_t *slave0,*slave1;

threadparam arg0,arg1;

void *retval;

printf("working");

if (OpenFiles()) {

fprintf(fpout,"Error opening files.\n");

exit();

}

ReadInput(); //Read Inputed Key data from preprocess.keys

TestConnectivity(); // Find the Strong set

pthread_mutex_init(&mean_l,NULL);
slave0 = (pthread_t *) calloc(1, sizeof(pthread_t));

slave1 = (pthread_t *) calloc(1, sizeof(pthread_t));

arg0.threadnum = 0;

arg1.threadnum = 1;

if (pthread_create(slave0,NULL,thread_slave,&arg0)) {
fprintf(stderr,"Cannot create thread 0.");

}

if (pthread_create(slave1,NULL,thread_slave,&arg1)) {

fprintf(stderr,"Cannot create thread 1.");

}

pthread_join(*slave0, &retval);

pthread_join(*slave1, &retval);

fprintf(fpout,"Average mean is %9.4f\n",meantotal/numconnected);
ReportMostSignatures(); 

CloseFiles(); 

}
It is main function function of the program code. 

OpenFiles() open preprocess.keys, ReadInput() read public keys and signed keys from preprocess.keys, TestConnectivity() find strongset from read data. 

I got some help about pthread(It’s role is work in the background of the system process.) from dtype.org.

float MSD(int id) {
int dist[15000];

int i;

int numstrong = 0;

int totaldistance = 0;

memset(dist,100,sizeof(int)*15000);

MeanCrawler(dist,id,0);
for (i=0;i<numkeys;i++) {
if (connected[i]) {

numstrong++;

totaldistance += dist[i];

}

}

return ((float)totaldistance / numstrong);
}

This part is finding Mean Shortest Distance. MeanCrawler’role is finding shortest distance between signer and signee. When it find shortest distance and hop add to totaldistance. After finishing the operation divide by numstrong. 

Compiling should be done as follows.
gcc(or cc) -o keyanalyze keyanalyze.c -lpthread

And, run ‘keyanalyze’. Input data is ‘preprocess.keys’ and output data is ‘keyanalyze.out’
Sample Result is like following

1 8E02CDBB  9590CFD  4.1056
2  C795C78 F1A37611  4.1580

3 441570CD 466B4289  4.1709

4 144F2D45 4F570BA3  4.2124

5 9E777C30 8B4608A1  4.2554

6 CC1E20B1 C2009841  4.2614

7 367C16A6  A2F87E5  4.2615

8 EF6D8241 F081195D  4.2661

9 657984B8 C7A966DD  4.2851

10 C52D476D  DBF906D  4.2889

11 38742B5C C1B06AF1  4.2905

12 86BED457 7DFF8533  4.3487

13 6CA1D087  679ED91  4.3552

14 5F803718 DA0EDC81  4.3780

15 EFC93F81 1CF27FD5  4.3915

16 87401CE1  8C95A15  4.4209

........................................................

...........................................................

10812 CFC09C2B  2991DCD 14.0568
10813 4B63591B E31D6A7F 14.6050

10814 4C1EE63E E660211D 14.6050

10815 501AA815 87DD2B6E 14.6050

10816 6C2A72D2 DBCF6729 14.6052

10817 1DA4EB40 6EEEF1E3 14.6053

10818 21A8AC46 E3468605 15.0432

10819 78C3DA93 7F71DBA7 16.0414

10820 4C209F16 C6BC57D2 17.0397

10821 C911A442 7DFEB713 18.0394

10822  9F3315E ABAC582B 18.0395

10823 21951E97 A206A38C 18.0395

10824 4471C908 12C8D46E 18.0395

10825 5EA8FE02 FAFC8CBE 18.0395

10826 63BD829D BB1A31AC 18.0395

10827 6DC6C8F4  83E4562 18.0395

10828 B880F8CD 373B50E2 18.0395
9. Conclusion

Trust Analysis can be used as a measurement of trust. With finding Mean Shortest Distance, users can get many help to decide if they trust others.
Lower MSD means the key owner is in the centre of web of trust. Actually there are many famous people like Phil Zimmerman. But, it doesn't mean higher MSD is not trusted. 

10. Further Work

I got many help from PGP web site. In this term, I just began to understand about Cryptology. Actual Trust analysing is operated in the web. There is still exist performance problem- it takes many days to show the result with PC. Not only analyse source code, but also make own part based on GPL. 
11. References

· Cryptography and Network Security 2nd, William Stallings, Prentice Hall
· Cryptography Decrypted, H.X. Mel, Doris Baker, Addison-Wesley

· Handbook of Applied Cryptography, Alfread J. Menezes, Paul C. van Oorschot, Scott A. Vanstone, CRC

· PGP - Pretty Good Privacy, Simson Garfinkel, O'reilly&Associates, Inc. 

· The C Programming Language, Brian W. Kernighan, Dennis M. Ritchie, Prentice Hall

· dtype.org - OpenPGP reanalysing

