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PCol| dlojefolA (DB) Pz AAH7] wlio] Zdl4] AfolA ARSAS AFRIEE E PCY

Eohe A€ (artifacts)o] Wt 242 dids] 85t & =2olAe F dA= Wrol 42
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A=A, 3670 (66.7%)9] otEMEE HEIdE 7PIe% Ex PCE 7PIRE ARJAT 5 7hs
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Abstract

KakaoTalk is a chat application with an overwhelming share in South Korea and is a
dialogue channel that allows users to communicate with various contents such as text,
photos, voice, video and calls. Since all transmission and reception messages are stored
in database (DB) format on a user's smartphone and PC, an analysis of the remaining
traces (artifacts) on the user's smartphone or PC is critical in a forensics study. In this
paper, the analysis was carried out in two stages. First, we extracted artifacts from
KakaoTalk for mobile devices in Android 6 environment and KakaoTalk for PC in
Windows 10 environment each, and then analyzed the similarities and differences between
them. Artifacts were divided into five types and 54 detailed attributes, 18 of which (33.3
percent) were commonly identified on KakaoTalk for mobile devices and Kakao Talk for
PC, while 36 (66.7 percent) were only available on either KakaoTalk for mobile devices or
KakaoTalk for PC. It is advantageous for investigators to complement and utilize
KakaoTalk artifacts for mobile devices and KakaoTalk artifacts for PCs in the actual
investigation environment. In the second stage, the content of KakaoTalk messages, the
only artifact acquired in the first stage that contained the user's thoughts or feelings and
required further analysis, was analyzed by sentimental analysis using Deep-learning-based
natural language processing techniques. This provided meaningful information that can
help investigators figure out the truth of case.

Keywords KakaoTalk, arfitacts, forensics, deep learning, sentiment analysis
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A1 AT

7R ELS W AREE AR F 97%7F &St HEAA Y ofEA A (olst ‘) ol
[1]. 20109 QI==o]= 0SE, 20139 YES=2 0SE 7PIeEC] SAH WA AMEAE AUIEED}
PCE FESHA] &aL HAE, AR, 24, 594, &8 5 0t Fd22 &8s Ut BE
A WA R = AFEARS] AWPEET} PCO| HlolEH[o]A (o]t DB) FHE AFE7] gzl Z4
Ao A AREALY] AHIEE Hi= PCO| JESH= 7PIRE AR &2 (olEHE) 42 tids]
93ttt sHA|9E 7172 EL2 WhatsApp, Facebook Messenger ’6‘-"}' 92 [2] =l 1 717t =
StE]o] Qlo] AtiFor A7t EdshA] ¢al, HHlUdE PCEOE FEE0 0120115 o1& EAM]

T =S ot A&t 55| ERo|E S A9 offHE EAMHS 7|&tt AT
T 7PIeE 438Y HAS BASt T AR E= 7PEeE 8FY EAdl= 4R AeshA] OL‘:}

2 =RoAE 7PIE HAAE F 9AR Yol A4S A A WA DA A s ERO]
T 6 (MER) $739 2HdE 7P d3 A== 10 $739 PCE 7PIeE YollA HAIA Y
olE|HES F&T F HHIYE, PCE 479 offHE {33t 11 £4 FHE v EA5h =
OS AolA QtE=olE9t ALf20] HF& [Blo] drFo)7] o] & =&oA= i0S € MAC
PCE 7PIRE 242 Agsiqitt. Aa7t4] 71& AFe2 HHIYE 7PIET PCE 7IPFE0A]
95 7Fstt off|HE] AR Ao|xo] EATS TSI &, B4R 7PIRE ofE|HETE HHEd

714

_:

_lzi

£ FteEoA 5T AUX PCR FFLeEoA HEF AUX Wis TR X @ Fles
olelHE w wEs] NS Aol Uk A B =Eoll mHAR FFLoEd PCR Ee

So4 Y5 4 Uk ofElmE

& s FE= 4Es| &7 35 -AoldS BATLEZN dA A

BolA HHIEE 7175 OolE|HER} PCE 7PIQE ofHHUE HHE 4T Hstol &8 ¢ AU
< B2t

T HA DA oA E= ote|lHE BY dAoA FESE 7FIE HYAIAE 4E58Hs (Deep Learning)

7IHE E8&stol #4744 24 (Sentiment Analysis) ST ARGAFS] AV B 70l &3 WA[Z= o

£ ofgHES} T F7HAQl £Ao] aFHth HAAS] St F8 7I9E 24, @olo &4

T 74 5 AR 7Y B4 5 FARAEC ZEEHoIg oy HAA o '@ AREAY] A4

(sentiment), FA] (affect), & (subjectivity), & (emotion)S d&ote A&es 7|9 44
5

A 412 AF7HA A" w7t fle EE, LB 5 Ve dedl Wi 24 24 ARV
UZ SHAIRE HiEE FFAR] FHom AR FHA EFE=EE A 0}—711] Zg507] heol 22l
HARS] B 24 A 8ot Alke Hzolt & =
< A% 7PReE HAA] TEA (corpus, E= HOIHA *g*él‘i—Ei E‘r%h?} 4:‘%5—}% zd
glolgAl 6—.‘% H 7PIRE AR 4 2400 X*'?;F@ 2dS A¥sks 499 2 .
2 =2 F odes 7AEHAY. 28004 B AFsd wAAAE AYstH, 3ol TR
= HA[R]9] offHE ERF, 4AoA= ASTE 71N Ado] A7 7HE 8% s HAA &
g 2400 dis) A4zt &7HstAh. SACIME 3%, 449 B4 23E EdlE 7PheEn g2 AlY
< anHog xaAolh= HAE AlbStHoH, 6FolAe £ =&l AU 9ot FEAo i)

[



A 2% BE AT 2R AR

2.1 B A+

2.1.1 7P}.E HA]X] olg|lHE H=

A Ao gt 71E AFSL 2HAL] H (10S 08, AEZolt 0S)d] gt 17} FE o|F9
ot J8y FHTolE oy F2E EAsh7|o] AFoz golgh A== 0S 39 PCE HHo

gt A7F S71ekal k. Choi, et al. [5]12 A® & F 9= 0S8 7HIRE, HolE2, QQ
HlAAoA ZH2F DB wtdEo] o' HHE AR F2dtEE=A 1 RS dAEE BASH. 7t
Q& HAR] A A% 7] AAY F HAA] st ZEEFA g AT o] A7t Fdsith
AR ALz 7 oA F&SH= PCE 7S (MA 2.0.8.990)°] HHA (debugger)=E5-F
T2 IHG B35l 95t Themidaztes AEYH ] = (antidebugging too)E AFEISS WA
skl o]& f3lst7] 93 W& =+l Ollydbg (version 1.10)05 ARSI EIF HAA] dod}-&
S} ¥ EE0F AES-128 CBC mode’t AHEEHUSS %lOJo}‘ﬁE}
7171 dost dagE el ATto] Wil ZRAIAQL R4l0] 7hstt offHE 242 AA
oottt Azfar, et al. [61 30709 ?17] e U0l Y P& AEsto] 72| giol
Instant Messenger (IM), Voice over IP (VoIP), Augmentative and Alternative Communication
(AAC) o] AI7HAl E4 & oltol] &5t=A &3 § XRY (HHIY =4 = H)E B6f 3071 @2
HE DBE =dZog FE5H AAZE E£R/% offHE s 1Y (F 2070 ZHZ+9] 4ol oj=
e FRbsteA] AFstieh. o] AFolAs 7FE HHNYA WA 4.7.6.5 A&l HIAAIE &
HAIA] W, AR 2 HAF 55 59 ZRlo] 7HsehE
gelo] 7FsstRa IFHE Fofste o] FUA &

olol= AX ASHE QI 254 5 [7]12 UA==o|= AmEE 3g|& Y (rooting)ste] 7HIeE B
v ¥ 4.8.2. DB o9 A& YAE SQLite browserg 53] Z+ T4 YE&S st
ok A" HAIA] o]g (F-Al o), AR UE B 3, AYY Y ol s el &

= Hoh I™E A AFE F 1Y otF"™E 24 t]'ﬁ =2°0] HHY-E 7PIeE otE g E-]|
SHATE Astal AL, 4-d WAol=t T AREEHIL Sl 8T WA AEste] &4 Y olsfist=
o A7 Agte] AU

. FPLRE HAAZE AAEAS BS Eote HHE OE A B3 1 7 BAl=
S [71°] HIANAIE AAISIAY E4 A9 Wit W] updo] EARITHH o]F o
YT 5 UFS HJA, Choi, et al [5] GA| ARBAZE 7S dighf&S #AT o
o] HAAES AT HAYES f3J5te] A HAAE dobd 4 ATkl shiTh
A f ol& Al d=shE Ad (SSL/TLS)= ol&stu gt HERA izl &3 / 74Z 3o 7}
QE AREAY] FRE w2 FEE AFME 4 UAth= Park, et al [8]9] A= AU AA=
T Sk5 (supervise achine learning)S &3l 8442 7I71E AMEALS] FYE TFAZ H &
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WS & 912 EHEA ol g ERNY 4 -FH oRE 3AF 7w 7ASEE &
sf ERotth A 5 WAl "9AEoA dojg FEota 11 wolo] sidsts ARl FojE &
B FEC 249 A AEE AN § 1 Ayger 34-FAS ERSHT Addn oF
76%°] 5% AYZ (Precision, gd°olzty WEST A F AHA I $HE Hol= ¥ ¥HL
(Sensitivity, AA 34 4 5 WEE 3 9)7F 2ot g5 R dHlEZ a7E Uk AAX F
(101 QIEY &of T AF AREEH= H|&o], U, 205 si4st7] A% 34 APE Word2Vec

-‘2}30}04 FESHL A AH 5 A 39 AL E BluskH. & 5o A S 5
% (96.1%)7F +E5HA] F2 FS 87.2%) Eop @, wWH, ‘A7, EY & =
°°1°ﬂ ot 34, 74 59 S4S & #ddde A& Bk #HHE 5 (1112 29 28 F Sk

9l ELMo (Embedding from Language Models) 7|H& A8l $h=o] sty A EAS
o] NSMC (Naver Sentiment Movie Corpus)?t th271712 (DaumKakao) H|°JES AX oA
(self attention)¥} ELMoZE ©]&%t €3+ A% (Recurrent Neural Network, RNN)S %
= 2dZ Agsigit. 71E Bdof Bls 5ol £22 Ao

9l AFET Zo] B4 tiidel gt 9dS FAStY £76ke B A4 £42 FE AR o
oA ZEEoIT. dw, 2, 5271, YAl a 9
9 g7 7IRIsHA &5t st A A4S LESHUT. o] ti Atk sttt shA|vt
AP 54 Qo= A7t Hd AAolH, &3] JPIeE F
SNS)of| gt A4 A2 A7t sttt HolEAl 4o ofzfZo] 7] wZelth AJEE, I35t
Bd % FRe ARATE 371 A (FF 938 S)ol EAsH] "ol 3474 5
o] &7l HolHE , 21, EfH SoE2REH FHsh=H ool gfloh. ¥ 7PIeES toftt
—’f—xﬂ 7iQ1e] HS st FAoE HASHE AMY FH9 AFolBRE APAQl FHo g2 &E5H] I
= o] Uof Zzte] o9l F/do] FAIRIA|, I FA4o] FULRRE 7|JIPEA FH5HA] Y=t
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2.2 Hi A4

2.2.1 A2 24

X9 xEZH42] (Digital Forensics)< AFE, EHY, YEHIIE dAato=z
27 (Electronic evidence)® A¥, 3, &4 el

% 7Fstt FHE ARE EHlotke AAE TRtk "R EZHAoA &5t
it SAZ ERT & At B A= Al2E

olHE 5/ oFE|HE (artifact)zt 9 g = S
= RS {8 ARt HolHE E21 H &8 HEYA 71]*]%, ”ﬂoe]' o] sigE. A= A
FE, BHrd Z]et gAE ARA SOl A E z
otsto] Al A 2 AR ] R FAE (EHE)S OT'FJ Ll

| =
AE sleBoRtY 9e & Qb BE 5742 olg#Edy o



SEA 3ol & e B FAL ASAY AMolY 74 5 Zuw 197t Solzk dojgo]]
o] AR o] HGH Hol

&

2.2.2 HAE 22 A2

-

ISO/IEC 27043: 2015, “Information Technology-Security Techniques-Investigation principles
and processes [12]” & =A|EZ3}7]+ (ISO/ IEC: International Organization for Standardization
/ International Electrotechnical Commission Joint Technical Committee)o]l &3] AAEH HE
71&, HS 71&, AbaL RAF 93] F 7“%5‘}94 A EZTZolt). o] F HAE = ’51 a3 w52 S5H
A9l #H] WA (Readiness process), %5 WA (Initialization process), 5 @A (Acquistive
process), A @A (Investigative process) W3l @A (Concurrent process)® TEETCH F£H|
A= "gAE XA ou] GARZ RAF 71ES FESL afA ZlA HAE ARlshes @AolH,
Z25 A= AP I 27 AEAQ 2AAE S FEHIIH g5 dACA AR A" 7]7]
55 29 (identify), X (acquire), 85 (collect), ©]%F (transport) A7, FAF QA A =
e "gAE HolHE 4% F RARE uhrElRith. B dAE 4 49A4% BAl0 == ‘%ﬁ]
2 BE HAE AT YAE SAEC] HEA AR 282 & URE T2 gEo Y5

Dk xZHA FA EEOE= NIST SP 800-101 Revisionl, Guidelines on Mobile Device
Forensics [13]°] 20069l A& AMEAN M= HEtA 717] 5780 w2t 20149 549 mRA|9e

FAEAT. 9 EAAE mutYd ZHAS BHZE (Preservation), @E (Acquisition), A3 4 &
A (Examination & Analysis), 2. (Reporting)?] 4@AZ FEsto] Aigsta oh. HE A=
gAd HolgEo] A, HEA M 58 &6 ¥XEHE S U dY HHE fASES

s
u

e WAR SAbgo] A AAClA BT 2 7719 AU S AgsHe R So] oo @
stk P95 GANAE ZHH 7718 SAstel 24 18 Ed) YR golHE F&5hy, 94 °
24 %7410111 449 2o dold 252 A4E § olF XA B4 £718 sl %ﬁw

T

upAjEp B3 GA A= 234 Axe] ot HuME ARt ISO/IECSE NISTOA AQtet Rds

< @A E7ol 4F Aol7t o Y HEE2 "W AR & 5 Stk

TYoA= 20079 SH=EAHEFAIZ|EES] (Telecommunications Technology Association,
TTAOIA AESAGAEE (TTASLE olF A3t 24 7hol=gk]l [13] AAsHiH. HAE =
A A= A EH], SA FH, A BB 2 olF, S B4, HiA A4 § SHAE AAEH
A 2| AN ZA] =] ] 9 AR FF, AR Ot 25 Sh, $A4 & 9A
A= B ARl EIstal g5 Fdo] 585t HRlolA st=do], AZE o], BE7|AHXA]

52 AT 7 2 3 olsEAME HAE %74% | olF 9 E¥t 3N EAEA g
X

= 27 WA 2K 52 AsE, 7 B4 AL 4] Uet FEY mAY £7E o] §dto]
GAE A BA-8TE | A% B By e BAY WHE A8 EA4 24
o AEstel A 2, 27 U8, FA 44, 717 B U &5 F 0w 24 % BH, B
14 AY 5 F AR TEIAAG. 271 4 BN A7 A AFL e A9, Aol A
A Qe A9, AW S 5 A AR A9 5o 43k westelof s, 54 4 94
2o st e Yo FEse RYEL 347 QS T AL YRsy U



Fdol= &4 YEYZ AulA (SN gt =4 Hap A% sttt Jang, et al. [14]&
SNSell tigh &AL 8], 7] BE, dAE 3 94 3 5 38A=E Urol PC ¥ HHY 7]7]
of tigt ZH4A] AAE A9, Yusoff, et al. [15]2 Firefox OS 9—]'75"]]*1 g SNS Hojl
st =44 AAE £H] @ B=E (Preparation and Preservation), 8% (Acquisition), 43 9 &
4] (Examination and Analysis)® 3@AZ Yiro] A5t

2 =woAe 2EYE 7P s 9 PCE 7PHRE otHHE FEA4 iAm 45ehE 7R 44 &
A& B9l 7T HAA] AR ARdEE F4cke oY, 18 9 x4 A ZEET =
-2 SNS ZJ4] A3} A= 7IWe R AfY f Auto] ottt aapAQl 24 dXE AQtselt

lN
N,
ad
rm
bl

2.2.3 7|ASk:

7148t (Machine Learning)S 9% A5 (Artificail Intelligence)?] 3t Hofz Q& A& AA
7b FolXl HolHgRE AAR FAAHE F= S5 (training, Be 7)) B2 AA A= AH=
dojile ‘ofoltt. 7|AskES ofulA] Q14 4 A, dwhaet F2 —E—O]E%‘%’_} ofyzt WY, 7/
24 5 Ado] Al AAME &5 2ARAnt Z|ASES HAs AE 4178 (Artificial Neural
Network) Zdlo] 543 40dt) FHHEE AZEJAAT F2 HH{E s, 229 34 2% 80d
f7HA] ‘QE*PQO]EV} 198649 thEF HAEE (Multi-Layer Perceptron, MLP)Y A= dh5S 3t
AdHm d38lE (backpropagation algorithm)®F 20008 d] 4t Q3 AAYS EXSHA 4ol 29
43385 (Deep Learning)®] AFC=Z thA] B/t it

AE AT Q7] 9| shsilS eotdor HURRE dadEoln. I1F 2,13 o] 41734
oA HF& (neuron) AZAMEA (cell body), 7tA&7] (dendrite), &4=7] (axon)Z F+AEH
At 79 AZL AHA (synapse)7t BT WA 7HAE7] (dendrite)7} o™ w19 S4E7]
TddogiE ATE Wolsolll o] A7l dAA ol A7E 7KW FAE7IE A tE W

Aoz ASTE Mot "ot A5 A9 A EHA AHA9 Agt Ao wet w39 Aol &
odgr}, Aoz nFEHEAE 2 2.1904 2= Y (inpup), we 7FEA (weigh)E Ju]st=t]
AHA9] AT A7 E AGGo M= 7FEA w7t AR}, 240 QI wRolA EuRl A=t

B S U e AR N A ke
(wa +0)8 EstA "ok
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cell body

jz:un$i+»b
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output axon

activation
function




AdrH o R AMEEE= 7IEAQ dF AAW dugEgl oF HAEE (MLP)S ATEH 19 2.2
9} Zro] d¥ZE (input layer), 249% (hidden layer), 8% (output layer)22 FAEC ZF &9
LES2 AR AZE0] 9lof Tk »7iY d=gko] ATH JFF2 w7 EE 7HXA "ot 24

A
=0 f

2 EE U9 kE2RY A"Eh 1., 2 ol 479 Ve ARtk o] ghe gA4st &
of A&stal 3ol ALsHA "ok 38 449 71SA w (FE@el A 7HA Jd W, 24T

EEgo digt 7153 A w)E 92 AxE2 BAEY 2lde ddoz FolHl dEe
AEA ok 843 e A

Nl

i)

A g wRs gow

~T= Hl Ay g ARESIEE QlF AlF WOl H]

s
CIEEERIE BRI

)
o

Input Hidden
Layer Layer

oE HAEE (MLP) ol9ox & X137 (Recurrent Neural Network, RNN), & ©7| WX
(Long-Short-Term-Memory, LSTM), &% A13% (Convolutional Neural Network, CNN) 5°]
AMEHIEZE =2 QlE AT GAYEERE 2 =204 7PIE HWAIA HolHAlS shEAl7=H &
&5kl

7NATES 19 2.39 7|ASk: AAE wet AgEn. A4 SEAIAE & HlojEE Rtk A
(Data Acquisition)o] 83 Addo] A9l A9 Aol HolgAE & Ea
gl REr f &Y (crawling) 5= &3l $HE SNS HAA], I3}
d FAL xt FY, csv FY, xml B 5 ggoith. $=FE HolHE #&, kol 52 ety
71AS S ol HolEE olg9A AT ZAl7te] thsf 4] (Data Analysis) 3 F] #I=21 F3gt
&2 st B3}, A, Btk E&0 AA 59 AA2 (Data Preprocessing)E Tt
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Lo qlo

o
£

£3] g0 EZIolA= FElA (morpheme) 7NES HEEA] ofsfstal Fej4 &4
of gttt Z|ASkEo gt ZEE sk 9ARl ZE® (Modeling) ©AIA = 7]
AU B AR BdS et § HAY7 gRE HolHE
= &&stH g Sol= HSE HolHACE S Ak (FgE,
7|€o2 ndo] 5o JdFs F= _%UH7H % (hyper parameter)?l
HolgAl mdol g 4
o|gAle] AA HEH duiy TPRRAE &
Confusion Matrix)< 283ttt Zdo| A
. HAE ER 59 Aol A FYPo] &&
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|
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A
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2.2.5 Aol A=

AAo] (Natural Language)= 9271 YA ARSh= lol=, Aol AP (Natural Language
Processing, NLP)gt o]2|3t #dojo] oJu|E EASto] HFE7E AT & UA=EF st 7|ASkE: 7
W F stuelth 24 4], W8 8o W9, A4 74, 92E EF A (&9 WY, w& 7Y
5 5, AR F5 5o AgHY & =EoAe 7PIE HAA A E4S fst &4 33
(D), 74 022 sy d 5822 7PIE AR ESAE Bt At s AW 125
AAsto] A&k (1 E= 002 Fetch o] BFo] A (feedforward)elth. 18 v AS¢E &
Q1 AA 2pAg Blwste] QAE AAbely ARERE Tl5A et HFS dHolEsts Sy ©HA
£ AAr} o]& IAnt (backpropagation)t St
IR A A0 AHEE HERY 1T AFTE AdEots Ve R AAE vt itk 1
4ol9] Adg=s 2= tF HAEE (MLP)Y HHS &% 447 (RNN)o] Estl, &8 4173
g RNN)9| H2 FAE @7 #WE] (LSTM)7F Bttt siA - e7] w2 (LSTM)7F
7P St daEsolRtal &y Ao g & ‘:} S FA4F AT (CNN)o] olu]z] Ql4]of &
8= HOAR Aol A E & ZEEHIL AUk Yin et al. [17]2 <& A4 (RNN)
AT 43T (CNN)E 3o 48 &4, %’\} A 5 Aol AZE AP 2 & F o= &

gZo] 990 Atky A2 WY 4 YTkL Sk
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et B EROAL Rt QF AXY 2uES skl BT 4% Wit Ates
MAH g Bl A% nde Austud stk wed Fuse SRU DS gu 4%
o A AAY LAES FE T2 AYste] s1go] BEIAL. EF 20139 72 A7 A
Qe | A%2Ql A8 reln Yt wol MY 71Mel Word2Vec, 2018¥ AHE B Ed 7]
%9l BERTE I8 o1 FB97] A2 oldld (Attention) 7S 1T AAY LueZe] 583
of & 452 247 Wttt

2.2.5.1 Word2Vec

20139 = "<l Milokov et al. [18]°] ARFSE Word2Vec 1EFEQ] to] HEE &%
o7 F=5h7] Y CBOW (Continuous-Bag-Of-Words)?t Skip-gram ZE-S AT}

19 2.4: Word2Vec 5 7FA] 24 [18]

Input Projection Output Input Projection Output
W(t-2) W(t-2)
W(t-1) Wi(t-1)
—>] Wit) W(t) —]
Wit+1) W (t+1)
W(t+2) W(t+2)
CBOW Skip-gram

CBOWE: w/jehe] 74 wolrt Zolze o
CBOWS ¥l 241 gol7t Zol5g v 5 wolg o 23tch. o] the & 7|24l vl

o
UE2 2t & 5 AH3dLes 4450l oty B7h= Skip-gramol tis| AHEH F4 ©ol 19
FH o] ¢ o] FoHEZ W (W Word, ©@°l) 12 9 Aol oW FH ME (positive), A
o] Fod B ME (negative)Z ©]% EFote oA s5HTt. Milokov et al.2 TaA
A SASHA %= AT @oj7 UAEE MERE o & FY & U&F Skip-gram< HASHIH
olgA Sadte 7IME UAEE HET (negative sampling)ol=hl 3ttt HIAEE AL &2 of
g 27 2

Pnegatiue(wi) = nf<w71)o/4

Zf<wj>3/4

i=0

f(w;) 7 o izt BEA oA sk v (3 Tol ¥l /o3 3k 27)E uisich



Milokov et al. Word2Veco] YAEE MEFH IA A5 SHsts dolE kgl AlQdst= A
AMEZF (sub sampling) 7IHE H&stAct. Skip-gram @2 g
J%‘ﬂ‘é T 0171 HZol £d RE7F 52 @0l A% 54 AxUF BT shEAI7IE Zo]

Zolzkal gt Zoltt. ME WE FE2 off 43 Z.

1n:
N

il
4
)
I o
i)y
__q(_,‘
o

X

%

|

for &,

3

o
mlﬂ r

PszftbsamplingJ(wi) =1-

2.2.5.2 o5 HAYEE (MLP)

Y5 SYS32E o|Fod &5 HAEES FHANA 249Fol 17 o F7HE AF™E U5
HAEE (MLP)ol=tal 3ttt 1% 2.29F o] thd HAEE (MLP)Z YE3olA £835 WFe=w o
*]'O] ZVHE]L g AT B gt ZQE AAY (Feed-Forward Neural Network, FFNN)S
Feloltt. 3 2HSH £¥3F0 U= Ee wHol HIE o/d F9 HE wRY AF
—‘5 (Fully-Connected layer, or Dense layer)TtO& FAJE o] Qlo] AZ%} H= 29
A% Fu Hy Connected FFNN)o[2tALe St} Aol M s 2SS +3L W Dense() <

&3tk 2 =820 A oF HAEE MLP)2 138 2.59F Zo] 2430] 270 dF 4173
& (Deep Neural Network)olf‘% L& (units)= 22t 647, 32712 AASI9TE &A45 deEE
ReLU®} o|&l £7FE 93] Sigmoid d+E E-&3HAH

l
ol

F_.
OIN‘ ofl

a9 2,50 24950] 2719 o5 HAEE (MLP) 29

QOutput
Sigmoid
Dense
(units = 1)
ReLU
Dense
(units = 32)
RelU
Dense
(units = 64)

Sequential
4 Input



2.2.5.3 =& 41747 (RNN)
+=% A4%Y (Recurrent Neural Network, RNN)2 18 2.63 Zo| Al (time step)°] &
£ 71 E 94 A ASEH 7T o 24939 koA 2435 ¥ fE S U 2
ht—1% S85 TR Hule SA0 2495 =59 oF ALY dger Huyls E4S 2

dole] JHT 8¢ Toed & e HEHNA 7ot

i)
og
rot
0

a9 2.6 718 &3 AW = (simple RNN)

Ye-1 Vi Yes1 Output
Layer
RNN

he_4 h, his (LSTM)
Layer
Input

-4 % X Layer

a9 2.6 712 &3 AAY FX (simple RNN)E $4]02 yehid oot it

hy = f (W, + Wiy + by)

= W+ b,

Ly

O]E] l‘% h 1—‘%_ —'.'—Z—l]—'o’l 7F%‘j] xhg]- VV’hhg} O]‘Oq "510} %}]\-O] % % %AO'EZ]- bc—Ttl.'—ZF 'o’] oﬂ]a%}:
oz ZgEo 24YFY YU 294H 1ot 32 Holed &85 AAY A W, E W
3 1,9 HF AIFPL yolv] 2 9] U (bias) b FEASATE

a9 2.7 LT &€ 43T +2 (BiRNN)

Output
Ye-1 Vi Vet Laer
by ////ﬂ
e 4 : e ———————  BiRNN
(BiLSTM)
— — R —
hi-q he gy Layer
Input
*1 %t Xe+1 Layer

10



FEMGF 431 413" (Bidirectional RNN, BiRNN)2 18 2.73 Zo] A=SF Abe] (forward states)
£ 7 e 293 H HF A (backward states) FEE 7HAAL Y= 2HF 2702 4
o] o o] 2 A& AZH UA &tk A A ¢ (time step)E 7IE2E AWF HHe o
g3 1=15E AHoE, T AHle d83E A ARRE deoE 31 skEE oA =
oh Alduier FEReIA U2 2719 92 A shsE A w,°k W, E S shuel 24 H
H g2 SR E85S AA 7AW, E U S 84 v
HAIGE ot SAoA & 4= Ql%o] WE WS EAT A Yol &8 AFT RNN)Z F=4]0]

=
FLsH},

<2 AT RNN)Z ohgt Zol9] J8ist 283s Wolsd & AUe HEYA FXRoARE 1
Zo]7} @013—-_1*—. Aup Al Stg 5ol ZA ASHEH (vanishing gradient problem). °©1& 312
st7] 98l 19979 S.Hochreiter?} J.Schmidhuber?7t % ©@7] w22 (Long-Short Term Memory,
LSTM)E AIrarict 191 A-©7] wize] (LSTME I8 2.6, I19 2.79 £8 2737 RNN) €
FEF <& AFY BIRNN)T 7] F2+= Zoy I9 2.87 o] 24HFofA 9 F&o] &g 47
g RNN)O vl Al&ste Zo] E4olth &-&7] HZY (LSTM)w 2439 == Ao 4 A
O]E (input gate), BZ AI°|E (forget gate), 3 A°|E (output gate)s F7I5t] EH Q3 7|9
= AFIL 719dsfoF & AES AT

a9 2.8: AAT RNN)Z Z-o7] dg] (LSTM)S] 24Y= X [20]

[o%)
S

gy

l:l Neural Network Layer

Pointwise Operation

—Nf
A LA
I
©

J_’®
@
—@

A [IEAL A

| |
&) D) &) <LSTM>

"



J9Y 2.9904 & ¢ ZAls] AHEH LSTM AoA= A (state)’t F 7S HH i, ¢, 2 vt
he 7] AH (short-term state), ¢,= 7] AH (long-term state)°]t}. LSTMY A2 Y E

27t B7] A ()M 7192 FE, AAE B2, Qo] &Y FES ShEcke Aot 271 719

¢, 1= A9 YFOM QEZROR o|F Al TZF A°IE (0! sigmoid)E AUHEA LR 719 (BE)S

= =
U3, the A A4t Alo] U AolERNE Hze 7o ARE Witk ol AV /Y o2 &
geth o A4 (me step)iith YR 7olg ARSIL 25 HAL wEsA =k EW o
© S it & &9 ACIEY 843} o GIeIHEHEAHE o<, tanh)2E AEEo] Y] AH
Rt Aol £ y, 5 WELH ARAHA £ [20]e2 2SSt T Adr] WxE (BiLSTM)
= U < AFY BIRNN)T o] AW, 43 AHE 7HAA €k
O 2.9 Z 7] w2e] (LSTM) 249359 A% ++= [19]
l:l Neural Network Layer Yt
") Pointwise Operaticn Fawget Gate 4
i ~
Ci1 =P » C,;
hi—1 = e » h
{ 5
Input Gate Output Gate
Xt
2.2.5.5 &= A48 (CNN)

ox,
L

+ AlF% (Convolutional Neural Network, CNN)2 AJ&2] Al4lFo] FZ&tol= oA g
o] oju|x] Hlolg 9] Ao gt Lx=E TEoZ AFYo|th. CNN2 19 2.103% Zo] ¢
ojmA7EE AZZH FZ9 AA (feature) FEI= %% (convolution
layer) ¥ £%% (pooling layer), F&H A dglol ZRHAE EFsl= gL o= A2
(fully connected layer)22 F4EH. FEF3olA= FE FH=Z EFE ovAY 7H5A FH
o olm| A Het Ato]=7} 22 I (filter) FES ol 5AIZIHA =
Sshe dda diks ot 95004 EELE Ao =
BHE 5 FE0= dARE @ =
o7 FZHH F2H AHEL2 ot ol AT
Sk &l &8 211 Aol A Z
JAHQ n-I1¥ (n-gram) AHEEEZ FEF 5 UL olE 7]‘?_2 39 ASY AHEHENAE FE0]
O
o9X

7H5sto] Al EL Tolg] ou

I )
it mo
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A& A% (CNN) += [22]

fr
o

IY 2,100 GBS EYZ ol 29 wrEs

Convolutional

Convolutional
layer 2
/ Pooling Fully-
— layer 2 connected
Input layer layer

2.2.5.6 oJdlA (Attention)

Red

o

=49 34, FAHS #wHo7] fote BFY ZE Wol7t FdstA F85HA = ¥t ofHl
(Attention) 7|¥2 7I7I.E HA|AQ] 4, FAHL EFa 3o v AlF (time step)uttt AA|
g S ASolA AHEy Ado] Q= T@olE9 7F5A] (attention weights or score)E &%
o Z

= Two= WO
Z BF0) &8st whgolth 18 2.118 ofdlA 7uk ek A-r] WiReE (BiLSTM)Y 2 E

oL o

UERHY off A2 241 Zol7h #]l Aol wis) ofdlAd TIMe A8t T G-l HEE
(BiLSTM)®| &2 #4S dsHA HojEtt

£ (h;) = tanh(Wh, +b)

aem 2959 wAY GAelA gt 188 w7 AEAA AHET ofdA (Atention) 71
A 0% ALY o= 79 AR F0,.,)S BB T4 (ofman® B3 BGE WHEE WU A
]

n
C:Zaixhi

i=1
Al a;.,9 71Hee 999 €4 HE 2l st £4 ¥E o= o]
0] A HgEA S 34, 74 270 I9F= A

= S
[e) =2
2 o) g BAo] Yo Sojel AL W, '® Fof, S Easy

il
YEQIE ANS Forel /AT Y 2 e 24 Hol BA7L FH oz BRdd

1%
o
W
9,
e}
3

N
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1% 2.11: oJdlA (Attention) 7]

a;

ha

d

i
Q.

az

H2e] (BiLSTM) +X

hy

hy

X1

hy

ha

€2

X2

hg

€3

X3

a3 2.119 &¥2&9 = FFNN (Feed-Forward Neural Network)
FA4E AAY (CNN) 2

05 HAIEE (MLP) %

L =]
- E%;gflfé %%E%OP—‘

1 2.2.5.5

14

14 dEH=el =

vEgso
 u

QOutput
Layer

Attention
Layer

Bidirectional
LST™M
Layer

Embedding
Layer

Input
Layer

2 A 2252

e & 38 &



3.1 7PIRES 71& 75

PHege dUt BUEE S AT A A FYL DAL AN (ex), olREE A
A, B9, AR, SAMAA, D Folek. ST E 3.1.0049% ol Aol w08 4 Yt
75l Aol7t itk ARAPY A Zutd HAGAE Lo BN AT BE A5 B8
2 9k qE AuEe Edet BE A9 PC WA A9 s fo ANTE Aot B
Qe BPs] AR SASE AL AsE] MBS, 2, Gsll, 8o, AR ), 84

A, QA (L, A 89, FAesdl 49D A-*w AR, AP A

PCE FHREANNE HY 715 ABHA @

A AL EE AT 2L AL SV &m0 AT 1 ol0] Tl S
Rt SZAYY A9 ArbEl ABAY UF st ALE BEA vt 9F M ASE B

98 AHeEA HOlAE, SOILEE ABY 4 9 42 Aokl So FAAN AREG

EYAYYLe LHIUE W PCE EE o8 4 Uk /%ol B2 AYE] e yojHom Ao

B3 2H0 AIA] Aol thg A whge] mriAg FteRt AEs], AR Aol

==}
W
2
o,
Jo
of
e
o
4
o
9,
N
o
ot
r
r,
[N
oflt

fo
!

ik
HEHS 47 | HEWS ojdF
Zofd| PC | =M | PC | EHIA | PC

11}
)
2
=
ol

&

fd
o
—
[

text
oKL E|E
ut

A A= =
W [ s
=hs
AR
i I s
A=
AEs]
Hol A%
o] AE

TE
Sl

Ué

Ol:l

=
5 4]

A& (F42)
z=zy
29 717
=4 HAIA

. zzyg
ikl
0 (E2HE)
0d 717174

A

xxxxxxOOxxxxxxxxxOOOxog

OxxxxxOOxxxOOxxxxOOOOOR
X[ X |X|[X|X[X|[X|X[|X|X|[X|[x|Xx|x|O]|O|O|O|O|O|O|O

X | X[ XX |[O|O]O|O|X X |[x|x|Xx|XxOO|O]O|O|0|0|O

O|0|0|O0|O|0|O0|OO|0|O|O|O|0|0|0|0|0|0|0|0|0
X[ X | X [ X|X[X[X[X|X|[X|X|X[X[X[X|[X|X|X]|X]|X]|X]|X
OO [x|O|0|10|10|0|0|O|x|x|x OO0 ]0|O0|O 0|00
OIX [ XX [X[|X|OO|X[|X|X|X|[X|X|X|X|x|O]|O|O|O|O

O|0|x|O]O|0|O|O|0O|O|x|x [x|O|0|O|O|0|O0|0|0O|0O
OIX XX | X[ X[O|O|X|X|X|X|[X|X|X|x|x[|O|O|O|O|O
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3.2 #4243

rio

2 =504 AHET A2 7 E WA ® 3.29 2o JERE A AMAS] DY PW=
A E50] Zhsotttal 7Hsth FPHRES o ABAE dHolElE2 /data/com.kakao.talk/
databases®t /data/com.kakao.talk/files Z oF#l ‘KakaoTalk.db’®} ‘KakaoTalk2.db Tdoj
TFEE0] AFEo] Unt. FFEES] Higt HAA & (ClWA)Y 24 A7 A8 ZdA =34
MAGNET AXIOM HA 3.3.1.148749] Process (°17]A)} Examine (£4)& -85ty ¥& =z
Al =21 Autopsy?t SQLite browserg &-&sto] 45 #HIEstlth oA HlolH= PCeF HBFU
7Pt 5 AAStL '19.7.1.~719.9.30. 3704 &t 1570] & FAIS BAHAIA], 5I4, 40t

U, Ho|AE F Tyt EH=E BAstqrh

# 3.2: 7PIRE off|¥E ZA] &8<t PC, ®EIA 717] H 7R s <l wA

4 71% 0S 7PIRE WA
Intel(R) Xeon(R) Window 10 Pro
PC CPU E3-1230 v3 (64-bit) 3.0.4.2212
Samsung Galaxy ott 2olE 6.0
2upd Note5 (SM-N920) AL 8.54

3.3 2428%

3.3.1 75 olfHE {3

77t E olEHELE & 3.3% Zo] 57HX] fPoE udrh mHYE e Ed PCE THIeE
oA el 7Fsdt ofEl#E= AH® W (Chat Rooms), AR (Messages), #F (Friends or
Contacts) ©]4 37i0]™, ZHIYE 7L Eo ATt 39l 7H53t ofe|HE: B3} (Calls)olL PCE 7}
7R Eo| ARt &Rl 753t ofe|WEL: FRE AFZl (Shared Pictures)O|th. Z}7H9] ofE|HE= Tkt
AR &4 medohy mHldE 7L &I PCE 771 E0] SdstA 5% olE"WED AL
AR &Ado] BE PX|ohe Zlo] ofYr|dio] JEE 45 HAote] &85tH 7IeE ARG T
4 Qo E3 ofgHEY AR &4 F AMEA ID, A" W ID 52 A

o
=
g W, olA7, A7 So] ¥EHo® Uem glo] IDS 7|1Z0% ofgmES] 44 YRS ERslo]

% 33 7I9E ojguE 87

ofelmE 59 saig [ pC
7171 E A8 H (Chat Rooms) O O
7171.E WAIX] (Messages) O O
71719 A3 (Friends or Contacts) O O
71719.& &3} (Calls) O X
7Pt E 365 ARl (Shared Pictures) X O
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3.3.2 7P} E A¥ HF (Chat Rooms)

7IIRE Y WOl AR &4 FolA HEtI-E& PCE HFolA €2l 7Hset ofE|HELE # 3.49
At Zol Y W ID (2] 719 AP e FESte =D, WY 73, A HAIA], wpR]E w4
A9 &-5A4 dAlolt}. OF Y 432 & 3.5904 Z5HA EAE Direct, Multi, OD, OM, Plus,
SDirect, MemoZ TEHT. HHIYE 7P EATE 5= S4H02= AREAF 0]99] 7 &
Z @7 D), st oy IEohAl k2 HAA] 5ol U PCEolM= Y W olgs AT
5 9lom AR o] VA ¢ AZAH IDE Fol EAIEY oA gk gto g fAtol E-got
710 AgHE

X 3.4 JPIQE AEH E AR £4

ofg]WE &7 2urd PC

& 9} ID (Chat ID) O O
A&l 4 o]2 (Room Name) X @)
7|8} 7R} (Other Participants) ©) X
A7 4 (Number of participants) x X
e 83 (Chat Type) O O
OpR]2F B|A]A] (Last Message) O O
opx]ak HjA|R] LA] (Last Message Date/Time) O O
BUR] 242 HA]R] (Unsent Message) e X
AZA9 ID (Link ID) X O

® 3.5 49 713

gl 93 (Chat Type) Lol ] PC

ool Ajel DirectChat (1:1) O O
MultiChat (1:N) O O

o= e OD (OpenChat-Direct) (1:1) O O
OM (OpenChat-Multi) (1:N) O O

= A A" (PlusChat) O @)
"] &g (SDirectChat, SecretChat) O X
Lreto] el (MemoChat) O O

3.3.3 7I7tRE HA]A] (Messages)

IO HAA ofelmES] AN 44 Fo|A ERA§I PCE BRAA B A5 AR B
3.6914 AT 4 Yol ol Yl A ID (HEAES T A% 24, WA e, HA

A 9, AR §Rol%, mulAgoAEt Sl kT JRE AP W D, BW A o), vlAX
A QAL AR B (S EE 54D, HAA AR AAGLh SRS AEE A¥shdo] Aol
HAZL frh. PCgAE Bl APsT AR WAAY D CIAASS FES] 97 24, WAA
%54l QA FIAIR] A ojsolch
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E 3.6 7PERE HAIA] AR £4

ofe]HE %7 oty
B ARZ ID (Sender D)
Bl AFg o]2 (Sender Name)
Aj& 8} ID (Chat ID)
HIAA] (Message)
HAIR] ID (Message ID)
HAIA] 5% (Message Type)
HAR] ¥kaF (Message Direction)
HA]R] XA UA] (Created Date/Time)
HAJX] ¥hE AA] (Message Sent Date/Time)
AR é.*xﬂ o]2 (Deleted : Yes or No)
HAIR] AA] LA] (Deleted Date/Time)
AEnt (Attachment, Additional Information)
A= (Latitude)
A& (Longitude)

O|O]|0]|O] x| x|O]O|0| x|O|O|0|O
x| x|O| x|O|O] x| x|O]O]O| x| x|O| &8

o] F wAA] ¥ 201699 7I7IeE THIY WA 4.8.2. DB YL SQLite browserz &<l
HAIZ] f8E B4 28d 5 (719 It °‘°1 15%4 WA 8.5.4.9F AlFHo= Blw EAst
k. PCE 717 E9] HAA| v‘o°ﬂ gt 71 A glo] Il HHo= T ATt E 3.7
I o] Ay W 2of 4 HFY - wAA - “00‘401 00dS ZdEYt”, “00d°] UzEYLt”
- 7F 71€ 233 5Y AFoAME ©es] 022 BAEHJGH HTole 0% A feedType (I
invited, 2: left 5)°] FAEo] Y WY JFZ o|ARETE AAs] 1T 4= St} PCE 77HE
Ae Qg 3 20 @ g7 B AfAX7E Attachment' & YRt EAE A, 594, dZA
52 71E AFe 59T =AZ UERgoy PC 219 HAR S AL 7|E AFAE 9=, B A
oAl 712 RIS PCE 7PFIRENAE FUstA 71°0] PC 2IQ1 HAAE 9u]stgtt.
ESE Zutd WA 4.8.2.9F WL Al WA 8.5.4.94 AMg 75t 7150l AYd] SUHESE & S+ 3
el AAE HAA G - A" JAAGUE - o] ‘03 @A feedType 14 (hidden)&2 £7E]
AY, Fx, FMo], FF, AR Foliu7] 59 5ol F71EAY. E¥ (notification) 715
o, AEHAA, 2PYF #HAA, Link 52 ulst=t] ZHIAE 7172 EofA = "Nofitication’,
C8ollA= 9= EFEUT. odo= Erji, EZeA Y vAA 5 odgt {39 HAAEC] A4
24 (FoDE TEE0] ASS FRlskd

ol

=

ofd

el

WE

3.3.4 717} E =Gt (Friends)

EIRE T (B GEA) ofHHES AR &4 F RHYET PCE BRI &9l 7T FE
L 7P E AREAIO] ID, 7P E ZEY o]E (2HFYE&RT PCEIA © e AH Qo] 71y,
7Pt E ned A wAX], ¥ GPIeE TR o|F), EAZY| 7 o (B Y Pl H
SAZT] F7F %), ST R (ves or n0) EE NS IR (RHrEEET PCEOIA o W2
ZE glo] 7Hs), 2™ AR (o]u]x]) URL 5o2 H 3.8904 &Q1d & 9o}, mupd-gofAqt &
d 7Fsd FEE AR 7PReE AA D, ﬁ%xioﬂ A A5 oI5 LR, A% B48L, A
g W IDolH, PCEOIAT &l 7ot e AF 9, @EPXM AsH %

P> E 3.99F o] A, AT 59 FE F50] Jhecht AF HJHF0] FAPLst
D TGOl il e Y-&at Rl= i

rlr F

—
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H® 3.7: WAIA {3
o 234 5 [7] =utel pe
HAAl 73 (Message Type) 2uHk ver, 4.8.2) (ver.8.5.4.) (ver.3.0.4.2212)
0
ALY 20, g4 g4 (feed Type 1, 2, 4 :

(Notice of Inv1ted / left 0 L A Attachment
invited, left, invited to
someone to /from Chat) Open Chat)
BIAE (Text) 1 Chat Message
AHAL (Photo) 2 Photo Photo
=AAF (Video) 3 Video Video
A=tx] (Contact) 4 4 4
Hol|A L E (Voice Note) 5 Voice Note Audio
PC login message 9 71 71
. . 0 6 (.gif) .
A0l Emoticon (Static) 6 (.gif)
12 12 (.png)
20 (.webp) Emoticon
=X o 7 i N s
=X 9] Emoticon (Animated) 25 (webp. XCON) (.png. webp. 'XCON')
( Event
BS| subTypel, 2, 3, 4 :
A7 (Event) 16 13 Event, Changed,
Deleted, Alarmed)
Poll
=X (Poll) 17 14 (subType 1, 2, 4 : Poll,
Changed, Deleted)
Location
‘K& MeEl /X4 (Location) 18 (longitude, latitude, 16
address)
FH7teE ID (Profile) 51 Profile
Notice of tidian Mo 0 Attachment
otice of Hidden Message s achmen
(“This message was deleted.”) (feed Type 14 - hidden)
ot (File) : pdf, xlsx, mp3 = File Transfer 18
Call Call
Ho|A E (Voice Talk) (IP4, IP6, Port, callID, | (IP4, IP6, Port, call ID,
duration) duration)
ZX] (Board Post) Board Post Announcement
4= (Notification) Notification 9
#7AA80] (#Searching) 23 23
g7 (Reply) 26 Reply
AP o] w7
(Grouped Picture) 27 27
2ol E (Live Talk) 52 52
SeA AE HAX]
(Plus Chat from non Plus Chat 71 71
Friends)
ZA A" HAIK]
(Plus Chat from Plus Chat 72 72
Friends)
AR =l HA] K] (Deleted Message 16385
with crypto key)
A=l AFA] (Deleted Picture) 16386 16386
AMAEl AA (Deleted Event) 16397 16397
AMAEl &3 (Deleted Poll) 16398 16398

AMRE AR
(Deleted Message)

16402, 16408

16402, 16408
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E 3.8 JPEOE AT (AH) AR 4

Various Numbers

OlE|HME &4 L] ) PC
7}7teE 27391 ID (User ID for log-in) O O
e & ID (Chat ID) O X
71712 & AA ID (User ID) @) O
77t E m23 o]2 (Screen Name) O O
AR o] AFH AFEAL o]F (Contact Name) O X
A% 73 (Account Type) X O
AHE] BIAIR] (Status Message) O o)
A UL, AlEz7E AR} (Created Date/Time) O X
Z7%7] (Favorite) O O
¥7] (Nickname) O @)
%71 (Hidden: Yes or No) O O
A3 s (Phone Number) O O
mz3 ARl URL (Profile Picture/Image URL) O O
AZA= ID (Link ID) X O
* 3.9 A 79

A% 78 (Account Type) PC

Friend =S

Blocked (Group Chat) a2 FE #Zojxt & RR7} ofd AL

Blocked RFCHR] L

Group Chat Member Q= 8 A&}

g% A 2910] duf k= S It
Rl

3.3.5 75 33} (Calls)

717t & AMEAZE HEFYE 717FQEOA HolAE W Ho|AES ARGl A 7IRE F3} ofF
HES B &3 e (A&, S8 o), B8 AHARE, 53 HdA ID 2 olF, T &3 Al
H 4" % ID, &3 %3, B8 UF &4 Ee= 4D, F3 A8 ¢ 4 g 2RI 4+ U
PCoM = AN o] ¢ Ho|AEN Ho|AE HF 7lsshARE = 7PIeE HAA]
ole|HEQ] WAl 58 (3.2.2)°149t IP, Port, B3 tiAAF ID, &3t A|&A|7He] &Rlo] 755t
wEbA SoF IHE JHE 7PEE HWAA] offHES] HAIX] {PI 717IE F3} offHES] A
2 242 g Mefste] WS o] 45 BeEolt

o

3.3.6 7F1E F9= A4 (Shared Pictures)

771 E ZRE ARLS PCE 7P E0 gt 8H9lo] 7Hs3t ofe|HER dig HAIA] ID, Y 1
ID, Bl AR ID, Bl A, 4] 37] (bytes), HUI¥ URL, =Y &, MIME /3, H22&
A 9 ezt &g YA gt RS AFetct. 13y o] & MIME 3% tezt g8 o
Ao gt HE7T AR GEelA] Qrob FAREA ol F-go] Aghe,
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A 4 % FPEOE WAA 24 A

4.1 #4973

T

Q& AW (Artificial Neural Network)E F@sh= o2 7}A] Neural Network A§/3-& library
% 2 AFoA+= Tensorflow®t KerasgE AMESIATE Ao 283 A= & 4.1.3 £ HolH=
7R E HAIR] 4,000 % training datasetd} validation dataset2 8:2 B|E&ZE Z}Z} 32004,
8007 L& Uiro] &85ttt AR EAl= 7IASk: da (O™ 2.3)0 ot JPskoit

B 4.1 /PHE A4 B B4 BT PC B

CPU 0S RAM GPU
Intel(R) Core(TM) | Window 10 39 0GB NVIDIA GeForce
i7-8700 CPU Enterprise ’ GTX 1060 6GB

4.2 dlolg 4

7IERE HAAE B4 EASHH A4 HAAE 34 Ee R Hig ZEE x23ota Qlo]
of gty £ =&olA= 2019. 7. 1.~ 2019. 9. 30.71A9] 77L& HAIA] 18,8267 44T H
AR Zg2E 150 A AR 2 FAS B AHE FEct] 1-8~10%87H4 (19 7P7H9E #
4 A, 100 77HE AR AdH) Aeslekdth 13 ~1087HA A5sheE WA F Aol F
% AL 3 E= FAH9 S4E By FoA gHe vAAoltt. webs 19 413 Zo] 43~
78 FE 3 T FAY 40 FelAY ARAY BHO HAXNER F44S A Hi A &
o skl AeJsial 18~3" A1HE A A 0, 8¥~108 e FRY AHI TR
ANBF5HATE olFA BiE WAAE F 4000428 34 2,0004 42,0004 HL3t H-golct,

a9 4.1: 7PIE HAA] 44 22

7000

6000 5730

5000

4000

3000

2000

1000
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4.3 Holg &4

AAolE HFEZF olsfistal, aeFo® AYSHA st7] fside HFEZE olsE & ALE A
ol Ads| Hed vt vk 2 =&olA % 7PIeE HWAIA 18,8261 F °F 80% (15,060
A)7F A3 7PEE ofE|HE ZMoA 7t csv HUolL, UMAE FFERE HIAA] HE7]
7155 Bl AT wxt Holth o]F Tabl& FEI txt Y FHE FLstct. E3ZF HolE=
user, date, contents, label Yl 7§19 @& o]FoA SQl=Hl user= HIAIA AR, date= HAIA]
ZHd YA, contentsi= HAIAl W&, labelZ 34(1), FHO)JNAE HeEHHD.

7I7Ee 52 G titiE AF, 523, TP QERY 5 AREARl w1 e {30l
ohFetal Qo] §&Ed A% AHEo] e = e HEE o 7] "WEd] 54 JHQl-HeS
A-tg407 A 9 §5F 72 5= = W&ol itk BAI7E RSttt facebook HIAIA, QIAE
I8 5 ol SNS& Zo] o|REZE, Hojiy|, ‘A=’ 5 EYH A-EZ Sol gt AEHQ GA
T g

4.4 dlolg AA=

4.4.1 Fei& 24 9 A HA

gloJel= KoNLPy Zho]E&# 9] okt —E“EH &5 o83t FHa B4 B FA HAS ST 5L
IS AR 4.3004 APtz 544 HEHelu Hoj2r] So] Aldiz HoUA 2 B
7§71 dieel A 2FE fIstd 5‘5101&71, wEY 52 BAsF= KoNLPyE ©l&staitt
KoNLPy 2tolH=ZE &3 24" Fei4 ststtE o8 e EF (token)olzt .

442 TEEZ &4

AT Holg 9] EE F dF= SHE B9 2 & leBE nltk Se|EFE FA HA
£ stk 71 77HeE HAA] 4,0004E oki2 FHAS BAFEE AX B2 Mk 24,496
oA T8-S ALst EZ9] /e 4,91040]tt O9 42004 & & A% &8 W7t 2 A9
EZ 20 FZ2 o], o T2 A B = Aot

a8 4.2: 29 L7 22 A9 EE 2070
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4.4.3 oy e s}
gol8E HE st Wl whA Aol A2 dol IA L. 94 BHE EES Y-
8t 9179 (One-hot encoding) &2 3|4 HH (sparse vector)® HHSl= AR} AMEA7F AA5H
go=m WY 2H9 Ade wFe DY HE (dense vector)2 EHSH= Zlo] Aok AP A
FEAAEH. @o] (B2 B HEHE #Ask= AS 9o YHd (word embedding)olztal 5t
ol 4y ¥WHE U¥Fd WH (embedding vector)ztil tt. Tof YHFS A3 ¢4 @Ol (BED)E
ol W (mapping)Al7le= B A4 AFEYF (encoding)e sto] #4H EFS ©ol Hl
B2 &R W2 Y5 dYAE Fofgt F olF FPIRE WAIA] HolEAM A&ttt
47 dE (FHd HE)E W3ste Yl dof dHdE ARts dHd 5Z &&ste 49
Word2Vecs &-8&sh= 4% 272 F&35t9 QI3 A3dde S5AZH.

el
1.3.3914 gt Hiel Zo] 7I7EE HAIA] HolEAle Word2Vecs &85t

| o=} MLP, RNN, LSTM, CNN & ot g1 8E5S 7iE T Adoto] ks
Ao 199 9 F /139 s Zds9 =Tt 70~80% ol MF= 5 BEAH AS &

5 MAdS ZIdishe ojdlAd Z]RE daE|Ee] sk oAl APsknt. wEbA sk
of ARgeE K2 FA 37HA] fPo2 E7% 187] Rdolt. Hdo] uwEt 243 A3 e
'ReLU (Rectifier Function) TEX ‘tanh’ Glo|HEZHAE)E AFL3519 0™ Adam 3E|ulo]#]
(optimizer)E& E35to] A& F A4Skt €434 (loss function)= binary_crossentropy©]™
£33 (output layer)oll= 243} &2 ol EFo AL sigmoid T4E AHESHATH

H 4.2: Sh5o] AHEE Td &

7] & Word2Vec A& ojdld A&
MLP
MLP MLP
RNN, BiRNN LSTM LSTM
LSTMC, I\]IBIiILSTM BiLSTM BiLSTM
CNN + LSTM CNN CNN
CNN + BiLSTM CNN + LSTM CNN + LSTM

4.5.1 71& 24

7IER.E HAIA] HolEAlY] WMEE JHZL (inpu) 22 o} 2719 24Fo|A shsste MLP HE
2 19 259 Zo] 27f 24F BF AAFAToE dZAHIoH &43 R ReluE AMSSHAT
T3F RNN, BiRNN, LSTM, BiLSTM, CNN, CNN¥ LSTM, CNNZ (Bi)LSTMS 34 ZEsh
CNN+LSTM, CNN+BiLSTM €1 2|&E &8s 27t dolgAlS S3AIAY. AA 153 7PIeE
HAIZ] Hlo]EAlo]l AlZtA Embedding)o& g EA0] &3] 53Hd gHg HEHE whsolul=A
of £o} tiokst 2d F A od Hdo] 7 FEAo| ATt J5Z HoleA FRlshy] fiFelth

=

ro
Ir
i
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4.5.2 Word2VecS A83%

S 971ea 3009 ©olS AFA d53%F Word2Vecs E-831a] 717128 HA|X] Ho|HAlS HE
35t 5 o]2 d¥Ze R 7FA= MLP, LSTM, BiLSTM, CNN, CNN+LSTM (4.5.19] 97 =&l =

o

g

dsol okl Fx7F Eolgk 57 B A¥E)o R ShEAFHT. B4 Ao Ao =™ dHlolgrt
A2 4% AlgtA Embedding)22 s EAl0 85| E5td duld HEE wEojle Aol HA
or7] W&o Word2Vec, FastText, GloVe & AFd s&E dHd ¥WE  (Pre-Trained Word

Embedding)® AM83te] A% AL ZIddtt 7PHeE WA 44 249 A9elE A4 stsd
g HE o] Bgo] Ay ANE LA ofRE FAStRA Word2Vec AHEHALT

4.5.3 ojdlAd 7S &

bl =
Word2vece] sige] 314 Jsigkel Melsh o] WshE ol gt A3 419% duels
o 452 245aA s BHolgdrid, oldld /W9 A48 2U% uiu wAClN 2ol A=
E2 koluat 9 WolB2 AR AWEI 4EXE 2AsHE #49 ofdld YEYIZ B He]
HA 7t AL APEeE WAA dolEAl SaolE Foud GG MAEA oBE ] 9

ot
H
.

sho|Qitt. B =RojAE s ulx|ut dAoA of"lAd YEYAE F7lete] MLP, LSTM, BiLSTM,
CNN, CNN+LSTM (4.5.19] 97f =g J AJso] 5ot F+x7F Bolgt 57 md Ad)o] st 4
5= eIttt

o= =

4.6 A% B

4.6.1 45 H7I A&

34, B4 o] B (binary classifier system)°l i3t A% H7IE st 5P E (Confusion
matrix)= ARSI S5 oA H7F AHQ] HEE (Accuracy, ACC), AUE (Precision), W
A (Sensitivity), E°l% (Specificity)E AAlot] 52 &3 o, ROC (Receiver Operating
Characteristic) 22 FIEQ}L Eo| 9] AAAAE It

¥ 4.3: 3% YZ (confusion matrix)

A (indicator) o &7t (Predicted)
indicator
=274 (Positive) BA (Negative)
24 TP (True FN (False
(’%‘Kﬂﬁ (Pogi’gve) Positive) Negative)
rga-
nized) | 24 FP (False TN (True
(Negative) Positive) Negative)

o

S (Accuracy)e A Hlolg F A4 34 2 749 A @2 WAAE AdzE ERSid ¥

2ot} 542 ofefet Pt

_ TP+ TN
A= (Accuracy) =

TP+ FP+ FN+ TN

24



AUE (Precisoin)= G322 A&t HAIR] F AA| FHQ1 HAIA]9] vH]E&S LSt 4] ol
Zrt.
TP
3l iqi =
JU %= (Precision) TP+ FP

YZE (Sensitivity, Recall, True Positive Rate)x= AEE (Recall)o]ztil® sh=d AA FA21 H
AR FollA A= FAFAoleta £F7E HWAIAQ Hl&Z Teth. 4] offet At

TP

i pany (Sensitivity) = TP+ FN

B0l (Specificityls 44 £4Q HWAA Bol4 A $gHolety BRE wWAHe] Hlgolm 4
A ofefet k.

= I TN
Eo|: (SpeCIfICItY) = FP+ TN
ROC IdZ= 7hes Eole, N25S UAER stof A4St Td8xoty, ROC 1H =9 4

0] Eth= A2 ?_7159]' 5ol BF 19 "Mt AS YUStERE =0, y=1% A§ Zdo]
A9l J5& 7FAt. ROC I ZofA AUC (area under the curve)s HAXQ WHAEL} Eo]9]
BHBAE HoE & 0101 ”H—Cu’— HeRt éL 5% 712‘3]‘:} s _4;—54;{}01]/\1 dE HEsh= 59

4 249 gHS DL MAAE F BEARE Aol SRII. 4 Zdold a5
anﬁ # 5 Ao] FYAL AA BR UAE SO S ok vk 2
o B34 o% nesor st

Model Accuracy Loss Precision | Sensitivity | Specificity
MLP 0.8818 0.2495 0.7500 0.8212 0.7263
RNN 0.8227 0.5083 0.6667 0.5888 0.7056
BiRNN 0.8455 0.3816 0.7000 0.8423 0.6390
LSTM 0.8682 0.2735 0.74775 0.7170 0.7578
BiLSTM 0.8466 0.3035 0.7141 0.8541 0.6580
CNN 0.8318 0.2909 0.6814 0.7821 0.6343
CNN + LSTM 0.8727 0.2524 0.7154 0.8090 0.6782
CNN + BiLSTM 0.8313 0.3366 0.7386 0.6959 0.7537
Word2Vec + MLP 0.6864 0.5911 0.6151 0.5876 0.6323

Word2Vec + LSTM 0.7136 0.5227 0.6190 0.6613 0.5930
Word2Vec + BILSTM | 0.7227 0.5237 0.6317 0.6560 0.6175
Word2Vec + CNN 0.7134 0.4958 0.6191 0.6614 0.5929
LSTM + Attention 0.8842 0.7149 0.9982 0.7697 0.9987
BiLSTM + Attention 0.9256 0.3052 0.9987 0.8523 0.9989
CNN + Attention 0.8754 0.4703 0.9987 0.7517 0.9991
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4.6.2 7% =g

® 4.49 Zo] MLP9 A7t 0.8818F 7HF &% 2™ CNN+LSTM, LSTMo
TE XYtk RNNL 9415F (Bidirectional) ®EQl BiRNNY AHEZ7F ¢ &= }j HihH ST
BiLSTM Et} AgL7l v o e Zdo] 4 iy HdEY sttty d4d & gl
Btk o, RNN 249 A7 &4 FA|(the problem of Long-Term Dependencies)S X
LSTM =Edo] w3y, IUF HF Adde=E &2 Ass UEHUHAY =7t £33 MLP,
CNN+LSTM, LSTM =2® (¥ 4.3)9 34, §4 wAA &7 H5& AFdos AvEd ug=
(Sensitivity)= MLP, CNN+LSTM, LSTM <©°|¥ Eo]%x (Specificity):= LSTM, MLP, CNN+LSTM
wolQlth. ol HAIAl A &4 Qo] 3 Ee B HAA ER70] £H 5% A5 Hole

292 4T BAste] B o] AYE ¥ AW AS0| £go] Wk e & & ek

ioi

¢

=
(L omo rlo Lot

I9 4.3 7|2 Hd9] st Fge 3 &4dE

4.6.3 Word2VecS &8st 14

Word2Vec® AH8% B9S #Es} uho] dolo] §AHES Uehy] we] dvto] 2549 o
2 2 Zojghy Waslglon o4 92 Word2VecS AT RES B 449} o] We 45
Tk B3 CNNALSTME £480] 1€ ¥E 5 390 dabh oA gl ZolA Aelsheirt.

Aushg A Shs Word2VecZ AH83HY] HEo] FolAlel 7t WAAe] onlg Az I
A ERE AT 3%, B4 5 2L Ushe wo] f30] e Be 2B dXsA
A3k HsAel Erh AHORS AARE tE ARsd AW olv] tEe] ESE, AAEIH, &
21 5% 2 1 A9 S5 dlo] fuo] Utk webA 7}7}2& Uﬂ*] A A B s

ﬁmosl;

AR &2 ST Word2Vecd AMgste Aol AL JfAo FaS Aoz wokgrh
% 4.4 Word2Vecs &35 49| ok Ae: 9 &4F
(a) LSTM (b) BiLSTM (C) CNN
= y i = curacy D= y
18— validation accuracy 104 — validation accuracy 18| — validstion accuracy
i3] N &8 = 48
H @ g od ; 0d
o oz L
&0 I .0 train e o0 L
o o0 2 i o8 oF 18 oz o0 7 i 3.5 o8 10 “ oo 2 ke 48 o8 1%
2poch poch =pach
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A4S 283 BdEL Eo|mrt 19 7t &, BFZQA Aol @71 wAA ] g &5

E + 9ulolth. 3 HAAE EFRSte A dF F=2 oy dd 34
AAZ BFotE AAR 378 WAAY gl W¢ Ert /P E Y BAL 3, 7 BF
£ &ote Zdo] o[dHo|lnr A7tY] s B AEE AUHE SfAst= Zo] F8sith wEbA
ROC #AHOA AUCY WAL H|wstgch I8 4.59 Zo] (a) BiLSTMe] 0.930, (b) CNN°| 0.921,
(c) LSTM®] 0.804 =22 BiLSTMe] ojdld= &3 7|9 A5°] 7MY &= & & Ath

1Y 4.5 oldde Hget md
(a) BiLSTM (b) CNN (c) LSTM
rf;'_'_’ ﬁf‘j’ 1% 1\— Keras (area = 0.804) (__J_F—’:?’
&8 F'/ &8 JI—‘ /’,' &8 Jr‘/’_r_/—’rrpﬂ /’,‘
i r B _;—f,_'-

diue positice vt
o @ @
P—
\
tiue positice rate
@ @ B ¢ 1
¥ = & s
—
\
\
\
\
\
\
\
\
\
N
tiue positice rat
o &
N

— Keras (area = 0930} &0 — Keras (area = D 921)

80 By &4 G Lxa 1@ {0 ¥ G4 iz itk 18 {0 ¥y R fiz 08 18
False positve mmin False posiive mis False posiive mia

MLP9} CNN+LSTMZ & HAollA @77 W8stAY B7F A #7F A2 =55A ol 2T
ol A A Qetrt. ol Adzte] AgtollA AT EAIA] A gaEE (ZF) BARIA F5 &<l
ofl7g o]t

mok

4.6.5 B7}

£ =EoA AMES 7FEeE HAIA] dHolHAlE g o] Bt 30719 SEE o|FoA oH
AL et Az Fa we 28Q14 Hislo|ER ojREE9 A, EEE A5 9 239 AR 5
o] EAQ EAS HiAlstH QImeily) tistel A9l fARE Eolth. o= EfIHY JIAEIH T
ofL SNSet= ApEE= FHjolrh wEbA @ AEY 5 B 97IWIy EQE, QJIAETH HAA|
= A g5 Word2Vec tiAl BHF9] 717FR.E HIAIA] HlolEAlS APt AA| Word2Vec

=

o] FouRt Fee ded =l 2 Ao VgEn. B ofdld M| #8o] 90% ol &
2= %S EEote 982 SRR 20184 GoogledlA AAIRE BERTS} Zo] ofdld YEYA
£ 271 ol Agor AMgR REEo] Hitt A % de 9= 28T Ao wohHh
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A5 avkAl AY H ZHA] FRF ARE

A AR ALY HeE Ue &R E FARSEC] 2AHe AR AR AHE-

HE AT FEHC] olFod Al tdet SARAE sATEH R APttt QY Yol o

& BAS AP gAY PRE A BPOIH 1 BRA] RIHAT A8 e Fusel
of B4 AASE AL otk AndAel A€ PC, BHIY § v JvlolA B4 AL Aol th
3RS PSHL o2 olg3le] Y A}&M g gus 35‘4%3}% 5 TRt 490 47 24
qth EE ATEYe] YW DD 71719 Aol AA ol W= FHH WX (FALRIAAF
04 512 5o S0, 49 A 294 Sonvel Ag40l 52 YuE 9w B A B2 44

Sto] AR e Qv mEkA o] AolA AAjshe Al f Zd4 AAs pARto] AR Heg
T3 @ Esste]l @40l A" PC, EHtd 5 HAE 7I7I=RE E4 HolHEg IS5 H 2
AE A% 9] Ter A 7I71E olFARl o|Fe] 2/ HAE dHsHAH

A d 24 e IF 5.13 gol 9ALE 7171 &HE, dojg 4, Hol8 &4, Holy &%
27k, eARETS BHAA A S 5'”474]% TFEET gAE 717 5 dAAE AL FFNA 5

2 GA2ET 718 AHstel 275 A
A% 5 o 231 2P 23 TRt A% AVt 2SR RE vl @ 4K o 45UPL
WAS] sl BE o] 9 AXo] A% AY A /%S siAstelor deh mEtdel 49 24
(rooting}& tolok 4 olm|Ao] ssIAEr A7 7159 A 7Hs ofxo] et 2eo] AgEo]
w7 olulgur ANSHE A9E Utk 249 7719 fad ojuge Fo) U A Sug
Aol choket A4 £7E BEItel AY Ao olPWES HAAES BAIt olgHE 14 A
PC ¥ mutold H5 JF5d YRS FEAN Mol de AL 43 BUste] 40| Bgto]
oF gk AP A WAK BAL 9% 484 UA| WAL olgHE £

2RH 50| Mt Gatt BA /M B42 5o 2o 9s B4, AP A A840 A W
¥ A HolE 52 FAY & AT B R4 AFW oS Ay 9=
£ 2b0] ofuo] QAR HAAe] W] ALgAY AL lEd) B SE ek dHold gy A
4528 doly B4o] o277k FAke BE WACIA A&HOR o]RolAof stu, Yol &
WAE AR HEHoE S4B dolHE FUW 7 WANN S VY 4 YES ko2 2
F ANE 713 F 2AsKi

integrity)°] g% o]k 0}7 YT A

= 54, ols, 24 5 7 dA0A I98A 2 HAXRE BEs] st g
St= 59 w8 (AAETA, chain of custody)® $HlEojof gt} ESF =
Aol oJAslofop 5 WO FAGEo| Rojun, 34 HolE T2 FAREo] AA|
Al g=stofof g

28



/

(

a4 5.1 49

Y Eh4

SNS £AFRF

s erar )

|

PC (Windows)

|

BHIY (Android)

M7| BFR|
0|49
AP AIH B2 Yes
ojofy 2EY A5 —— ooy

|

OfEjHE 241

|

DIAIR] 24

SAI 718 24
(22 7195,
WY HolE 5)

(

olE 718 24
(01 2 QAFE,
24 24 5)

Clolg ¢

|

Cllo[E 7t5

|

BOM 23

\/

SNS AL 3R

e

29

CAIY 77| &&

GloIE] 34

(=]

GlOE] 241

Cllolel 8% / 7t

AAHED BTN 2ty



A6 we

B LHoME olE2o|E 0SE (EHY) FeET xSz 0SE (PC) 7IQEdA ZHzt o}
HES FE519 S7HA fBoz 2% FH 38 AR f? 92 Hla A5t 2HldE 7PleE
B PCE 7PIREAA 85 7hsd offHE £4 JHE F 540 (5 A9 A8 ¥ D)= o] F
1871 £ (33.3%)°] ZHIYE 7PIeEd PCE 7PreEoA F&4oz FEH0N, 3671 £4
(66.7%)°] HutdE 7FreE (217]) & PCE 7PIeE (1571) @&EAJARE 2EFH . ol ZHtd
€ PIeEN PCE 7PHRE0] offHE {3 I &40 HiT PR 4ol gle dHdA & F
ol diet 24 APdod Eerdg FPReEY PCE FPRRE REE EA4% F9 oibl oF
35% A3 AE FHS %‘?3}0401: oS ottt mEkA 2EMdE 7PEeEd PCE 7R of

HHE £42 AdE OW FEHoE FEEE BES AL RS YH2 BEAHTL 47 FEHE
£HEC 4B HYste] SAEA ﬁw oz B8% & 9t

9 ofemE 32 W EF 13 Fo| U5 sPLeR AL 7E B4 N A9E 22 5
he B4 Bolu WAIKe] B2 AMSRR] Aol e BAS] gistel A&t 71w A
of Hel /Mg Bo) A4 BAL AART. Gol Aud 71Ee Word2Vecd A4 B, ofdlA

S 29350 A8 2 5 F 18719 % AFT 2ES SEA711 s BUHE B9l 7PER
5 AR 78 Ao Adgt mdo] ofdlld 7S AE3 BILSTM (FE= 92/%, AUC 0. 93)0‘9«
RISttt AMEAS] FoE do] 747 HAAE SRSt HAAC] @7 AHE ASShote

L | 28 =R o= HA| FAMIZolRtE AFd BAREY HAIA| —’F@Ol

0|

21 $gol, o|F AYst volEt ZHuo] st wdel
ol 4% WEAHYS W A% ohol ofd HAE SHORE WALGIA FAte] FoEG HR
o=

2
oft  Hi
)
>~
i)
_>li
)
3
_°,_.
38,
i)
-
O
H
i)
mO
_|\l
_|\l
©
i
A,
i)
N
N
fru
_l
iy
_l
17}
rﬂ
o,
S
)
mlm

o 287t H JP&?% E’-‘J?‘}b‘}‘ﬂ‘:} o g5 7]~—5P glolE o] Fol WHisiAHA 23]
YT APl wet ZEHe R &R Fol 4RV TSI e wFE Hox: &
It 214 FA7E HolHE E B 45k adFor §olste] HA A i &-E5H
Stz o dxshd whdh

FEole 7PIeE HAA B 249 A= FEE fote] A 19k o] The s HAIAE
A g5 Word2Vecs 758 dlFoltt. 7IPheE HAAE HAIA] o 7i7F B 30709 S2=
ojFolxl A2 el AY et A Fade 2RI digte]7] WiZo o|LEZY A, 2
e AF 9 229 AR 59 d#Ad B4 viAlshd 2Rl distet A9 ARt &l
g & Atk ol ESEHU QIAETIH T oL SNSetE ApEE:= FEoth webA 77QE HIAA]
719 Word2Vec 752 7PHRE WAIA] 44 E4° #oudt A5 7S 7HAE Aoz dddr.

30



Z =
AR

(ot

[1] https://www.statista.com/statistics/984645/south-korea-kakaotalk-usage-by-age/.
[Online; accessed 20-Aug.-2019].

[2] https://gs.statcounter.com/os-market-share/all/south-korea/.
[Online; accessed 20-Aug.-2019].

(3] https://www.statista.com/statistics/258749/most-. [Online: accessed 20-Aug.-2019].

571 F& AR

<

Bl A u}o]Lé 7]1:]]— 7}13

— U

Mo

4] 299, 49, '9at AW BYRAS 9
3

b
= 22.3 (2016): 71-89.

[5] Choi, Jusop, et al. "Digital forensic analysis of encrypted database files in instant
messaging applications on YE$FZ operating systems: Case study with KakaoTalk,
NateOn and QQ messenger." Digital Investigation 28 (2019): S50-S59.

[6] Azfar, Abdullah, KimKwang Raymond Choo, and Lin Liu. "An SIEZRo|E
communication app forensic taxonomy." Journal of forensic sciences 61.5 (2016):

1337-1350.

[7] €54, 984, 'KakaoTalk?] Y wAA] 234 &4 A5 2 WhatsApp?| Artifacts 22} H
A 24" Y HSASS=wA] 20.4 (2016): 777-785.

[8] Park, Kyungwon, and Hyoungshick Kim. "Encryption Is Not Enough: Inferring user
activities on KakaoTalk with traffic analysis." International Workshop on Information

Security Applications. Springer, Cham, 2015.

O] A=H, ARIRE "St=o] EYEO A #7E5 st 71 59 AEA vl gEuldo]stg]
=82] 17.2 (2014): 232-239,

[11] WS, 5. "29 B AL ofslHg o83 FRo ey A LA HRNs| A
46.9 (2019): 901-908.

[12] "Information Technology-Security Techniques-Investigation principles and processes’,

international standard, 2015.

[13] “Guidelines on Mobile Device Forensics”, NIST SP 800-101 Revisionl, 2014.

31



[14] “ol& A3t 2] Zho|=2el”, A HE417]ed 8] TAA, 2007.

[14] Jang, Yu-Jong, and Jin Kwak. "Digital forensics investigation methodology applicable
for social network services." Multimedia Tools and Applications 74.14 (2015): 5029-5040.

[15] Yusoff, Mohd Najwadi, et al. "Advances of mobile forensic procedures in Firefox OS."
International Journal of Cyber-Security and Digital Forensics (IJCSDF) 3.4 (2014): 183-199.

[16] http://www.yoonsupchoi.com/2017/08/08/ai-medicine-4/.
[Online; accessed 11-Sep.-20191.

[17] Yin, Wenpeng, et al. "Comparative study of CNN and RNN for natural language
processing." arXiv preprint arXiv:1702.01923 (2017).

[18] Mikolov, Tomas, et al. "word2vec." URL https://code. google. com/p/word2vec (2013).

[19] Hochreiter, Sepp, and Jirgen Schmidhuber. 'Long short-term memory." Neural
computation 9.8 (1997): 1735-1780.

[20] Olah, Christopher. "Understanding Istm networks." (2015).
[21] Park, Hyun-jung, Min-chae Song, and Kyung-shik Shin. "Sentiment Analysis of
Korean Reviews Using CNN: Focusing on Morpheme Embedding." Journal of Intelligence

and Information Systems 24.2 (2018): 59-83.

[22] https://www.researchgate.net/figure/Architecture-of-our-unsupervised-CNN-Network
-contains-three-stages-each-of-which_283433254. [Online; accessed 11-Sep.-2019].

23] tAE Z=4] (Digital forensics), =4, JAAIAAL, 2018.

32



AF A}

20184 3YEE 20194 12¥ @Ajof| o|27|7A] B
o] ®gkt AFAY] o] thef oidgle A AZ=E
AUt E3t H}Eﬂ QbSO S =R A ALof ZrofshA A

E

fo

1 OR

HHE, o]AL,

o] HojFAHUrh

AIZFS 2003¥ SFAESHY
=< LA o & sAlol @ Al

3 A3olgg Ut Wrt Aoprtal g A

a 01_‘: ot ARsty x| gelA 1wl 4

A ogERIA] & = QAR o

_4 A o].tq /\1—0].7]‘7-1] S ]4 I:‘{_ q_/\]

Z ol A

ﬂlfﬂ

= 53

1

.

é

33

A T et o

/\
/\E'Ef

o =

75 B4

HE} E3E 270



o] 5 ol 4 H
Ad 9 9 19849 11¥€ 29¥
A A F A butterfly2@kaist.ac.kr
i =
| |
2001.3. - 2003. 1. =Sy
2003. 1. - 2007. 3. LA Y. HEstat (B.S.)
2018.3. - 2020. 2. el ed HEESHEY (M.S.)
Z! =
2007.8. - 2008. 12. St AXY A
2009. 1. - 2010. 12. Sweh A HE R
2011. 1. - 2012. 6. SE AYA FUFAY LA
2012. 7. - 2013. 6. SE AP HAHFERELAY HAJHELAZ W
2013.7. - 2013. 12. An put
2014. 12. - 2015. 3. SHAL AT AR
2015. 4. - 2015. 9. =Hrolghy oyt
2015.9. - 2017. 12. TR AR HAYREHA HAYE BT
SRR
1. 385, =4, HIZE, oluH], AFX, "(D)PoS 7|4 EEA4919] Az 9 o] WA B4 " gk
AE R 535}5] A &S] (CISC-S'18), SAIthe W, U, 2018. 6. 21.
2. Seunggeun Baek, Nabi Lee, and Kwangjo Kim, “Generic Analysis of E-voting Protocols

by Simplified Blockchain®, 2019 Symposium on Cryptography and Information Security,
Session 2G3-5 (SCIS 2019), Jan., 22-25, 2019, Otsu, Japan.

C o], A THAE 2HAE 9Tt tERolE H %EOE LoNAM FERE HAIAX ] ofF

s

ZAAE re=04rn 3] shdiety, od. 2019. 10. 18.
3t gt=Zols d ﬂE = oA 7171 E HA|X] 9] o}
FASEHS] (CISC-W'19), e9distw, A<, 2019. 11. 30.

ME 24 (1)) FLAREES
ofuH], WYz "tiNY EaA
mE 24 (), FHRE 5

o

tol

34



