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1.2 Data Dimension Deduction

o @Al A= dHoly 9
;(] 63 O]' Py Eﬂ O] = /\1 =
feature(noise)E A A3}l over-fitting=
o =ZH Eiel mE A IS HoFsto]
Aoz dolE wlolo dig A s T

A7l Hlell 2 =4 o] 3l

AdE5a 3

SRR

toje o] 2SS £
stfe] BEXE o E o] ¥X9 FAHEES
24 3 F+  PCA(Principal  Component
Analysis)®#2 3 7} feature?te] A#A S
2 YehlE WA CFS(Correlation  based
Feature Selection)® 2] o] &=d 2 AFoA=
CFS W& Abgstdlon o1 FoAx

%]

Ftol =@ o] = A X (Chi-square statistics) :

IJ(EI“—E )2

2

i=l j=1

rELZY)=

"1__ =1,

)
z
2
ftlo
©
ofo

39 o data deduction &1
W A5S vuwsty] &) Filter B4 H
¥ sttt ZF data deduction

set2 U3 7t}

Tablel. Filter ¥4} feature set

o o

T o]

=
W21 feature

No Feature Sample data
1 Duration 0
2 Protocol tcp
3 Services ftp
4 Src_bytes 420
5 Dst_bytes 0
6 Num_failed login 0
7 Root_shell 3
8 Num_root 1
9 Num_file_creation 1

10 Num_shells 1

Table2. Filter ¥2] feature set

No Feature Correlation
1 Duration 0.691082
2 Dst_bytes 0.490070
3 Num_failed_logins 0.438821

1.3 Machine Learning Algorithm scenario
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Fig. 1. Learning Flow
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Table3. 7| AgtEs g F Alug(d=)
No Algorithm

1 Support Vector Machine
2 Decision Tree
3 Bayesian classifier
4 Neural Network
Tabled. 71 A E €1 F AUFH2(EFR)
No Algorithm Combined
1 SVM, BC SVM +BC
2 BC,SVM BC+SVM
3 DT.BC DT+BC
4 DT,SVM DT+SVM




1.4 Evaluation

AT duelF e 2 FAE AN
EA/ENS Y3 LZ AT EY QA R Studiox
Abgatd o, duglFe] AeR7te thed
AEE S

Table5s. A 5A %

Factor Formula

Accuracy | (TP+TN)/(TP+FP+FN+TN)

Precision TP/(TP+FP)

Recall TN/(TP+FN)
precision-recall

F1 Score .

precision +recall
7 A o FE AN the 2ok

AEE MaE A3 HRE £18 483

Table6. dataset B A& (Filter®4])

. .. F1

Algorithm | Accuracy Precision Recall Score

SVM 99.1425 99.1268 | 99.9840 0.9956

DT 99.9920 99.9841 | 99.9920 0.9999
BC 99.1346 99.1188 | 99.9840 0.9956
NN 99.1346 99.1110 | 99.9760 0.9955

Table7. dataset ¥ A% (CFSH4])

. . . F1

Algorithm | Accuracy Precision Recall Score

SVM 99.0738 99.0476 | 99.9733 0.9952

DT 99.9865 99.9061 | 99.9188 0.9995
BC 99.0738 99.0607 | 99.9866 0.9953
NN 99.0738 99.0345 | 99.9600 0.9951

Table8. ¢1glF ¥ A4S (ER)

Algorithm | Accuracy Precision Recall S:‘olre

SVM+BC 99.7868 99.7751 | 99.9866 0.9989

BC+SVM 99.0738 99.0476 | 99.9733 0.9952

DT+BC 99.7735 99.7619 | 99.9866 0.9988

DT+SVM 99.0738 99.0345 | 99.9600 0.9951

Table9. &< tlolg Ato]=2d¥ A5

Algorithm | Accuracy Precision Recall Sfolre

60% 99.4856 99.3433 | 99.9823 0.9941
70% 99.5728 99.3472 | 99.9840 0.9946
80% 99.6828 99.3512 | 99.9851 0.9952
90% 99.8155 99.3554 | 99.9864 0.9958
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Fig. 2. Precision & Accuracy
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