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ABSTRACT

Due to the rapid development of modern network, a variety of information are flourished
throughout the Internet. However, the development of the network has caused some side-effects like
DoS (Denial of Service) and MITM (Man In the Middle) attacks. While Random Route is typically
used to prevent such attacks in wireless networks, the static route, which cannot prevent DoS or
MITM, is popularly used in wired networks because of the difficulty to find disjoint route in wired
networks. RRM (Random Route Mutation) has rarely discussed to apply Random Route to wired
networks, also those ideas are not exercised in the conventional networks due to their inefficiency. In
this paper, we propose S-RAY (Secure Routing Algorithm based on Yen's algorithm for a Network),
which is an efficient and secure routing solution in both wired and wireless networks. S-RAY consists
of three novel algorithms according to QoSS (Quality of Security Service), and the solution will be

effective even in the government and military networks that require the dynamic level of security.






N N T T T i
o ;2]. ....................................................................................................................... ii
TE T RP et iv
TIRIELR] oeveereens et v
Al AR 1
1.1 995 HH7§ ......................................................................................................... 1
1.2 A+ lﬂ% gl =5 ?*é ............................................................................... 1
A2 EE A 3
2.1 71 E}OH HEAD s 3
211 298 AR Z=EZF(Routing InformationProtocol, RIP) « 3
212 H 7:‘?._ §-1 Z=EZ(Open Shortest Path First, OSPF) -+ 3

22 Thol A E gl oFa12] Z(Dijkstra’s algorithim) « s wwesereesseremssereuenesees 4
23 Yen %_].‘.TLF’J Z=(Yen's algorithm) ................................................................. 4
A3 % #a A7 6
31 501 (The Onion Roter, TTOT) #reeeeerressnnmesrer ettt 7
32 9o A= H 3} (Random Route Mutation, RRM) eeeserereseenssnennnenennes 8
A 4 & S-RAY 8
4.1 1;];(]_?1 ............................................................................................................... 8
42 A LT Z T orvererrmmmiiniiiii s ]
4.3 AOF QFFLT]ZE I ceereerrsreesseresemsssessssessssesist it 10
A [ ) ) e || T O PP 13
A5 g A 16
5.1 AJLFR] Q. orrerereememetetee e 16
5.2 UJE QT H B o 16
5.3 ACF LTI S T cerererreer e 17
A 6 & A7 18
6.1 QD HF BFSUE] corriieeii 18
62 Yen 1 ZS E3 AR o] W2 20 AJZF 19
6.3 ;q]g_]- %}-_ﬂﬂ% I éjfl, ................................................................................. 20
6.4 A DTE]Z TI AT oo 21



24
25
26
98

puy

Njm

r
ol

o7

[e]

6.5 Al

651 60 LB U[E QT e e

6.5.2 10052 U E QT wrrrrrrrrrrereeieiiieeii s

6.6 Al

E

Np
g

N

o7

o

30

=0

H.

AT EE

32

A8 AE

33

35

35
38
42

. Al

o Al



21 Yen OEL_']‘]_E]% %01 1;_2 Ey]\ﬂ ....................................................................... 5
6.1 ABE ZE A2Q AJTF o 18
6.2 60 == YEYIT AE(F) WE 28 AJZL vervrerrnnerrnnnenicninniiennenns 19
6.3 100 == YIEY T AZ(F) WE A28 A|TZE cervvmnnmnnncnnienniennen 19
6.4 ;q]c‘)_]_- oEl;,—y_ .1Z:: I ﬁoi(—}ﬁ) % AQ }\]{]__ ................................................. 21
6.5 60 == VEHI H 100 == UEHT A4 F2 B 3B x=(F) -2
6.6 60 == VIEHI TE FE ==(F)d BE AF FE FE(F) 22
6.7 100 =& HEHI F5 3§ =E() WE IF & A=R(F) 22
6.8 60 == HEHAT 1§ H¥ FR(H)I e 28 AHEE HE =

I BT)] T TE) e 23
6.9 100 = YHEHNIT IF AY ZAE(E)A BE 28 AHFTE &

LB BTN TIGE) ceeveererrrreeres e 24
6.10 A 1§ F¥ H§ =S()l BE 5 $E AR(F) 2 AT 2
6.11 B 1§ % 34 ==(5)o] B8 8 $8 FR(F) R A 26
6.12 A 1§ T2 3§ ==()o] e 3 FE FR(F) R A 27
6.13 B 1% F5 34 == 012 5 £ () B AT 28
6.14 AQE LFLEZ HJ DL  crevrerrrerermste 29
71 AR 2R g A SHEASZ HG o] . 31



2.1 tIdxEg %.T’_E]%(Dijkstra’s algorithm) Q] ceereenee 4
2.2 Yen ‘Q‘_J—_Y_E]% oq] ............................................................................................... 5
3.1 E090J(The Onion Router, Tor) HIOJE HE of oo 6
3.2 99 A=Z W3 (Random Route Mutation, RRIM) eeeeeeeesmseseennenenens 7
41 S-RAY 1:];(].?1 ................................................................................................. 8
4.2 ;q]?l- ?_;_]-_Ty_g]%—_ I _‘),_:/\-]_IJ:_ ................................................................................ 9
43 A TIF AR A E e 9
4.4 B OB A2 AE 10
45 AL LA Z TI A IE e 11
46 B H I e 11
47 A B TIZBOF FE UJFFT] v 12
48 A T2 AE HE s 12
4.9 B OF ZAZ AE 13
4.10 ;(.“(")_]_- %_}1;]%':. 1 .{EHE .............................................................................. 14
411 228 FZ9 7)F AE ME s 14
412 T8 R AE s 14
5.1 60 T UJEQ I oo 16
5.2 100 2B YJEQ I oot 17

6.1 60 =& YEY3 ¥ 100 =5 YELT AZ A& 428 A7 g9
6.2 60 == YEYZ ¥ 100 == YEYT AZ(F) o 4£8 A 20

6.3 A LAFZ 1 AE(F) B A28 AJTE v 21
6.4 60 == YEHT T5H & ==(F)d & IFH A=R(F) o 22
6.5 100 == HEYT F5 3§ ==(P)dd #E 2FE FAR(F) - 23
6.6 60 == HEHT 100 == UHEHFY] IF AY A=Z(P B &8 AR 24
67 A 18 FE 3L =25(5) 2 3 FEH AHZ(F) s o5
6.8 A 1% FE 58 w5 (F)d W& 3 FH X ZH(ER) e 25
69 B I8 FE 38 =5(5)o] WE 3 FH HB(F) e 2%
6.10 B 18 8 38 ()0l IE 3 FH AIZH(E) e 2%
6.11 A 28 FE & =5(5)d WE 3 £ AZ(F) e 7
6.12 A 18 FE 38 w=5(F)d e 3 FEH XTHER) o 27
6.13 B & 8 3L (5o WE 3 FHl HZ(F) e 28
6.14 B 18 F8 38 (5o E 3 5 AIZH(ER) e 28
71 ZAZA ZA FATE e 30



A 1 & Introduction

1.1 4 8973

1973 #Hzx Yol ARE ¥ o]F 2 AA7A 2
Abglol A $-2lE JAEUS B8 4% ARE IS STt
Atk FA, @Rl AEY AREAE 20149 7)E
ARES shal Tkl 1E]a o] A& AmfEEe
& Zo R ofgitt oot e Y ALgo] Jhe ¢ A UEYA 7] w7V
ko] BE5H 7] wEolth FA = AR AMES ki
M, BAd = F8 EA 95 AFgodTH dAlE A of
SR AN o) A VET Fo] FGFHe weba] vhgFek FHoFo]l HAT) o]
of gk F&| AteElZE 20139 3.20 Alelw] HY 2 6.25 Afo]
20099 7 - 7 DDoS &A% 2011 3 - 4 DDoS &4o°] At} o]
3 olfFRE A, ddl uREe] MEYAE ARE B A 1F 2
otk B4, EYD 27 AXE Ad nlsiA g Ao Az 4Ry
BE o] AAshE Aol AgE7] wiEolth o]yt o]fE FAAI} WE
g ARE fGA @AY d5S T 57 ol BRE st AtolH A4S sted oA
& stoh. wEkA, B dEYIAA = olF Wolsly] 98 dHelHE Fa wE A
sl Qo] 22 dolHE AEsle] AW Jamming)d EE F A (Blackhole attack)
S v WS ASsEATH2]13]. sHAEE, olE A UEL I H&sh= dE e
2o BEAdo] 9t A, Satisfiability Modulo Theories (SMT)E # &3}o] ojn A&
d sy FAE A AFES S o He A, B4, Aus 2 S ARSA

glo] QIS A & & EF = ol wEhA, old /A= f4 UE
Ao E 1Y AZE AFEFgo N AMH]|2x AX FZ4(Denial of Service, DoS)[4] H
£ & FZAMan In The Middle, MITM)[5], &% FZ(Blackhole attack)[6]°ll

!
Aopum @A 4§ e Be4e TF A1 el A= A9 Pae] Bas)

et
o Oﬂ,

=

2
o

2 =TaAEe Ve d9 A= A9 B2A[7] B a854S A Yen €aEEF
(Yen's algorithm)&[8] &3 UEYT HeF ¢8-S A¢talt), o]= Yen dud&S
ol&3sle] HARE 3 T ALEA}F ASS FREY olF HRE 3 3 T 4 AFERE



4o BEE d¥ste] dolHE dAFEets WHolth ole 7|E HEYIAA F7F H&
Feto] glo] A& & e WHoRE HMGY 28488 WHAYIY 59, " AR
2 ZEZ(Random Information Protocol, RIP)[9] =+ Hd A= 94 Z2ZEZ(Open
Shortest Path First, OSPF)[10]& Ab&sh= A, o, 4F T 7|9 Wl A= 4
& A 2E B ZJoE #adic

2 =l 2Fe s VIE UESA R AR HE8S st BHe HESA T
ol gk wjEA 2], 3Gl e dHAAT, 4G e Yend ¢aglEs &3 UEHA
Het 298 (Secure Routing Algorithm based on Yen's algorithm for a Network,
S-RAY), 5%l A= AlEdolA, 68 e B7E 78 E &8s npAHo R 87
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2.1 71 259 =4

ol oAM= JAEHY A 71 wol] AL&et= [P 29% T2EZQ 298 dH Z=2
EZ(Routing Information Protocol, RIP)¥} ¢ A= $4 X ZE Z(Open Shortest Path
First, OSPF) A% at21tH6

2.1.1. %49 AX I ZE Z(Routing Information Protocol, RIP)

o

JEME] T A 2t¢-8 BEE ughstr] 9] /\}*O“Qﬂr. 5‘3@ AH-&

Z} "Hlolg ¥ Z 2 EZ(User Datagram Protocol, UDP) AoA =2 &y, ZAF & 7}
$HE & 2 F#X3= A9 9y <ag]F(Distance Vector Algorithm,

DVA)E AHESTH 11 235 =274 F 7HEE AFdS 7o g8 FZ5 BA
st ojwf Hd eAb= 150|th o)== RIP7F Al & 5 3= UES A Alo]=E AlghebH,
EIdM e o] HA gevh 2 HeolE2 30&FH Yol E HH

A et gk Aol 4 deEHe B9Y HolRel AAZ A2 © UED wol
£ RIP eh98E 92 & 5 e e e 24 d98e 92 99 Ho|

= gds Fr1gez wan o, RIP WA 1& o] 4YS s U
U Z =2 EZ(Internet Protocol, IP) HEEINAE dFS ALgsth, RIP WA 2% o] &9
= flol HEAAE Be BREASE SfZlE ART[12].

RIPO] o) A2 74 w27t hdsirhs Zlolw @2 difts JAEUE 2=
& & 5 sve Aotk

~—

2.1.2. A% A= A TR EZF(Open Shortest Path First, OSPF)

OSPF&= QIEYl TrEZe] g9y IREZS 3 FHZA RIP Br} 27t & tiqt®
A Y EYQINA 7B ¢ 2ol= Y AlolEge] T2 EFH(Interior Gateway
Protocol, IGP)o]t}[13]. TCP/IP WM EHINA &8 AKX T2 EZF(Routing Information
Protocol, RIP)e] @3S 7fdste] Alof7]se] &FHAoH, v AH Efgn &<
Atk OSPFE 298 Hels HAAE 30% witt #h9-% Holbhe I3 S2Ed Ry
RIP¢= ] WAool 44 95 wivh, W4 ® Fi vhs JEMAE o, JHE Be
Al B EHlolE2 tA] AR OSPFE SPF(Shortest Path Firtst) €agl&S AHE

e 4>

N

olt
-

_3_



o] YES T 714 v go] AA t Hok A== AAe
OSPFe] &AL vESA SHe& =7t ofF #Ho] a& 2ol
)7} RIPe] M8 o 2 33hc),

)
iy
o
=3
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=
N—
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gekeh. e den (28 2.1] goiE
g daglFe ooty TS Adk shal uA HAAHS HHAR st A ge 73
oh HzellE AE 0 YmA A5e B e
t}

A B C D
0 oo oo oo
10 3 oo
7 11

(19 2.1] to)~Egt ¢u2]Z(Dijkstra’s algorithm) ¢ [16]

2.3 Yen €318 &F(Yen’'s algorithm)



[ 2.1] Yen &ag]ls € 2 3%7]WH[18]

% 7] A 2

N |+ = Aelx, MEAD WY wmE S AR

- EEe] s, o7 o] WSl 1RE N Y.

(D2 =24, W2 =24

@

« (DFE (N7HA9] kA &S A2 Kk HYE 1 Y8 £k 9.
A | A =) -2H-BH - (@H - W T A, @CH = kaA &

oA =

flo

¢ED

e = (PAlA] AF et B AR [ 15YH Q HA 9.
Ak e AR AT o) AR A =2 A e HRE M. o3 4 9 A=
¥ - G+ Dk = 7189 ARE O3,

Ry |« A NE ARE A A R R AFE e
S

o A5 9 AT AR AR M wsolq AFEe E2 o

2
i
at

Yen &ag]&S F FEoz o] o 3 WA= A @ HAD d2e0] 273U A
ghelal = WA= $HE HAd 42 AFWB APt WA, LHOREYH EHF71A <
A F2E telxEd FuFS ol &dA Tk ol5 Alolg k. o)F, A% o] &
A K el dmE 7 AT ARE 3] fEiAE T ol HAo] o] FolA = A
WA= AF o] BE b8 ARE e Zlolx, F WAl AV E HA BrE e A
ool AL 5HA = A7bA o] Fojxit. mA, cklA wI A WA AAHS o
3 o] o]HRITh A o AR FHI =AHE AT BE wselA B E A
gk o] F 71Ed ol &Y ARE FedE dAG L A7) wEddA BE S E A ¥
oo vBgoer Kok 5 7 mElE gt A & 9§, ol5 B aF 23
o ol % 7 WA Aol B IFelMe FHa ke 3ol A gl xFe A Fel B
AR A AAEtE AL wrESTH19]. [28 2.2]8 Yen Y1 ES agow R A

3 4
S > R1 & R2
2 1 2 2 1
3 2
R3 > R4 > D

[1™ 2.2] Yen €¢128]Z(Yen's algorithm) <[18]



3.1 E9(The Onion Router, Tor)

Eoli Az vF dE AF&olM Age] Hglon], By #4 FAoEREH AR

BEE 9o AR Eoli A AN AFHE LHA ANE ol gete] TAAR 4
28 Agd T@, 74 F1 Frrel delHE A% Aols gEs dFste] Huie] of
UIAE & 47b 9lek201[21]). 17 11€ Eoje] Hole A% itk AdA Z2 dlo|
B Z

E A4 3 v yuED AHERE Eo] »t gAEE dol BRYE AL HAEE A
5 A > Z 2 e Agds Aol oklJet A > B - C » D » E —»Z 9 o]
o2l A& AAN WA ntz o] wid A% HE7b v)s vk Wyl gtk ®
g S dEst eto] HAES sbaL, Ao =0 ¥I7IE Fa ¢Est[22] stew o)
AA S} EAANE Gy AL BE wE=E Aotgof shid o]t ddHow B}

= J
% stk webA Zol A Be Aol EE @ ow o F el glvh[23].

f
rm N

t::_j Tor node
B - - = unencrypted link

—a oncrypted link
A . d wd

E

Tor L E B|AE

| e St = I

: ¥4
a =@ .a./ = | _°

[1™ 3.1] E°](The Onion Router, Tor) Hlo]E] A% o [23]

3.2 99 A= W3l (Random Route Mutation, RRM)

RRM A f4 WEYF giiite] 1A @ HAZE AFESo] wet UES A 344
ZHE Myl AR FF, SR 3F 55 B Hol ol FAS Wolslr] 93] Aot
F At A gF o} A 7FA] = Satisfiability Modulo Theories (SMT)E o] 83}e] o]n| A&

o] ¥ AR E= k=S ARESHA @A st ZAIRY AR Fd SHdlA 2AAE T

=



Aat 9tk RRM2 th3 22 daks e, A, H4s @ A= ®igs 2, 54
dolgl Aol Walu R ¢k, Bt o ZUS wE A F = AR WE sAME
At mhA Al WA R RRMeo] WIE A A Al A% HEF st Aot
[19 3.2]2 RRMS] ofo|t}. 919 AAS [19 3.2]& B A9 A WA 44
S Z2%E x4 D 71X & S > Rl > R2 > R3 - R4 —» DA ZA=)¢} S —
Rl - R5 - R6 —» R3 = R7 — R8 — DA AZ)E Zteth o]F, 7S wHdl A
mop - AR T sty whE dejHow dEsiA dEew "t ojuf, Fo e gkl A
TP MEL Y] o] fAVE HES F AREIE Alold ¢ "rke Blojth dF &
S —>RlI >R2—>R3 >RV —>R8 — D9 &2 F=E of&stH ¢ HAr}. o] & 9
A HF AE A EES HFle] 2o B9EHoA AREE & F AEF S HATT]

(29 3.2] 99 Z=& W3}(Random Route Mutation, RRM)[7]



Al 4 & S-RAY

2" (Secure Routing Algorithm based on Yen's algorithm for a Network)< #|¢ksh

2}
t}. SSRAYE Aot dugl= [, I, I o2& 34 Ho] guh. EFo 7= ARgAL o
w2} 2FEE A3teE wEe FFY HAR2E AR d Ut on I FH =5 ol
ol FFo Bol AulE gL FAFdoF stEAE AL Al & = AE Aol £

S-RAYE [Z29 4.1]o0M <t o] EYA e Zo- gzt Ezhgo] Fo]x™ Yen

=
daglES d8ste] 224 S 2R =24 D A BE ARE 7Y ol Al &
agls I, O, I oA AREAZE A8S ste] 258 292 AHEA} deks J=2s
e F ARgeE dJd

18

-

Il
w

2H s 2EH
=EH oA 2l BE =2

i

At daEls: 12 [29 4.2]19 2o QA 224" S 25H =24 D 7149 &

AEE T 5, @A AREAE RO aF o UE AE Ao & m=wolAe

)
o,



ol oX

=2

)

l?‘
=}
A

(18 4.3]& A 289 ARE Fsle Z2awoln [19 44]= AIET HAXA

Aol agos stglom o N we 1§oR Hy st of F @lME A 1
SFe) AR AAA @A AeAE Bad wEe JRE T Agsd @

B
3

22 &<l ki @k

@ sl Al DTEE|

A= 23

aAdlE B1E
4

©] Fry-o O #=5
W W

@ | <¥8= O] S

Bge AR Fahe TRl

while True:
a_list = []
check = 0

for i in range (0,10):
number = random.randrange(0, len(result_sum))

a_list.append(number)

for k in range(len(a_list)):
for p in range(len(a_list)):
if a_list[k] == a_list[p]:
check += 1
if check == len(a_list):

break

(28 4.3] A 18 A2 A=A

o)
5

L
R



while True:
b_list = []
check =
for i in range (0,10):
number = random.randrange(0, len(result_sum))

b_list.append(number)

for k in range(len(a_list)):
for p in range(len(b_list)):
if a_list[k] == b_list[p]:

check += 1

for k in range(len(b_list)):
for p in range(len(b_list)):
if a_list[k] == a_list[p]:

check += 1

if check == len(b_list):
break

(2% 44 B 2% A= A=

Alb duElE O [ 4.5]1¢ & O7HA = At &aL

2
NN TH RE AR AFE B =g FHRT A4F o
9l

M A HE wmEg SR AASE AR dEA] net
e Aotk @elME @A T N wEE FuE so] vojrEd dmeFos
T AY ARG FH HE == FE AYs] @% Lol oFA JREES A 1§ o
49l ARES B IHOE BHUTh ou, aFel wE thadt ge 54 gk A 1F
o dojrEg gmelFon T8 A4 A2} FHo| HomE AL wEE ddstn
A5 ofel$m A=k B gl ual Fob mEAHol Frhe S4e) dtk Wb w3
wol Al met mebgel Fawsk Aol b FelME A TFS FRA B 18
o AN TS HAT ol F, ®oIM AR} WA WR JRE PAAR A

_10_



F= 3%

[2¥ 4.6] 3H =8

Z U Z2agelr

st Z2afeln [19 4.7]2 A 159 B IFo® A=

h_nodes = []
for w in range(len(total_nodes)):
sum_h =0
for p in range(len(path_v)):
sum_c =0
for z in range(len(path_v[p])):
if total_nodes[w] == path_v[p][z]:
sum_c = sum_c + 1
if sum_c == 1:

sum_h = sum_h + 1

if sum_h == len(result_sum):

h_nodes.append(total_nodes[w])

[1¥ 4.6] 3|8 ==

_11_



for t_num in range(1, total_num):
compare_num = 0

for num_1 in range(total_1):

total_c =

len(path_v[t_num])

for num_2 in range(total_c):

compare_num += 1

if compare_num <= di_number:

first_c.append(path_v[t_num])
else:

second_c.append(path_v[t_num])

if path_v[0][num_1] == path_v[t_num][num_2]:

[2% 47] A B 2522 H=Z Y57

2l 49]= A, B 28HE A8 3 HARE AY

5]

1= =2 o)

while True:
a_list = []
check = 0

for i in range(0,20):

number = random.randrange(0, len(first_c)-1)
a_list.append(number)

for k in range(len(a_list)):

for p in range(len(a_list)):

if a_list[k]== a_list[p]:
check += 1
if check == len(a_list):
break

print a_list, " \n"

for w in a_list:

print first_c[w]

[28 48] A 118 Az A=A

_12_



while True:
b_list = []
check = 0
for i in range(0,20):
number = random.randrange(0, len(second_c)-1)

b_list.append(number)

for k in range(len(b_list)):
for p in range(len(b_list)):
if b_list[k]== b_list[p]:
check += 1
if check == len(b_list):
break
print b_list, " \n"

for w in b_list:

print second_c[w]

(28 49] B 18 A=z A

Ao daelF M- [2d 41019 2o @7HA= Ak Ll sk #Zon, ©® 4
ZFol7k ek ARt darels MellM= ARAE A sk ke 428 #k2 71 A, B 1
wolA a2 AR vk, Ak dargls MelM= @AM 7lse] € 428 24 1%
oM FaeE dAe sha b o] Fel AREAE A AT FRY FE H =B g7 okl
BE e @dA Y st AFS v aga @AM AR 29 d ARES 9
Aok &, At dauElF Mo 8 SAo=e A s I, Ios 22 @AM =
ol = Az FE AMAE A flvks 9ol Aok ol 74 aFCAM ez
A ® ARV mE2E AA AR FE27F Adge] dui AR XA T5 Jhs §
=L g B olst®E HA = FR7F wol Adee] & Foji, wR =g Wol AX= 4

ARG A T Vbs 3 == Hu olstE HAE ARE F
=

_13_



@ soj M D7IEx|

F= 23

# Random First_Select

random_first_number = random.randrange(0, first_num)

# Random Second_Select

random_second_number = random.randrange(0,second_num)

first_list_a = ]
for d in range(first_num):
first_uni_a = first_c[d].split()

first_list_a.append(first_uni_a)
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for k in range(len(first_list_a)):
list_counter = 0
list_compare = []
for j in range(len(first_list_a[k])):
for h in range(len(first_list_a[random_first_number])):
if first_list_a[k][j] == first_list_a[random_first_number][h]:
list_compare.append(first_list_a[k][j])
add_num =0
for m in range(len(list_compare)):
if list_compare[m] == first_list_a[k][j]:
add num += 1
if add_num < 2:
list_counter += 1
if list_counter <= r_first:
first_select_a.append(first_list_a[k])
for n in range(len(first_select_a)):

print first_select_a[n]
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o

7h At €aEE 1 (Linit__.py)

from graph import DiGraph
import algorithms
import time

import random

def main():

start_time = time.time()

# Load the graph
G = DiGraph("net5")

# Get the painting object and set its properties.
paint = G.painter()

paint.set_source_sink("A1", "E7")

# Generate the graph using the painter we configured.

G.export(False, paint)

[]
[]
path_vl = []
result_sum = []

cost_v

path_v

# Get 30 shortest paths from the graph.
items = algorithms.ksp_yen(G, "Al", "E7", 250)
for path in items:
result = "Cost:%sWt%s" % (path['cost'], "->"join(path['path']))

result_sum.append(result)

result_sum.sort()

print len(result_sum)
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for i in range(len(result_sum)):

print result_sumli]

print
check = 0

number = 0O

while True:
a_list = []
check = 0
for i in range (0,10):
number = random.randrange(0, len(result_sum))

a_list.append(number)

for k in range(len(a_list)):
for p in range(len(a_list)):
if a_list[k] == a_list[p]:

check +=1
if check == len(a_list):
break
while True:
b_list = []
check = 0

for i in range (0,10):
number = random.randrange(0, len(result_sum))

b_list.append(number)

for k in range(len(a_list)):
for p in range(len(b_list)):
if a_list[k] == b_list[p]:
check +=1

for k in range(len(b_list)):
for p in range(len(b_list)):
if a_listlk] == a_list[p]:
check +=1

if check == len(b_list):
break
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print check

print a_list

print

for w in range(len(a_list)):

print result_sum/[w]

print

print b_list

print

for t in range(len(b_list)):

print result_sum/t]

end_time = time.time()

n

print "the time taken : ", end_time - start_time

return O

n n

if _name_ =="_main_ "

main()
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. Aer dxglE O(_init_.py)

from graph import DiGraph
import algorithms
import time

import random

def main():
start_time = time.time()

# Load the graph
G = DiGraph("netb5")

# Get the painting object and set its properties.
paint = G.painter()
paint.set_source_sink("A1", "E7")

total_nodes = ['Al', 'A2', 'A3', 'Ad’, 'A5', 'A6', 'AT', 'A8', 'A9,
'B1', 'B2, 'B3', 'B4', 'BS', 'B', 'BT', 'BS', 'BY',
'C1', 'C2', 'C3', 'C4', 'C5', 'C6', 'CT', 'C8', 'CY',
DI, 'D2', 'D3', 'D4', 'DS', 'DE', 'D7', 'DY', ‘DY,
'E1, 'E2', 'E3', 'E4, 'E5', 'E6', 'E7', 'E8', 'E9,
F1', 'F2, 'F3, 'F4', 'F5', 'F6', 'F7', 'F8', 'FY',
G1', 'G2', 'G3', 'G4', 'G5', 'G6']

# Generate the graph using the painter we configured.

G.export(False, paint)
path_v = []
result_sum = []

# Get shortest paths from the graph.

items = algorithms.ksp_yen(G, "A1", "E7", 250)

for path in items:
result = "Cost:%sWt%s" % (path['cost'], "->".join(path['path']))
result_sum.append(result)
path_v.append(path['path'])

result_sum.sort()
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print len(result_sum)

for i in range(len(result_sum)):
print result_sum/[i]

print

for i in range(len(path_v)):

print path_v[i]

# Hub node
h_nodes = []
for w in range(len(total_nodes)):
sum_h = 0O
for p in range(len(path_v)):
sum_c = 0
for z in range(len(path_v[p])):
if total_nodes[w] == path_v[p][z]:
sum_c = sum_c + 1
if sum_c == 1:

sum_h = sum_h + 1

if sum_h == len(result_sum):

h_nodes.append(total_nodes[w])

print
print "Hub nodes numbers : ", len(h_nodes)
print h_nodes, "Wn"

print "Total route : ", len(result_sum), "Wn"

# Compare with Dijkstra's route

print "Compare with Dijkstra route", "Wn"
total_num = len(path_v)

total_1 = len(path_v[0])

first._.c = []
first_c.append(path_v[0])
second_c = []

second_c.append(path_v[0])
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# di_number (first /second group)

di_number = 8

for t_num in range(1l, total_num):
compare_num = O
for num_1 in range(total _1):
total_c = len(path_v[t_num])
for num_2 in range(total_c):
if path_v[O][num_1] == path_v[t_num][num_2]:
compare_num += 1
if compare_num <= di_number:
first_c.append(path_v[t_num])
else:

second_c.append(path_v[t_num])

print "First Class : ", len(first_c)
for q in range(len(first_c)):

print first_clq]
print

first_num = len(first_c)

print "Second Class : ", len(second_c)
for w in range(len(second_c)):

print second_c[w]
print

second_num = len(second_c)

while True:
a_list = []
check = 0

for i in range(0,30):
number = random.randrange(0, len(first_c)—1)

a_list.append(number)

for k in range(len(a_list)):
for p in range(len(a_list)):
if a_listlk]== a_list[p]:
check +=1
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if check == len(a_list):
break
print a_list, "Wn"

for w in a_list:

print first_c[w]

print

while True:
b_list = []
check = 0

for i in range(0,30):
number = random.randrange(0, len(second_c)-1)

b_list.append(number)

for k in range(len(b_list)):
for p in range(len(b_list)):
if b_list[k]== b_list[pl:
check +=1
if check == len(b_list):
break
print b_list, "Wn"

for w in b_list:
print second_c[w]

print

end_time = time.time()

n

print "the time taken : ", end_time - start_time

return O

n n

if __name_ == "__main_ ":

main()
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o AQt &32lF M(_init__.py)

from graph import DiGraph
import algorithms
import time

import random

def main():
start_time = time.time()

# Load the graph
G = DiGraph("netb5")

# Get the painting object and set its properties.
paint = G.painter()
paint.set_source_sink("A1", "E7")

total_nodes = ['Al', 'A2', 'A3', 'Ad’, 'A5', 'A6', 'AT', 'A8', 'A9,
'B1', 'B2, 'B3', 'B4', 'BS', 'B', 'BT', 'BS', 'BY',
'C1', 'C2', 'C3', 'C4', 'C5', 'C6', 'CT', 'C8', 'CY',
DI, 'D2', 'D3', 'D4', 'DS', 'DE', 'D7', 'DY', ‘DY,
'E1, 'E2', 'E3', 'E4, 'E5', 'E6', 'E7', 'E8', 'E9,
F1', 'F2, 'F3, 'F4', 'F5', 'F6', 'F7', 'F8', 'FY',
G1', 'G2', 'G3', 'G4', 'G5', 'G6']

# Generate the graph using the painter we configured.

G.export(False, paint)

cost.v = []
path_v = []
path_vl = []

result_sum = []
# Get "number" shortest paths from the graph.

# counter = input('How many routes do you need : ")

counter = 250
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items = algorithms.ksp_yen(G, "Al", "E7", counter)

for path in items:
result = "Cost:%sWt%s" % (path['cost'], "->".join(path['path']))
result_sum.append(result)
cost_v.append(path['cost'])
path_v.append(" ".join(path['path']))
path_v1.append(path['path'])

result_sum.sort()

for i in range(len(result_sum)):

print result_sum/i]

print
# Hub node
h_nodes = []

for w in range(len(total_nodes)):
sum_h = 0O
for p in range(len(path_v1)):
sum_c = 0
for z in range(len(path_v1[p])):
if total_nodes[w] == path_v1[pl[z]:
sum_c = sum_c + 1
if sum_c ==

sum_h = sum_h + 1

if sum_h == len(result_sum):

h_nodes.append(total_nodes[w])

print "Hub nodes numbers : ",len(h_nodes)
print h_nodes,"Wn"

print "Total route : ", len(result_sum),"Wn"

# Compare with Dijkstra's route
print "Compare with Dijkstra's route"
print

total_num = len(path_v)

total_1 = len(path_v1[0])
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first_c = []
first_c.append(path_v[0])
second_c = []

second_c.append(path_v[0])

# di_number = input('Input a number you want to overlap nodes (first/second) : ")
di_number = 8

print

for t_num in range(1,total_num):
compare_num = 0O
for num_1 in range(total_1):
total_c = len(path_v1[t_num])
for num_2 in range(total_c):
if path_v1[0O][num_1] == path_v1[t_num][num_2]:
compare_num += 1
if compare_num <= di_number:
first_c.append(path_v[t_num])
else:

second_c.append(path_v[t_num])

print " First Class :", len(first_c)
for q in range(len(first_c)):

print first_clq]
print

first_num = len(first_c)

print " Second Class :", len(second_c)
for w in range(len(second_c)):

print second_c[w]
print

second_num = len(second_c)
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# Random First_Select
random_first_number = random.randrange(0, first_num)

print "First random number : ", random_first_number
print "First Standard route : ", first_c[random_{first_number]

print

# Random Second_Select

random_second_number = random.randrange(0,second_num)

print "Second random number : ", random_second_number
print "Second Standard route : ", second_c[random_second_number]
print

# Select the routes of first_c

first_list = []

first_select = []

for d in range(first_num):
first_uni = first_c[d].split()

first_list.append(first_uni)

print

for k in range(len(first_list)):
check_num = 0O

jkey =1

for j in range(len(first_list[k])):
if jkey == O:
break
if j == (len(first_list[k]) - 1):

check_num=3

hkey = 1
for h in range(len(first_list[random_first_number])):
if hkey == 0:
break

hkey = 0O

if check_num ==

first_select.append(first_list[k])
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if first_list[k][j] == first_list[random_first_number][h]:

hub_counter = 0

for g in range(len(h_nodes)):
if first_list[k][j] == h_nodesl[gl:
hub_counter +=1
break
if hub_counter == 0:
jkey = 0
hkey = 0
if check_num ==

first_select.append(first_list[k])

# Select the routes of second_c

second_list = []

second_select = []

for d in range(second_num):
second_uni = second_c[d].split()

second_list.append(second_uni)

for k in range(len(second_list)):
check_num = 0
jkey =1

for j in range(len(second_list[k])):
if jkey == 0O:
break
if j == (len(second_list[k]) - 1):

check_num=3

hkey = 1
for h in range(len(second_list[random_second_number])):
if hkey == 0O:
break
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if second_list[k][j] == second_list[random_second_number][h]:

hub_counter = 0

for g in range(len(h_nodes)):
if second_list[k][j] == h_nodesl[g]:
hub_counter +=1
break
if hub_counter == 0:
jkey = 0
hkey = 0
if check_num ==

second_select.append(second_list[k])

print "This List is selected(Not overlap) "

print "first_select : ", first_select
print "second_select :", second_select
print

# Random Select_first_class
print "This List is selected(overlap) "

print " Random Selected First List"

# r_first = input('How many nodes do you want to overlap : ')
r_first = 2

first_list_a = []

first_select_a = []

for d in range(first_num):
first_uni_a = first_c[d].splitO)

first_list_a.append(first_uni_a)

for k in range(len(first_list_a)):
list_counter = 0
list_compare = []
for j in range(len(first_list_alk])):

for h in range(len(first_list_al[random_first_number])):
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if first_list_alk][j] == first_list_alrandom_first_number][h]:
list_compare.append(first_list_a[k][j])
add_num = 0
for m in range(len(list_compare)):
if list_comparel[m] == first_list_alk][j]:
add_num += 1
if add_num < 2:

list_counter += 1

if list_counter <= r_first:

first_select_a.append(first_list_alk])

for n in range(len(first_select_a)):

print first_select_al[n]

print "number : ", len(first_select_a)

print

# Random Select_second_class

print

print " Random Selected Second List"

# r_second = input('How many nodes do you want to overlap : ')

r_second = 13

second_list_a = []

second_select_a = []

for d in range(second_num):

second_uni_a = second_c[d].split()

second_list_a.append(second_uni_a)

for k in range(len(second_list_a)):

list_counter_s = 0
list_compare = []
for j in range(len(second_list_alk])):

for h in range(len(second_list_a[random_second_number])):

if second_list_alk][j] == second_list_al[random_second_number][h]:
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list_compare.append(second_list_alk][j])
add_num = 0
for m in range(len(list_compare)):
if list_compare[m] == second_list_al[k][j]:
add_num += 1
if add_num < 2:

list_counter_s += 1

if list_counter_s <= r_second:

second_select_a.append(second_list_alk])

for n in range(len(second_select_a)):

print second_select_a[n]

print "number : ", len(second_select_a)

end_time = time.time()

print

print "took time :",end_time - start_time

print
print " First Class :", len(first_c)
print " Second Class :", len(second_c)
return O

if _name__ == "__main__":
main()
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