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Abstract

Wireless Sensor and Actor Network (WSAN) refers to a group of sensors and actors
linked by wireless medium to perform distributed sensing and acting tasks. In WSAN,
sensors gather useful information about the physical world, while actors take decisions and
then perform appropriate actions upon the environment. The coexistence of sensors and
actors introduces new challenges to realize WSAN. For securing WSAN, the new challenge
is to provide the security mechanisms between actors and sensors because this problem is
not addressed by the previous work for Wireless Sensor Network (WSN).

In this thesis, we focus on providing security mechanisms between actors and sensors.
Specifically, we propose location-based Authenticated Key Agreement (AKA) scheme, op-
erated over ID-based cryptosystem. The proposed scheme provides authentication and key
establishment between actors and sensors and further offer the countermeasure against De-
nial of Service (DoS) attack of routing layer by utilizing the location information of sen-
sors to generate location-based public and private key pair of sensors. We also analyze
the security and performance of the proposed scheme. The proposed scheme provides the
stronger security than other schemes for WASN in terms of resilience to node compromise
and DoS attack. Although we try to assign smaller overhead to sensors to make sensors
compute no pairing operation, the consumption of the energy of sensors is about twice

than that of Yu et al.’s scheme.
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1. Introduction

1.1 Overview

Recently, Wireless Sensor and Actor Network (WSAN), which is the integrated network
of actors and sensors, has been appeared. WSAN is capable of observing the physical
world, processing the data, making decision based on the observations and performing
appropriate actions [I]. In WSAN, the phenomena of sensing is performed by sensors,
and the phenomena of acting is performed by actors.

Due to the coexistence of sensors and actors, many schemes, which have been pro-
posed for Wireless Sensor Network (WSN), may not be well-suited for WSAN because
WSN considers only sensors. For the security schemes for WSAN, security mechanisms of
sensor-sensor are covered by the security schemes of WSN [13] [8, [12] (18] [19]. However,
security mechanisms of actor-sensor are covered by none of the security schemes for WSN.
Even though there has been some research effort related to secure mobile sink [30] [40] or
access control schemes [33] [41] 20] for WSN, none of the schemes to investigate research
challenges of security mechanisms for actor-sensor.

So far, some researches [7), [37] have been proposed to provide security mechanisms for
actor-sensor. These studies focus on providing Authenticated Key Agreement (AKA) be-
tween actors and sensors because other security services can be covered by the previous
schemes for WSN. These schemes tried to provide security mechanisms between actors
and sensors, but the schemes have some vulnerabilities. Cao et al.’s scheme [7] utilized a
symmetric key which is shared by all nodes for AKA between actor and sensors. In this
scheme, the actors cannot perform AKA scheme dynamically because all nodes remove
the key after first AKA, even though actors generally require to communicate dynami-
cally with sensors [31), 34]. Yu et al’s scheme [37] utilized Merkle hash tree instead of
certificates. In the scheme, sensors authenticate themselves to actors by using the hash
tree. Because the scheme is not fully based on public key cryptosystem, the scheme has
the weakness of node compromise. If an adversary compromises with a sufficient number
of nodes, she can capture the control of an entire network.

In this thesis, we only deal with providing security mechanisms between actors and sen-
sors like as the two schemes for WASN. The proposed scheme is fully based on ID-based

cryptosystem. So, the proposed scheme provides the stronger security compared with other



schemes [7), B7]. We also try to assign light overhead to sensors. Generally, operations for
ID-based cyrptosystem requires big computation overhead, especially, the pairing opera-
tion is the expensive computation among them. Other AKA schemes utilizing ID-based
cyrptosystem [38] [39] requires one pairing operation for each entity respectively. Instead,
only actors compute one pairing operation, and sensors do not compute it in the proposed
scheme. In addition, we consider Denial of Service (DoS) attack of routing layer which is
introduced in [I6]. To protect the attack, we utilize the location information of sensors to
generate the public and private key pair. This characteristics makes the proposed scheme

being resilient to DoS attack of routing layer.

1.2 Organization

The rest of this thesis is organized as follows: In Chapter 2, we introduce the background
and related work for the proposed scheme. In Chapter 3, we present the proposed scheme
and analyze the security and the performance of the proposed scheme. Finally, we make

conclusion in Chapter 4.



2. Related work

In the chapter, we introduce the existing security work for WSN or WSAN. Especially, we
survey key pre-distribution schemes[I3] [8 12} I8, T9] for WSN, security schemes[30} 40] for
the mobile sink, security schemes[7, B7] for WASN, and access control schemes[33] [4T], 20]
for WSN.

2.1 Key pre-distribution schemes

2.1.1 Eschenauer and Gligor’s scheme

Eschenauer and Gligor proposed the first random key pre-distribution scheme (denoted
by EG02) to support secure communication between two nodes with pre-loaded m keys.
EGO02 is composed of three phases, key pre-distribution, shared-key discovery, and path-
key establishment. Based on the graph theory, EG02 analyzed the node connectivity, effect
of node compromise, etc for various size of m.

The key pre-distribution phase is performed before deployment. A Trusted Authority
(TA) first generates a large pool of P keys. TA, then, randomly chooses m keys for each
node and load the m keys into the corresponding node. Note that P is sufficiently larger
than m (i.e., P > m).

In the shared-key discovery phase, sensors broadcast their key information to neighbor
nodes within transmission range. The sensors check whether their neighbor nodes share
more than one key or not. For neighbor nodes which share a key, the sensors make secure
link and confirm possession of the key through the challenge-response protocol with the
mutually shared key.

In the path-key establishment phase, sensors share a key and establish a secure link
with nodes which do not share any key within their transmission range. At this time,
sensors utilize the secure links which are established in the shared-key discovery phase.

EGO02 guarantees the connectivity of secure links based on the graph theory. Figure
211 depicts the probability of sharing at least one key for two nodes. The authors noted
that 50% is proper connectivity level, and even if a large pool which of number is 10000,
the number of k to maintain 50% connectivity is 100 and it is very reasonable. However,

in real application, EG02 may not provide complete connectivity. In addition, if there are
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Figure 2.1: Probability of sharing at least one key when two nodes choose k keys from a

pool of size P
unexpected obstacles to disturb communication, the connectivity can be lower.

2.1.2 Chan, Perrig, and Song’s scheme

Chan, Perrig, and Song proposed the improved version (denoted by CPS03) of EGO02.
CPS03 reduced the effect of key exposure problem, when nodes are compromised, by es-
tablishing a key of two nodes with ¢ keys which are shared by the two nodes. CPS03 has
similar three phases with EG02 because it is modified version of EG02.

In the key pre-distribution phase, TA performs key pre-distribution work as the key
pre-distribution of EG02. TA generates a key pool and loads keys into each node. How-
ever, TA should generate smaller key pool or load more keys into node than EG02 so that
any two nodes can share ¢ keys as same probability as share a key in EGO02.

In the shared-key discovery phase, sensors broadcast their key information and estab-
lish a g-composite key with neighbor nodes. Two nodes establish g-composite key by hash-
ing the shared ¢ keys as follows. H(keyol|...||key,) where H() is hash function, keyy and
key, are shared keys, and || means concatenation of bits.

In the path-key establishment phase, two nodes which do not establish a g-composite
key try to share more keys through a secure link which is established in the shared-key
discovery phase. If TA maintains the probability which two nodes share m keys as much
as two nodes share a key in EG02, CPS03 can guarantee the connectivity of secure links
similarly.

It causes a trade-off to replace a shared key as a g-composite key. CPS03 achieves more
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strengthened security under small scale attack which means attack with a small number
of compromised nodes while it also increase vulnerability in the face of a large scale at-
tack. Figure depicts this trade-off relation. When the number of compromised nodes
is smaller than 80, the compromised communication links are smaller than basic scheme
which means EG02. The authors insist that the large scale attacks is not practical in real

situation so CPS03 is more resilient to the node compromise.

2.1.3 Du, Deng, Han, and Varshney’s scheme

Du, Deng, Han, and Varshney proposed a new improved key pre-distribution scheme (de-
noted by DDHV03) which is more resilient to node compromise compared with EG02 and
CPS03. The essential idea of DDHVO03 is to pre-distribute not random set of keys but ran-
dom set of polynomials which nodes can utilize to establish a symmetric key. DDHV03
especially utilizes Blom’s key pre-distribution scheme which is explained in the following.

We assume that a system manager generates (A + 1) x N matrix G over a finite field
GF(q), where N is the size of the network and ¢ is a prime number which is bigger than
N. G is public information in Blom’s setting. That is, all entities including an adversary
know G. The system manager also creates a random (A + 1)(A 4+ 1) symmetric matrix
D over GF(q) and computes an N x (A + 1) matrix A = (D - G)T, where (D - G)T is

the transpose of (D - G). D is the secret information and any entity except the system
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manager should not know the entire information. Due to symmetric property of D, the

following equality holds.
A-G=D-)"-G=GT"-DT-G=G"-D-G=(A-G)T

The above equation means that A-G is a symmetric matrix, and we let A-G as K. We
then know that K;; = Kj;, where K;; is the element in the ¢th row and jth column of K.
This result means that any two entities, where one has ¢th row in K and other has jth
column in K, can establish a symmetric key K = K;; = K;; which can be generated with a
row in K and public information G. Furthermore, even though an adversary compromises
an entity, it does not expose other keys which are established by other entities, until the
adversary finds out the secret matrix K or compromises entities as much as A\. DDHV03
applies probabilistic setting of EG02 to Blom’s key pre-distribution.

Blom’s key pre-distribution creates only a secret matrix D, but DDHVO03 generates a
set of w secret matrixes D = {Dy,...,D,}. In the key pre-distribution phase, TA gen-
erates a public matrix G and a set of secret matrixes D. TA also computes the matrix
K; = (D;-G)T. We let K;(j) represent the ith row of K;. TA then chooses 7 (2 < 7T < w)
and randomly selects 7 distinct matrixes from {Kj,...,K,} for each node as TA selects
randomly m keys among a key pool in EG02. If 7 matrixes for a node i is noted as KZ,
i stores ith row from every K € K!.

After the key pre-distribution phase, the remain of DDHVO03 is perform similar with
other key pre-distribution schemes. Each node i broadcasts K! and, when two neighbor
nodes have row information in same matrix K, then establish a symmetric key. That is,
two nodes i and j check K!NKJ # ¢, where ¢ means empty set. If this equation is right,
the two nodes perform Blom’s key generation scheme in one of shared matrixes.

As seen in Figure 2.4 DDHV03 shows better resilience to node compromise compared
with CSP03. The left figure is when the probability of sharing a key between any two

nodes is 0.33, and the right one is 0.55. In Figure, ¢ means the number of keys used for
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Figure 2.4: Comparing the resilience to node compromise

establishing g-composite key. We can confirm that DDHVO03 is very resilient to node com-
promise when the number of compromised nodes is below a certain threshold. However, if
the number of compromised node exceeds a certain threshold, it shows a rapid increase in
the fraction of compromised link. The authors insist that this threshold is very reasonable

because it is very difficult that an adversary compromises nodes as much as the threshold.

2.1.4 Liu and Ning’s schemes

Liu and Ning proposed a key pre-distribution scheme (denoted by LN03a) which is very
similar to DDHV03. LNO03a utilizes a bivariate t-degree polynomial

t

flay) =) aya'j'

i,j=0

over a finite field F;, where ¢ is larger than the size of a cryptographic key which will be
used. The polynomial also has symmetric property of f(x,y) = f(y,x). Let two nodes as
¢ and j. Node i has a polynomial share of f(x,y) which is f(i,y), and node j has f(j,v),
where i and j is a constant (you can think ¢ and j are the identities of the two nodes)
and y is a variable. When the two nodes know other node’s identity, they can compute
a key K; ;. Node ¢ computes K;; = f(i,7) by putting j as an input of y, and node j
computes K; ; = f(j,4) by putting i as an input of y. Because of symmetric property of
f(), the following equality holds K; , = f(¢,4) = f(J,1).

The function f() is very similar to key generation used in Blom’s key pre-distribution
scheme. Actually, they are same, but f() is generalized version of Blom’s key pre-distribution.
We can see that DDHV03 and LNO3a are essentially same. The interesting fact is that
two schemes were done separately and were presented at the same conference CCS’03.
The contribution of LN03a is also same with it of DDHV03. LNO0O3a remarkably increase
the resilience to node compromise than EG02 and CSPO03.
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Figure 2.5: Partitioning a sensing field into several squares

LNO3a is also performed as like DDHV03. In LNO03a, TA first generates a set of w
polynomials and then randomly selects subset of 7 distinct polynomials for each node.
After deployment, each node broadcasts which polynomials and establishes a symmetric
key with a shared polynomial.

The authors also modified LN03a with grid-based deployment and proposed modified
scheme (denoted by LN03b), where a sensing field is separated by squares and each square
has its own polynomial. Each node then stores the polynomial of the square where it is
planed to deploy as well as neighbor squares which are adjacent to its home square. As
seen in Figure 23] if we assume that a node w will be deployed into the square C3 2, u
should store the polynomials for both Cs 2 and adjacent squares which are C 2, Ca 1, Ca 3,
and C3 5. With location information, LNO3b shows better performance and security than

LNO03a, in terms of the node connectivity, storage, and resilience to node compromise.

2.2  Security schemes for the mobile sink

2.2.1 Song, Zhu, Zhang, and Cao’s scheme

Song, Zhu, Zhang, and Cao proposed a security scheme (denoted by SZZC08) for a mobile
sink [30]. In SZZCO08, it is addressed that how to give the least privilege which is need to
perform a certain task to a mobile sink.

For solving the problem, they assumed that BS already knows a route of a mobile sink

and which sensors exist in the route before deployment of the sink. They also assumed



Figure 2.6: An example of a mobile sink node

that the sink will be come back after performing a pre-determined task. If we assume a
route of the sink as seen in Figure 2.6] BS will assign a list of accessible sensors and a
task type into the sink. When the sink finishes the assigned task, it returns to BS.

The authors first proposed a basic scheme for the sink to access the pre-determined
sensor and then improved the scheme in phases. Their first scheme is as follows: Before
deployment, every node is pre-loaded with a key shared with BS. BS generates a master
key K,, for a mobile sink and derives a pair-wise key between BS and all nodes u in
a route of the sink as K, = Gk, (u), where G is a pseudo-random function and w is
an identity of sensors. BS then generates a pair-wise key between the sink m and wu as
K,(MS) = H(TT|MS|K,|Ts|T.) where H is a collision-resistant one-way hash function,
| denotes the concatenation of messages, T'T is the task type, T and T, are the starting
time and the ending time of a task, and M S is the identity of the sink. To establish a
pair-wise key with a node u, the sink sends M S, TT, T, and T, to u. On the receipt of
the message, u computes K, (MS). After establishing a pair-wise key, M S and u exchange
a message authentication code (MAC) with their identity and random nonce to protect
replay attack.

The basic scheme can restrict the privilege of the mobile sink for the only pre-determined
task with the pre-determined nodes. However, it is not scalable in terms of storage if the
mobile sink is expected to access a large number of nodes. The authors then improved
the basic scheme with the Blundo scheme which is used in [I8, 19]. Before deployment of
sensors, BS determines a random symmetric bivariate polynomial f(z,y) of degree ¢ with
coefficients over a finite field GF'(¢q). BS then loads every node n with f(n,y) which is a

polynomial obtained by evaluating f(z,y) at & = n. Their first scheme which is based on



the Blundo scheme is operated as follows. BS first determines 7T, T, and T, of a mobile
sink M S and then constructs the identity of M S as MS(u) = H(TT|Ts|T.|u) for sensors
u which M S can access. BS then pre-loads MS with a polynomial share of f(MS(u),y).
MS and w can share a key f(MS(u),u) = f(u, MS(u)) when MS sends (T'T,Ts,T.) to
u. After establishment of a pair-wise key, MS and u can authenticate each other as the

basic scheme.

Q Xwa‘ H(xu | Xss)
e s
2 ™

~

Xsg

ey ’j/
% ‘}w x;}/ X7
O O C{L <\. O ‘\Q O O
B1 B2 B3 B4 B! B6 B7

5 B8

Figure 2.7: An example of the Merkle hash tree

The first scheme, based on the Blundo scheme, also has a big overhead of storages
because M S should store m(t + 1) coefficients to communicate with m sensors. To re-
duce the number of polynomial shares, the authors assumed the grid-based deployment,
where before deployment of sensors, a set of sensors is pre-determined and is deployed to
each grid. BS then generates the identity of M.S not for a sensor but for all sensors in a
grid. The identity of MS for a grid which is in ith row and jth column is computed as
MS(i,5) = H(TT|T4|Te|i|j). The rest of the second scheme is same with that of the first
scheme.

To optimize the second scheme, they introduced the block compression which makes
adjacent grids as one rectangle block. BS then generates the identity of M.S for each block
as MS = H(TT|Ts|Te|X1m) where Xy, is root value of a Merkle hash tree. The Merkle
hash tree is generated as seen in the Figure 27 In Figure 27, B; means ith block, and
M S can access eight blocks (By,..., Bg). The root value X;g will be computes as X5 =
H(X14|X58), X14 = H(X12|X34), and X12 = H(B3|By). BS loads M.S with a polynomial
share f(MS,y). MS then can generate a pair-wise key with every sensor in (By,..., Bg).
For example, to establish a key with a node u in B3, M.S sends MS,TT,T;, T, and Xig
as well as several values Bs, By, X12 and X5g of the Merkle tree allowing u to verify Xig.
On the receipt of this message, u first checks whether itself is in B3 and then confirms
X8 = H(H(X12|H(B3|By))|X5s). After this confirm is done well, u generates the identify
of MS and shares a pair-wise key f(u, MS) = f(MS,u). The rest of this scheme is same

10



with that of other schemes.

2.2.2 Zhou and Ravishankar’s scheme
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Figure 2.8: A dynamic credential tree

Zhou and Ravishankar proposed a security scheme (denoted by ZR06) based on dy-
namic merkle trees to allow more efficient access control of mobile sinks [40]. They as-
sumed the followings. First, grid-based deployment of sensors and broadcast authentica-
tion of BS is supported. Second, each sensor knows its own grid, time of nodes is syn-
chronized. Finally, mobile sinks and all sensors already share a pair-wise key.

They utilized a dynamic credential tree (DC-tree) as seen in Figure 28 In the dynamic
credential tree, there are m = |M| x |T| leaf nodes, where |M| is the number of mobile
sinks, and |T'| is the number of transaction types. Leaf node N; in the DC-tree is initially
given the contents N; = H (Ca,;(0),;), where a; is an activity done by a mobile sink,
Cy, () is a one-way hash chain, which is made as C,, (i) = Cy, (i+1), for a;, C,,(0) is the
first value of Cy, (), and H is a one-way hash function. «; is made as o; = H(ms, tt,r),
where ms is an identity of mobile sinks, ¢t is a transaction type, and r is a region which
may be a set of grids.

After deployment of sensors, BS generates the initial DC-tree and broadcasts its cor-
responding root value 7 and hash values C,(0) for all activities to all nodes. In Figure
2.8 7 is same with Nig. We show how the scheme is performed in the case of ag. First,
a mobile sink, which will perform ag, is loaded with ag, Ca,(1), and hash values to prove
the new root value Nig, {f\%,ﬁ%,m}. The mobile sink then moves to the region ag.r
and broadcasts the message which consists of the above tuples. On the receipt of the mes-
sage, sensors in ag.r first confirm Cy,(0) = H(Cyy(1)) and further compute new N as
H(Cg401), ;). The nodes then compute the root value as H(m, H(H(]T/'g, J/V\g), ]Tf;g)) and

confirm whether this value is same with Njg. If it is right, the nodes believe that the mo-

11



bile sink is valid and send an accept message with MAC made by pre-distributed key. If
this is wrong, they ignore the mobile sink.

In addition to above process, BS separately should perform the following process. Af-
ter an activity a; is done, a set of nodes N should update their root value of DC-tree as
a new root value, where N is all nodes in a;.r, and N is the complementary set of N.

BS broadcasts a new root value with a broadcast authentication scheme.

2.3 Security schemes for WSAN

2.3.1 Cao, Huang, Chen and Chen’s scheme

Cao, Huang, Chen, and Chen proposed an Authentication and Key Management (AKM)
scheme (denoted by CHCCO05) for WSAN|[7]. Their scheme consists of three layers, Actor-
Actor (A— A) layer, Actor-Sensor (A —S) layer, and Sensor-Sensor (S —.5) layer. In each
layer, they provided authenticated key transport between two entities. AKM of A — A
layer utilized public key cryptosystem by considering BS as Certificated Authority (C'A).
AKM of A—S layer is based on private key cryptosystem with a pre-distributed key which
is shared by all entities including actor and sensors. AKM of S — S layer utilized secure
links which are generated in AKM of A — S layer.

AKM of A — A layer works as conventional public key based schemes. Each actor is
loaded with a public key, a private key, the public key of C'A and a certificate of its public
key. For AKM, two actors first generate a random nonce and generate a digital signature
with their private key, their identity, and the random nonce. The actors then exchange
the massage consists of the random nonce, the identity, and the digital signature. If the
digital signature is verified, they generate a key with a hash function using the two random
nonces as inputs. The following shows detail process of AKM of A — A layer. Epg (M)
is encryption of message M, Esk (M) is signing of message M, N, is a random nonce

made by A, H is a hash function, and F' is a key generation function.
A — B : Epgy(A||NallEsk . (H(A[[Na)))
A«— B: Epg,(Na||Np||Esk, (H(Na||Ng)))
A — B: Epr;(Np||Esk,(H(NB)))
A and B : so far, if verification is ok, A and B share Kap = F(N4||Ng)

AKM of A—S layer works as follows: The authors assumed that no attack is occurred

until some time T, and T,, is longer than a time which is required to perform AKM
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of A— S layer. Before deployment of WSAN, BS loads all nodes with a key K. After
deployment, each actor A broadcasts its identity, and each sensor B chooses the closest
actor among them. Then, A and B perform the following. When all sensors have at least

a secure link with an actor, all entities remove K.
A B: Ek,,(B||Np||H(B|[NB))
A — B: Ek,, (A|INal|B||Np||Kap||H(A|[Nal|B||Np||Kag))
A«— B:FEg,,(Na)

AKM of S — S layer utilized the secure links of A — S layer. So far, other AKM has
only two entities, but AKM of S — S also has three entities. When two sensors B; and
B; authenticate each other and share a key Kp, p,, one of them requests an actor which
shares a key with the two nodes. The actor then transport Kp, g, with secure keys, Kap,

and K4p,. The detail is performed as follows:
A — B]_ . (BIHBQHNI)
A — B1: Ex,p (KB, B,||B1||Ba||N1]|Ex o, (KB, B, || B1))

By — By : Bk, (KB, B,||B1)

2.3.2 Yu, Ma, Wang, Mao, and Gao’s scheme

Yu, Ma, Wang, Mao, and Gao proposed an Authenticated Key Transport (AKT) scheme
(denoted by YMWMGO06) between an actor node and a sensor in WSAN [37]. Their scheme
assumed a grid-based deployment where a grid consists of M sensors and a actor node,
and the number of grid is same with the number of actors as N. As seen in Figure 2.8
BS generates a merkle tree for actors and N merkle trees for sensors in N grids.

The merkle tree of actors is made as follows: A leaf of the tree is made by hashing
an identity and a public key of an actor. In the case of A;, the leaf L; is made as L, =
H(A1||PKa4,). The root value of the tree is noted as R4 and the least number of hash
values to reconstruct R4 with L; are noted as ®(L;). The merkle tree of sensors is also
made in similar way. A different point is that each grid has its own Merkle tree. We note
a sensor i in the grid 1 as S} and the leaf of S} as denoted L} = H(S}\|PK53), where
S is some secret information which is only known to BS. The root value of the grid ¢ is
denoted as R;.

After generating the trees, BS loads each actor A; with a public key, a private key,

L;, ®L;, and szllouﬂ where Rgj0 denotes a set of the root value of grids are allowed for
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Figure 2.9: Merkle forests

A; to access. BS also loads each sensor Sj with L;'- and qﬁLé. After deployment, an actor

A; and a sensor ST perform the following:
Aj @ generates a random nonce Ng4,
Ay — SY (B(L1), PKa,, A, Bsic,, (Nay, H(®(L)||PK 4, A1)))
Si: confirms PK 4, with ®(L;), Ra, and Ly = H(A;||PKa,)
S : generates N, s1
Ay« St Epr, (®(L1),S1, Ng1)

Aj : checks that R; can be reconstructed by ®(L1) and S}

2.4 Access control schemes

2.4.1 Wang and Li’s scheme

Wang and Li proposed two user access control schemes (denoted by WL06) in sensor net-
works [33]. The first scheme is based on Elliptic Curve Cryptography (ECC), and the
other scheme is based on blundo’s polynomial scheme. Their schemes enable a new sensor
to authenticate existing nodes and establish a key.

The first scheme works as follows: BS chooses a particular elliptic curve over a finite
field GF(p) and publishes a point P with order ¢, where p and ¢ are prime numbers.
BS then picks a random number x € GF(q) as the system private key and generates
the corresponding public key @ = x x P. For an user A, BS picks a random number

ca € GF(q) and then calculate the user’s public key constructor Cy = c4 X P. BS also
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issues a proper access control list acq4 and generates Ty = (Cyallaca) and ey = H(Ty),
where H is a hash function. B.S further generates A’s private key ga = eaca—+x and public
key Qa =qga x P=ea xCy+ Q. BS sends qa,Q4a, and Ty to user A through a secure
link. The user A can authenticate and share a key with node s; as the followings, where
X (Z,) is the X coordinate of point Z,., and M AC(K, M) is a message authentication code

algorithm with K as a key and M is a message.
A— S; ¢t TA = (CAHacA)
s; computes : Q4 =e4 X Ca+Q

: picks a random r € GF(p)

: Z,=H(r)xQa
LY, = H(r)x P
Dz =r® X(Z,)
: MAC(r,Na)

Ae—s;: 2, Ye, MAC(r,Ny4)

A computes : g4 XY, =qa x H(r) x P = Z,
 X(Z) Dz =1
: decrypt MAC(r,N4)

A — s; : MAC(r,(Nallaca))

A s;: MAC(r, MAC(r,(Nallaca)))

For the second scheme, the authors assumed a grid-based deployment, where a set
of sensors is deployed into each grid. Before the deployment, sensors are divided into k

groups {g1,92,...,9x}, where g; (1 <j <k) is a group ID. We note a sensor s; in a grid

Jj as s]. Before the deployment, s{ is loaded with two shares of polynomial,f(z,s;) and
f(x,g;). In this scheme, when a user A and a sensor s{ perform the scheme to authenti-
cate each other and share a key, A should obtain confirmation from k sensors sg, where

j # g and k is a system parameter. The detail of the scheme works as follows:

A finds k local sensors Z with different j # g
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A — k sensors Sg : broadcast the request message
A — sf : group id

A— sf : confirm request

sf authenticate user access list Ty

A — s mac; = MAC(f(si, gi), aca)

A computes : mac = H(macq||...||macy)

A — s . (MAC(mac,acal|[Na)llaca||grouplist)

s? : computes f(g1, )., f(gk,Sr)

s : reconstruct mac = H(macy|| ... ||macy)

s : decrypt and verify aca

A — s?: MAC(mac,reqply||[Na||Ng)

2.4.2 Zhou, Zhang, and Fang’s scheme

Zhou, Zhang, and Fang proposed an access control scheme (denoted by ZZF07) with El-
liptic Curve Digital Signature Algorithm (ECDSA) [4I]. Before the deployment, BS per-
forms the followings. BS first chooses a set of network parameters: a finite field IFy, where
g i a large odd prime of at least 160 bits; an elliptic curve E over F, denoted by E(F,); a
cyclic group G =< G > of points over the elliptic curve E(F,), where G is the generator
of the group and has an order n of at least 160 bits, with n > 4,/q; the BS’s private key
ke Z;={1,2,...,n—1}; the BS’s public key Q = kG € G.

BS then pre-loads a sensor NN; with a set of node parameters: E(F,); G; Q; the boot-
strapping time 7; when N, bootstraps itself to join the sensor networks; the length of
bootstrapping phase L; during which the node is allowed to join the sensor networks; N;’s
private key s; € Z}; N;’s public key P; = 5;G = (2pi, Ypi) € G, where z,;, ypi € Fy; the sig-
nature < Cj,¢; >, where C; € G = k;G = (w4, yci) and ¢; € Z%, = ki ' (H(N,||T;||L:|| P;) +
KZe;) (mod n), where k; is a random number of Z¥ chosen by BS; a hash function H :
{0,1}* — Z%.

After the deployment, every new node broadcasts the message {N;, T;, L;, P;, Cy, c; }.
On the receipt of this message, a node Nj; first checks that 7; and L; are valid and then

computes a verifier V; as follows:
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H(N;||T;||Lsi || P;)

U
uy = ¢; 'uy (mod n)
Ug = c{lxci (mod n)
Vi = uaG + usQ

If V; = Cj, Nj believes that N; is a valid new node and then sends {N;,T;, L;, P;,Cj,¢;}.
On the receipt of the message, N; generates V; and confirms V; = C;. After this proce-
dure, they can share a key K;; = s;P; = s;P; = 5;5;G. After establishing K;;, they con-

firm sharing K;; by exchanging messages including mac with K;;.

2.4.3 Liu’s scheme

Liu proposed an access control scheme (denoted by Liu07) which can delegate a right of an
user to other users and support a broadcast-based access control [20]. First, we introduce
his basic scheme where an user can access a sensor at once. In the basic scheme, BS
determines privilege of an user A and generates a key for each sensor i which A can access
as K4, = H(IDal||Cal|K;), where ID 4 is the identity of A, C4 is the constraint of the
privilege of A, and K; is a key shared by BS and sensor i. BS then loads A with these
keys. To obtain access from sensor i, A sends the message Cx, Q(A), MACk, ,(Cal|Q(A)),
where Q(A) is a query message of A, and MACk(M) is a mac algorithm using K as a
key and M as an input message. On the receipt of this message, sensor ¢ constructs K4 ;
from K; and confirms the privilege of A.

Liu modified the basic scheme for an user A to enable delegate its privilege. The idea
is quite simple. When an user A delegates its privilege to an user B, A first determines
the constraint Cp for B. A then assign a key Kp; = H(B||Cp||Ka,) for cach sensor i.
With these keys, B can obtain form i.

Liu also proposed the access scheme to support a broadcast query. Before deployment,
an user A obtains a pair of private and public keys (SK 4, PK 4) and a certificate Cert,.
To perform the broadcast query, A first picks out a sensor i among several nodes and
then sends the message M4 which consists of C4, PKa, Certa, Q(A), and a signature
Digsk , (Q(A)) which is made with SK 4 as the private key and Q(A) as an input message.
On the receipt of M4, the sensor i confirms that it is valid and broadcast Mp with a
commitment H(Mp||K; ;) for each neighbor sensor j. Sensor j first checks H(Mpg||K; ;)

to confirm this message is from sensor ¢ and then confirms Digsk , (Q(A)).

17



3. Proposed scheme

3.1 Preliminaries

3.1.1 Denial of Service (DoS) Attacks

WSAN consists of a lot of sensors and actors in large scale area and aggregates data with
ad-hoc routing. These properties of WSAN enable DoS attacks which obstruct valid net-
work operation. There are various DoS attacks, but their mechanism is same. They utilize
that sensors need to transmit their data to an actor with multi hop routing and interrupt
that the actor obtains sensed data from sensors [I6]. @ In this subsection, we introduce

three famous attacks, Sybil attack, Identity replication attack, and Wormhole attack.

e Sybil attack: Sybil attack [16, 24] is performed by a malicious sensor which be-
haves as if it were a large number of nodes. That is, a node impersonates other
nodes or simply claiming multiple forged identities. Sybil attack is extremely harm-
ful to many important tasks of WSAN such as routing and data aggregation of ac-

tors.

e Identity replication attack: Identity replication attack [24] happens when an ad-
versary loads multiple replicas of a compromised sensor in different geographic loca-

tions. This attack makes actors recognize that replicated nodes are valid.

e Wormbhole attack: In wormhole attacks, two malicious sensors, which are con-
nected with low-latency communication link, are deployed in a little distant location.
By collecting messages and relaying them, they make that their neighbor nodes are
confused as if they coexist in closed range where they communicate each other. This

attack can jeopardize routing and data aggregation.

1There are other DoS attacks, but, in this thesis, we do not concern these attacks.
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3.1.2 Network Model

In this subsection, we describe a network model of WSAN for the proposed scheme. Gen-
erally, WSAN consists of three kinds of nodes, a sink node, sensors, and actors. In the
network model, we assume that sensors are resource-limited sensors such as Mica2 motes.
Sensors have a wireless transmitter to enable short-range communication, a low computa-
tion unit, a small storage, and a sensing unit to obtain data. Sensors also have no mobil-
ity. On the other hand, actors have more resources than sensors. Actors have two wireless
transmitters, one for communication of sensors and the other for communication of actors,
a computation unit, a storage unit, and a decision unit, which is to determine whether an
event happens or not from data of sensors. Depend on applications, the capability of ac-
tors will be changed, but, in this thesis, we consider that an actor has resources as much
as a laptop computer or a PDA. The sink node is desktop computer and protected by
service administrator.

WSAN is operated as follows: First, sensors obtain data from the sensing filed and
transmit this data to the closest actor. The actor then decides some event is occurred.
If the event happens, the actor lets other actors know that the event is occurred. They
discuss that how many actors should deal with it. Then, actor(s) move to the location
where the event happens and handle it. As above, actors should move when an event is
occurred. When it is over, actors should receive data from sensor. Actors must have the

right to access for almost all sensors because of their mobility.

3.1.3 Treat Model

We assume that the adversary can compromise multiple both actor(s) and sensor(s) and
further assume that if a node is compromised, all the information it holds will also be
compromised. The adversary can take full control of compromised nodes and thus can
manipulate compromised nodes to drop or alter messages going through them with pre-
tending valid nodes. However, we assume that the sink node is secure against the ad-
versary because it is usually well protected and under the direct control of the network
owner. We also assume that the adversary can eavesdrop on all traffic, inject packets, and

replay old packets.

3.1.4 Security Requirements

In the subsection, we present the security requirements for AKA schemes in WSAN. The

AKA schemes should guarantee these requirements. Note that we only consider AKA be-
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tween sensor and actors. For AKA between actors, existing AKA schemes [6], 9] are use-
ful, so we do not address it. AKA between sensors is an important research topic, but we

remain it as our future work.

1. Authentication: The scheme should provide mutual authentication of two entities.
That is, an attacker cannot impersonate a valid sensor or actor node without com-
promising the node. Even if a node is compromised, the scheme should guarantee

that the attacker cannot impersonate other nodes except the compromised node.

2. Key security: After some two entities agreed a key, the scheme should guarantee
that every entity except themselves and BS cannot compute the agreed key. The

compromised node should not expose agreed keys of other nodes.

3. Resilient to DoS attacks: Karlof et al. introduced several DoS attacks for WSN[I0].
They identified sybil attack, hello flood attack, and wormhole attack. The scheme

should be secured against these attacks.

3.1.5 Bilinear Map

Let Gy be a cyclic additive group of prime order ¢ and G2 be a cyclic multiplicative group
of same order ¢q. We assume that the discrete logarithm problem (DLP) in both G; and
Go is intractable. We call e: Gy x Gy — G an bilinear map if it satisfies the following

properties:
1. Bilinearity: e(aP,bQ) = e(P, Q) for all P,Q € G, and a,b € Ly.
2. Non-degenerancy: If Gy =< P >, then Gy =< e(P, P) >.

3. Computability: There exists an efficient algorithm to compute e(P, Q) for all P,Q €
G;.

The Weil [B] and Tate [3] pairings in elliptic curve are examples of such a bilinear map.

3.1.6 Hard Problems

We assume that the following hard problems are intractable similar to [I0, [I7]. That is,
there is no polynomial time algorithm solving these problems with non-negligible proba-

bility.
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e Computational Diffie-Hellman (CDH) problem: The CDH problem is to com-
pute abP when given, P, aP and bP for some a, b in Z;.

e Modified Inverse Computation Difiie-Hellman (mICDH) problem: The mICDH
problem is to compute (a+b) "' P when given b, P,aP and (a+b)P for some a,b € Zy.

e Bilinear Diffie-Hellman (BDH) problem: the BDH problem is to compute e(P, P)**°

when given P,aP,bP and cP for some a,b,c € Z.

e Modified Bilinear Inverse Diffie-Hellman (mBIDH) problem: The mBIDH

problem is to compute e(P, P)a%bC when given b, P,aP and cP for some a,b,c € Z.

3.2 Scheme Description

In the section, we propose location-based AKA scheme between actor and sensors in WSAN.
We consider asymmetric resource of sensor and actors. Generally, actors have more re-
sources than sensors, so, we try to assign light overheads for sensors in the proposed

scheme.

3.2.1 Assumptions

For the proposed scheme, we assume that actors are resource-rich in terms of computation,
storage and battery and have mobility. We further assume that the actors have Global
Positioning System (GPS) capability. These assumptions are general in WSAN, and most
security schemes for WSAN [37, [7] also assumed them. We assume that sensors are low-
power, low-cost devices such as MICA2 mote. The sensors have no mobility, so they are
static after deployment.

For deployment of sensors, we assume that a practical approach such as [I1, 28] is
used. In the approach, mobile robots, which are similar to actors, are used to deploy and
localize individual sensors. Before deployment, actors (mobile robots) are equipped with
several sensors. Then, during deployment phase, the actors drop the sensors according to
the predetermined plan. At that time, the actors transmit the x and y coordinate values
of the deployment position. During the deployment phase, we also assume that there is

no compromise of the actors.
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3.2.2 Setup

Before deployment of sensors, a trusted authority (TA) (e.g., the system administrator or

network planner) performs the following operations.

1. TA determines two groups G, Gs and a bilinear map e as described in preliminaries.

2. TA chooses three cryptographic hash functions h : {0,1}* — Z7, hy : {0,1}* —
{0,1}* and hy : Zj; — {0,1}" where ¢ is the size of session key.

3. TA computes g = e(P, P), where P is a generator of G.
4. TA picks a secret value r € Zj and then sets the public key of TA as Py, = xP.

5. For each actor node A;, TA computes a public key as PK 4, = h(ID4,)P+ Py, and
a private key as SKa, = (h(IDa,) + k)1 P where ID4, is an identity of the actor
A;.

6. For each sensor S;, TA computes Id-Based Key as IBKg, = ha(kh(IDg,)).

TA then loads the public system parameters < p,q,Gi,Go, e, h, h1,ha, P, Ppyp, g >,
ID,,, key pair (PKg4,,SKa4,) and s into each actor node A;. TA also loads the pub-
lic system parameters < p,q,G1,Ga, e, h, h1, P, Pyus,g >, IDg, and IBKg, into each sen-

sor S;.

3.2.3 Generation of location-based keys

For deployment of sensors, we assume the approach proposed in [II], 28]. This approach
uses mobile robots (actors) to deploy and localize sensors. After pre-deployment, each
actor node equips several sensors to deploy and receives deployment information from TA.
The actors then deploys sensors according to the deployment information.

The proposed scheme utilizes the geographic information of a sensor to generate its
public key and private key pair. Therefore, actor node transmits a proper key pair to a
sensor when the sensor is just deployed. They execute the protocol in Figure 3.1l

An actor A; transmits a hello message to a sensor S; which is just deployed. After re-
ceiving this message, .S; replies its id IDg,. A; then makes IBKg, and posg, respectively
as IBKg, = ho(kh(IDg,)) and posg, = (zg,
nate values of the deployment position of S;. A; further generates location-based public
and private key pair of S; as LPKg, = h(poss,)P+ Py and LSKg, = (h(poss,)+ k)1 P.
Finally, A; encrypts IDg,, poss,, PKg, and SKg, with a symmetric encryption scheme

ys,) where zg, and yg, are x and y coordi-
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S, Hello Ai

Compute
IBK = h,(xh(IDy))

posg = (xs,. I y.si)
Generate
LPKSi = h(possi WY+P,

LSK =(h(pos; ) +x)" P

Encpye (IDs || poss, || LPK || LSK ;)

Decrypt and Store
poss . LPK . LSK .

Figure 3.1: Generation of location-based keys

(e.g., AES and DES) and the symmetric key IBKg, and transmits the encrypted message
to S;. After receiving the massage, S; decrypts this message using the preloaded IBKg,,
checks that it is valid and then stores poss,, LPKg, and LSKg,. Note that when A, fin-

ishes deployment process for all sensors which A; equips, A; removes the secret value k.

3.2.4 Location-Based Authenticated Key Agreement

To authenticate and establish session keys, an actor A; and a sensor S; perform the pro-
tocol in Figure B.21

A; generates a random value R4, from Z; and then transmits a message which con-
sists of its id ID4, and Ry,. After receiving it, S; generates a random value Rg, from
Z; and computes sk,X and Y as sk = h(g"%||Ra,|lposs,||[IDa,), X = Rs,PKa, =

Rgs,h(poss,)P + Rg,Ppupy and Y = (Rg, + sk)LSKg,. S; then sends posg,, X and Y to
Rs

A;. When A; receives this message, A; first computes eg, = e(X,S5K4,) = ¢"5 and
Skl = h(esi RAi

equation holds :

poss,||[ID4,). After computing eg, and sk’, A; verifies that the following

e(Y, h(poss,)P + Pyu) = €56

The verification works as follows:
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Figure 3.2: Location-based authenticated key agreement

es; = e(X,PKga,) = e(Ra,h(ID4,)P + Ra, Ppup, (h(ID4,) + k)1 P)
=e(Ra,(h(IDa,)P + kP),(h(ID4,) + k)~ P)
=e(Ra,(h(IDa,) + )P, (h(IDa,) + k) ~1P)
=e(Ra, P, p)h(lDAﬁm)h(lDAiﬂ)*l
=¢(Ra, P, P) = e(P, P)R4i = ghs:

and
e(Y, h(poss,)P + Pyus) = e((Rs, + sk)LSKs,, (h(poss,) + ) P)

= e((Rs, + sk)(h(poss,) + k) ' P, (h(poss,) + k) P)

¢((Rs, + sk)P, P)((poss,)+5) "} (h(poss,)++)

e((Rs, + sk)P, P) = e(P, P)Rsi+sk

_ . Rs.+sk _ ,Rg. sk __ sk __ sk’
= gEsT = g gt = eg,0"" = eg, g
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After this verification, A; also verifies that S; is really within the transmission range
of S;. That is, A; checks that S; is real neighbor node. A; first finds its position values

x4, and ya, from posg, and then checks the following equation is valid.
(a, —xs,)? + (ya, — ys,)> < R? where R is transmission range of S;

If all the processes of verification are successful, A; believes that S; is valid and then
computes two session keys, Mackey and Enckey as Mackey = hy(sk||poss,||[ID4,||0) and
Enckey = hq(skl||poss;||IDa,||1). A; also computes a message authentication code Z as
MAChackey(poss,||[ID4,) where MAC is a message authentication code function and then
sends Z to S;. After receiving Z, S; first computes Enckey and Mackey and then checks
Z is valid. If Z is valid, the overall process of the scheme succeeds, and A; and S; share

two keys, Mackey and Enckey. Otherwise, it fails.

3.3 Analysis

3.3.1 Security Analysis

Security of IBK: The proposed scheme utilizes IBK to distribute the LBK. For a sen-
sor S;, because we assume that the DLP is intractable in G;, an adversary cannot
obtain LBKg, = ho(kh(IDg,)) without the secret value k. After the deployment of
sensors, all nodes including actor and sensors do not have k, so the adversary can-
not obtain LBKg,. So, we can say that the generation of IBK is secure until the

adversary knows k.

Security of SK and LSK: In the proposed scheme, the security of SK and LSK is
based on mICDH problem. To obtain SK of an actor or LSK of a sensor without &,
the adversary can solve mICDH problem and we believe that there is no polynomial
time algorithm solving mICDH problem with non-negligible probability. We can say

SK and LSK is secure until the adversary knows k.

Authentication: The proposed scheme provides mutual authentication between an ac-
tor node A; and a sensor S;. A; checks whether e(Y,h(poss,)P + Pyu) = es,9°"
holds. If it holds, A; can verify that S; has the knowledge of sk’ and LSKg, and
then believes that S; is valid. S; also can verify that A; has the knowledge of sk
and SK,4, by checking Z = MACackey(poss;||[IDa,). If it holds, S; believes that

25



A; is valid.

Security of session key: In the proposed scheme, the security of session keys is based
on the intractability of the mBIDH problem. By eavesdropping, an adversary can
obtain h(IDg,), P, Ppy = kP and Rg,(h(IDa,) + k)P. But, the attacker cannot
compute eg, = g" = e(P, P)"th(IDa)) " Rs;(h(IDa)+%) and sk = sk’ because she
do not know the secret value x and there is no polynomial time algorithm solving

mBIDH problem with non-negligible probability [10].

Resilient to DoS attacks: In the following, we demonstrate how the proposed scheme
can act as countermeasures against some most famous attacks which identified in
[16], 24].

e Sybil attack: In the proposed scheme, sensors utilize their LBK which con-
tains their location information. To perform sybil attack in the proposed scheme,
an adversary should have to forge LBK of other nodes or compromise valid
nodes. Because to forge LBK is depend on mBIDH problem, the adversary
cannot impersonate other nodes. In addition, when the adversary compromise
a valid node, she can utilize information of the compromised node in only the
transmission range of the compromised node because the proposed scheme checks

whether a sensor exists in its transmission range.

e Identity replication attack:

As mentioned above, because LBK contains geographical information of sensors,
actors can confirm whether a sensor really exist in the transmission range. If
an adversary cannot forge LBK, we can reduce the effect of this attack. That
is, the attack can be performed in the transmission range of the compromised

node.

e Wormbhole attack:

In the proposed scheme, LBK which contains the geographical information of
sensors is utilized, so an adversary can perform this attack only if she can forge
LBK which depends on mBIDH problem.
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3.3.2 Performance Analysis

In the performance, we evaluate the proposed scheme in terms of energy consumption
compared with Yu et al.’s scheme [37]. The comparison is two-folds, one is communica-
tion cost and two is computation cost. Note out that we do not consider the energy con-
sumption of actors because usually, actors have enough energy and the energy consump-
tion of actors is mostly due to movement of actors [I].

In the communication cost, the proposed scheme is superior to [37]. We assume iden-
tity of entity and random nonce are 64 bit. In the proposed scheme, a sensor only needs
256 bit for receiving and 416 bit for sending. In [37], a sensor receives 280 byte for re-
ceiving and 280 byte. We utilize the result which is that Mica2 sensor consume 59.2 pJ
to send 1 byte and 28.6 uJ to receive 1 byte [32]. Then, the proposed scheme only con-
sumes 915.2 uJ for receiving and 3078.4 pJ for sending, but [37] consumes 8008 uJ for
receiving and 16576 pJ. Totaly, the proposed scheme consumes 3993.6 pJ (= 4 mJ) and
[37] consumes 24584 pJ (25 mJ).

For computation cost, in the proposed scheme, a sensor computes two scalar multipli-
cations of a random point and two scalar multiplications of a fixed point. In [37], sensor
computes two public key operations of RSA. The proposed scheme consumes 114.24 mJ
and [37] consumes 24 mJ, respectively [25].

Then, the total energy consumption is that the proposed scheme consumes about 118
mJ and [37] consumes 49 mJ. The proposed scheme shows 2.4 times bigger energy con-
sumption. But, note that the proposed scheme shows higher security than [37]. The pro-
posed scheme shows resilience to both DoS attacks and node compromise. In [37], a sen-
sor authenticates itself using not public key based cryptosystem but hash tree based ap-
proach. If the adversary compromises a certain number of sensors, she can pretend sen-
sors which is not compromised. So, even if the proposed scheme has bigger overhead in
energy consumption. We can say that it is reasonable because it has higher security level.

The proposed scheme satisfies our design goal in which sensors have light overheads. In
the proposed scheme, the sensors do not perform pairing operation which is several times
more costly than a scalar multiplication. Instead, the sensors need four scalar multiplica-
tion computations and one modular exponentiation computation for each AKA. Compared
with other location-based scheme [38] [39] which each entity should compute one pairing
operation, in the proposed scheme, only actors perform pairing operation and sensors need
not compute it.

In the proposed scheme, actors should compute one Weil or Tate pairing. Because the

actors have enough resources in terms of storage and battery, the only computation time
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Table 3.1: Comparison summary

’ ‘ Criterion 1 | Criterion 2 | Criterion 3 | Criterion 4 | Criterion 5

[CHCCO5] 0 A X X low
[YMWMGO6] 0 0] A X medium
Our scheme (@) 0] O O high

of the pairing is an issue. In the recent implementation [29], the computation of pairing in
a sensor only takes 1.93 sec. This result shows the feasibility to utilize pairing operation

in actors.

3.3.3 Comparison summary

Here, we compare the proposed scheme with [CHCCO05] and [YMWMGO06]. For the com-
parison, we select five criterions as follows: mutual authentication (denoted by Criterion
1), key establishment (denoted by Criterion 2), resilience to node compromise (denoted
by Criterion 3), resilience to DoS attack (denoted by Criterion 4). For the performance
comparison, we make a criterion, energy consumption of sensors (denoted by Criterion 5).
In Table 1, O means satisfying the criterion perfectly, A means satisfying the criterion in
part, and X means unsatisfying the criterion.

Table 1 shows the summary of comparison. Detail description is as follows: For Cri-
terion 1, all the three schemes provide mutual authentication between actors and sensors.
In Criterion 2, our scheme and [YMWMGO6] provides the key agreement operation, where
two entities contribute to establishment of a shared key, but, [CHHCCO05] only provides
the key transport operation, where an actor generates a key by itself and just transports
the key to a sensor. Generally, we consider that the key agreement is stronger requirement
than the key transport. So, we give A to [CHCCO5] for Criterion 2. For Criterion 3, only
our scheme satisfies it perfectly. In [CHCCO5], if a node is compromised, an adversary
can impersonate other non-compromised sensors or actors. [YMWMGO06] also shows an
weakness to node compromise. When an adversary compromises with a sufficient num-
ber of nodes, she can take the control of an entire network. However, in our scheme,
even if an adversary compromises a sufficient number of nodes, she cannot affect non-
compromised nodes. Criterion 4 is one of motivations of our scheme. Only our scheme
satisfies it. For Criterion 5, [CHCCO05] utilizes lightweight primitives like symmetric en-
cryption, MAC, and hash function. On the other hand, [YMWMGO06] and our scheme

utilize public key based cryptosystem. Especially, our scheme utilizes ID-based cryptosys-
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tem, which requires the high computation cost. As we already said, even though we try
to assign light overhead to sensors, the energy consumption of sensors in our scheme is
twice than that of [YMWMGO6].

In conclusion, our scheme shows stronger security than [CHCCO05] and [YMWMGO6],
but requires the bigger overhead in the performance. Especially, for some applications
which need the high level of security (e.g., battle filed monitoring), we argue that our

scheme is more competitive solution than others.
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4. Conclusion

Wireless Sensor and Actor Network (WSAN), which is the integrated network of sensors
and actors, has been appeared. WSAN refers to a group of sensors and actors linked
by wireless medium to perform distributed sensing and acting tasks. In WSAN, sensors
gather information about the physical world, while actors take decisions and then perform
appropriate actions upon the environment. The coexistence of sensors and actors intro-
duces new challenges to realize WSAN. In order to secure WSAN, the new challenge is to
provide the security mechanisms between actors and sensors because this problem is not
addressed by previous work.

In this thesis, we focus on providing security mechanisms between actors and sensors.
Specifically, we propose location-based Authenticated Key Agreement (AKA) scheme, op-
erated over ID-based cryptosystem. The proposed scheme provides authentication and key
establishment between actors and sensors and further shows the resilience to Denial of Ser-
vice (DoS) attack for routing layer by utilizing the location information of sensors to gen-
erate location-based public and private key pair of sensors. We also analyze the security
and performance of the proposed scheme. The proposed scheme shows the superior secu-
rity than other schemes for WASN. We try to assign light overhead to sensors to make
sensors compute no pairing operation. The consumption of the energy of sensors is about
twice than that of [YMWMGO06]. But, the proposed scheme shows the higher security
than [YMWMGO6], especially for the resilience to node compromise and DoS attack, so
we argue that it is reasonable.

We leave the followings as the future work. In this thesis, we only consider AKA be-
tween actor and sensors, but location-based AKA between sensors can be considered. Also,
it is possible to reduce the assumption where actors have the secret of TA during deploy-
ment of sensors. If this assumption is removed, the proposed scheme can be more secure
and flexible.
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