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Abstract

The cost of the tag is one of the important factors to their pro-
liferation. Designing a secure and efficient light-weight authentication
protocol is imperative for resisting against all feasible attacks. In gen-
eral, the low-cost tag is difficult to implement the traditional public
key cryptosystem since the tag’s limited storage capacity(25-3K storage
and 5-10K logic gates). Over the past years, several streams of research
have emerged to resolve the RFID authentication security problem from
different perspectives. Most of the previous light-weight RFID authen-
tication protocols based on random number generator, Cyclic Redun-
dancy Code(CRC) or bitwise operations (e.g., XOR, AND and OR)are
vulnerable to both passive and active attacks [32, 31]. For instance,
anyone can obtain the tag identity and secret key through the consecu-
tive eavesdropping.[12]

In this paper, we propose a light-weight and secure authentication pro-
tocol that enhances Stephane et al.’s [24] protocol based on a random
number generator and abstract of integer arithmetic (AIA), which gen-
erates secret key pool from the subset of the remainders and the carries

of the integer multiplication.



We assume that the tag and the reader share the same secret K, AIA.
Two parties then perform specific integer arithmetic to make message
using their own K; and AIA;. Then, both parties convince that they
share same secret key from exchanging their messages. We consider two
different situation as the state of the authentication session, authen-
tication terminates normally or not. Then, if the desynchronization
between the tag and the reader occurs, the tag recovers the key, it was
before.

Every tag is designed with a unique set of logic gates to perform the
message computation so that our protocol strong to cloning attack as
well as man-in-the-middle attack. Furthermore, Security properties
such as man-in-the-middle attack, forgery attack, replay attack and
de-synchronization, appear to be satisfied.

We compare our protocol with Stephane et al’s scheme in terms of
the storage, computation and communication requirements of both the
reader and the tag. The most severe of the restrictions of the passive
tag are the small number of logic gates(200-2000) which can be de-
voted to security functions, and the volatile memory available(32-128)
to store intermediate calculations. Our protocol satisfies EPCglobal
class-1 Gen-2 specification as well as security primitives. For the tags,
2(n+p)logy(b) +2 bit for K;,N;, M; and flag, and (46> —b) log,(b!) bit of
ROM to store AIA are needed. In addition, we reduce the computation
and communication cost, 3(np) plus (n+ 1)(p — 1) + 2 and 4 times
respectively. While requiring only 82 bit of RAM, 20 bit of ROM and
300-400 logic gates, our protocol can satisfy security requirements for
RFID system. In conclusion, Our protocol may be scaled to provide a
high level of security, using relatively little computational resources and

be good alternative of the previous schemes based on bitwise operation.
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I. Introduction

1.1 Motivation and Objectives

Radio Frequency Identification (RFID) refers to technologies and sys-
tems that use wireless radio signal to transmit data and uniquely iden-
tify objects. RFID transponder or tag consists of a chip and an antenna
to identify and track the target object that is involved in RFID technol-
ogy and system. The tag is classified into three types according to the
ability of the power and the capacity : passive, semi-passive and active
tags. The passive tag can only store 250-3K bit and 5K-10K logic gates
which are used to implement security function. The system employing
RFID tags used for various industries (e.g., distribution, logistics, med-
ical attendance and education service) instead of barcodes is emerging
one of the most pervasive computing technologies.

Although the advantages of the RFID(e.g., portable database, no line of
sight, multiple tag read/write and traceability), RFID still has unsolved
problems in security and privacy aspects. Since most existing RFID sys-
tems are not complete and leak information about the attached object,
an adversary can trace the goods or customers silently. Some common
types of attacks on RFID system include eavesdropping, replay attack,
man-in-the-middle attack, denial of service (DoS), forgery (including
skimming and cloning) and physical attack. Many researchers proposed
the RFID authentication schemes to address these security issues.

As low-cost RFID becomes more and more popular, designing a secure
and efficient light-weight authentication protocol is imperative for re-
sist against all feasible attacks. Therefore, light-weight protocols only
support simple operation such as a Pseudo Random Number Gener-
ator (PRNG), Cyclic Redundancy Code(CRC) checksum or bit-wise
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operation(e.g., XOR, AND and OR) are appeared. However, most of
the previous light-weight RFID authentication protocols are vulnerable
to active attacks; some researchers reported the weakness on previous
light-weight and ultra light-weight schemes[31, 32].

1.2 Contributions

The novel contributions of this thesis are as follows :

- Technological trends on RFID :

We begin with a comprehensive survey of the state of the art concern-
ing with RFID technology: RFID systems, standards related to RFID
technology and a comprehensive study of the security requirements for
RFID systems in Chapter 2; Then, we present security vulnerabilities in
the previous light-weight protocols reported by other researchers as well
as new ones in Chapter 3. Finally, we introduce the Abstraction Integer
Arithmetic (AIA) concept proposed by Stephane et al. in Chapter 4.

- Lightweight cryptography for low-cost tags :

An important part of our research is that designing a lightweight cryp-
tograhy to resist against passive and active attacks. We propose a more
efficient and alternative light-weight and secure authentication protocol
that improves Stephane et al.’s [12] protocol based on a random number
generator and AIA, which generates secret key pool from the subset of

the remainders and the carries of the integer multiplication.

1.3 Organization

This thesis is organized as follows:
In Chapter 2, RFID system is introduced. First, an overview of RFID
system(components and technological trends) is given. Secondly, stan-

dards related to RFID technology are briefly described. Then, privacy
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and security issues are described in detail with the kind of attacks that
RFID systems can be pestered. In addition, performance evaluation
factors are outlined. Chapter 3 presents an review of the previous
light-weight solutions; the cryptanalysis of the recently proposed and
improved lightweight and ultralightweight protocol. Chapter 4 intro-
duces an algebraic structure which this term is usually denoted as AIA,
and illustrate how to represent AIA as a short binary string. Chapter
5 introduces the our main proposal as a solution to the security issues
discussed in Chapter 3. In Chapter 6, we evaluate our novel authentica-
tion protocol in terms of security and efficiency under the EPC Class-1
Gen-2 specification. Chapter 7 conclude with summary of our protocol

was drawn in the previous chapters in the thesis.



II. RFID System

2.1 Overview of RFID system

At the moment, barcodes is one of the the most promising identification
systems. However, recently, RFID systems substitutes for barcodes and
magnetic cards. RFID system composed of RF readers or transceivers,
RF tags or transponders and backend server. The reader broadcasts an
wireless radio freqeuncy signal(wireless) to access resistant data stored
in the tags. RFID gives several advantages over barcodes; the reader
access the data on the multiple tags at the same time, and reads or
writes automatically with no line of sight at a rate of a hundred times
per second.

RFID systems are become more valuable technology in various indus-
tries such as distribution, logistics, medical attendance, education ser-
vice and manufacturing. Security and cost issues of RFID systems is
major barrier to their proliferation. Nowday, most RFID tags are pas-
sive, however, typical passive tag can only store hundreds of bit which
used to implement security functions, and may communicate within a
few meters radius

However, traditional cryptosystems such as the Advanced Encryption
standard(AES) needs between 20K and 30K gates. Taking into account
power ability of the passive tags, nor system can be expected to perform
the classical cryptography securely.

Despite all these limitations, the use of RFID technology is increasing
steadily. Thus, we expect that RFID system will completely replace
classical barcodes finally.

RFID system is currently used to various industries [37] :

4



- Wal-Mart applies RFID technology to their supply chains.

- Delta Airlines is testing to RFID tags for luggage control.

- The European Central Bank is planning to attach RFID tag into bank
note.

- EZ-pass is accepted for contactless payment of tolls on the toll roads.
However, the use of RFID technology is confronted by certain orga-
nizations like Consumers Against Supermarket Privacy Invasion and
Numbering (CASPIAN) are strongly against that corporate uses RFID
technology.

2.2 RFID standards

RFID system has no unitary standard. RFID standard generally in-
volves the specification of the physical and the link layers, covering
several aspects such as the communication protocols, air interface, an-
ticollision mechanisms and security functions. Nonetheless, not every
factor is well covered; some standardizations has a certain absence in
protocols and application interfaces.

Many organizations are building standards around existing ones devel-
oped by the ISO/IEC, and then improve or modify them to meet the
needs of their particular application or design.

The International Organization for Standardization (ISO) is the world’s
leading developer of international standards. ISO technical standards
specify the requirements for processes, products, materials, service and
systems. ISO also developed standards for managerial, organizational
practices and conformity assessment.

The International Electrotechnical Commission (IEC) is a leading global
organization that publishes and prepares international standards for all
electric and related technologies. The IEC promotes international co-

operation on electrotechnical standardization, such as the conformity



assessment to standards in the fields of electronics, electricity and re-
lated technologies such as RFID.

The EPCglobal is leading the development of industry-driven RFID
standardization as a joint venture between the EAN International and
the Uniform Code Council (UCC). EPCglobal is centered on establish-
ing and supporting the Electronic Product Code (EPC) Network as the
global specification and leading to the global worldwide standard (ISO)
for automatic, immediate and accurate identification of goods in the
supply chain. EPCglobal has become the major organization for the

development of RFID specifications.

2.3 Requirements for RFID protocol

2.3.1 Privacy

We introduce following privacy issues should be addressed to guarantee
the secure communication between R and 7. Threats on RFID system
can be exploited to bypass the authentication or extract private infor-
mation illegally. Typically, RFID systems use a unsecure radio channel
between R and 7 so that their information about 7 and R (e.g., iden-
tity or secret key) can be revealed, or 7 can be traced. We identify
major privacy concerns.

- Information leakage : When R queries 7, 7 sends 7 identifier as an-
swering to R. Then, R can demand further details to S by sending 7’s
identifier. If illegal R gets 7 identifier, then A may be able to identify
the additional secret information of 7. For example, if the information
associated with 7 attached to ID-card or a passport could be obtained
by forgery R, then personal information of 7 owner can be leaked out;
it would be very serious. If RFID systems allow only authorized R is

able to access the data associated to 7, they may protect against infor-



mation hijacking.

- Tag tracking : Each 7 has a unique and distinguishable identifier. If
T replies identifier to R, then the location of 7 could be traced by link-
able R. For instance, if the 7 reply their static identifier to R, then the
movement or social interaction with neighboring 7 can be monitored by
third parties silently. Or, if 7 has a special identifier is distinguishable
from other 7, A can trace 7 by active querying or consecutive eaves-
dropping; then 7 owner’s privacy will be badly damaged. To avoid

tracking problem, 7 identifier or messages should be anonymous.

2.3.2 Security

Security threats on RFID system can be classified into passive and active
attacks. Passive attacks are feasible just by monitoring and manipulat-
ing communications between R and 7.

- Eavesdropping: A only observes and records communications between
7T and R.

- Man-in-the-Middle Attack : If A plays as a legitimate 7 or R, they
can actively drop, insert or replay a message in communication and au-
thentication between 7 and R. This attack include impersonation and
spoofing attacks.

- Tag Impersonation : If A impersonates 7 without secret information
of 7, they could communicate with R as a valid 7 and then authenti-
cate.

- Server Impersonation : If A knows the internal information of 7, then
A could impersonate the valid S to 7. For example, if A impersonates
S, A could demand that 7 updates their shared information. Then,
real § would be desynchronized and fail to no longer successful authen-
tication. This attack could be a genuine threat.

- Tag Tampering : A accesses internal information of 7 without au-



thorization after bypassing authentication. If 7 does not have proper
tmaper-resistant mechanism, A could access 7 and change the data in
the 7. Ultimately, A can read from or writes to 7 .

- Replay Attack: A can capture a message transmitted from previous
sessions and retransmit it to 7 to perform a successful authentication.
- DoS attack : A disturbs the communication between R and 7 by
intercepting or blocking messages transmitted. DoS attack could cause
desynchronization between S and 7. For example, While 7 might up-
date the shared key or identifier, S does not; they would no more be
able to authenticate procedure each other due to their different data.
These threats are feasible for A which has compromised a target 7. The
memory of a low-cost 7 is not tamper-resistant, and hence 7’s internal
data are liable to be exposed by physical attacks. Thus addressing such
attacks is essential for the security of RFID schemes.

- Desynchronization : Typically, R and 7 update the their identificaiton
information before the authentication terminates. If A can desynchro-
nize the identification information between the 7 and S, after all, S no
longer make 7 identifiable.

- Backward Traceability : A extracts the identify of the target 7 inter-
action that occurred at previous authentication session using given all
the current internal state of a target 7. That is, current internal state
of 7 could help identify past interactions of 7 as a clue, then, 7 may
allow 7 owner’s past behavior are traced.

- Forward Traceability : This attack is similar backward traceability
defined above; difference between backward and forward traceability is
that threat to past and future anonymity. A extracts the identify of the
target 7 interaction that will occur at next authentication session using
given all the current internal state of a target 7. This attack related
to ownership of 7; if an authentication protocol does not guarantee

forward and backward untraceability, the ownership of 7 is transferred



and A might be able to access communications between the new and
old owner and 7.

- Cloning attack: If 7 is not protected with Physical Unclonable Func-
tion (PUF), A can physically clone an identical copy of RF chip on 7.
- ID Exposure: When R queries to 7 or eavesdrops communication be-
tween R and 7, A can expose the identity of 7.

- Physical attack: Typically, 7 can be faked physically in laboratory.
For example, attacks such as probe attack, circuit disruption, shaped
charge appeared. However, RFID system barely prepare no counter-

measure.

2.3.3 Performance

General passive tag cannot use high computational cryptographic func-
tion for privacy and security since ability (storage capacity and process-
ing power)of the low-cost 7 are limited.

- Computation : Computation cost of 7 should be minimized; 7 has
very limited power resources to compute messages.

- Capacity : 7 should store a minimum volume of data; 7 has a very
limited size of 7 memory.

- Communication : R and 7 consider communication traffic; 7”’s trans-
mission data per second is restricted by available bandwidth of 7.

- Scalability: RFID system communicates multiple 7 over the same ra-
dio channel. Therefore, the amount of work in & can be increasing as
the number of 7 should be handling. When 7 population is large, S is

difficult to performs an exhaustive search which identify individual 7.



II1I. Related Work

3.1 Introduction

We can classify previous RFID authentication protocols into four types:
Full-fledged, Simple, Light-weight and Ultra light-weight.

The protocols [1, 2| belonging to the full-fledged class support classical
cryptography like hash function, modular arithmetic(RSA and DSS),
elliptic curves and even public key algorithms on the tags. Juel et
al.[1] raised concerns as to whether data on the chip embedded in an e-
passport could be collected by means of “skimming” or “eavesdropping”.
The tags in the protocols of the simple class should support hash and
pseudo random number functions but not traditional cryptographic
function such as public key cryptography. Examples are like [4, 5],
where Molnar and Wagner [4] proposed a tree based scheme in which a
tag contains not one symmetric key, but multiple keys in a hierarchical
structure defined by the tree S. The basic idea in [5] is to modify the
identifier each time so that the tag is recognized by authorized parties
only. Avoine et al. [15] reported the replay attack and the unscalability
of Ohkubo et al.’s scheme [5].

The third class called light-weight refers to those protocols [4, 5] that do
not require hashing function on the tags. Some researchers present the
hash based protocol [13, 14] as the light-weight protocol, but current
cryptographic hash functions is difficult to implemented on the passive
tag. The EPCglobal also announced Class-1 Gen-2 RFID tag only [25]
supports Cyclic Redundancy Code (CRC)checksum and PRNG but not
hash function. Juels [16] proposed a challenge-response protocol using

short pseudonym list in the tags. Chien and Chen [18] reported the
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DOS attack, replay attack, tracking attack and spoofing tag problem
on the scheme [17], which based on simple XOR and matrix operations,
where matrices M1 and M2 are stored on each tag and the reader as the
shared secret key, designed an efficient tag identification and the reader
authentication scheme for GEN-2 RFID. The HB-series [19, 21, 22] can
also be classified into this class, since they demand the support of ran-
dom number generator but not hash function on the tags. Hopper and
Blum [19] first introduced the Human-Computer protocol based on the
Learning Parity with Noise (LPN) problem. Later, the HB protocol
was attacked and improved by its sister works [21, 22]. Actually, the
HB-series only considered the authentication on the tag side but not the
reader. These protocols considered as uncompleted solutions. HB series
ignored the security issues on the readers which lead the anonymity and
tracking problem on the tags.

Currently, Peris-Lopez et al. proposed a series of ultra-lightweight au-
thentication protocols [9, 10, 11] where the tags involve only simple
bit-wise operations like XOR, AND, OR and addition mod 2™. These
schemes are very efficient that only require about 300-400 gates. Unfor-
tunately, some researchers[31, 32| reported the desynchronization attack
and the full-disclosure attack on these protocols and sister works. The
previous ultra light-weight schemes [9, 10, 11, 12| only provide weak
authentication and integrity protection, which make them vulnerable
to both passive and active attacks. Most of the light-weight and the
ultra lightweight protocols based on PRNG, CRC or bitwise operations
are obivously efficient but has fundamental security flaws that an ad-
versary can reveal the tag’s identity and even the security key throught

consecutive eavesdropping.
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3.2 Light-weight Authentications

3.2.1 List of Pseudonyms

Juels[7] proposed a solution based on the use of pseudonyms, without
hash functions at all. The tag stores a short list of random identifiers
or pseudonyms (a, s, s, ..., ). When the tag is queried, it emits
the next pseudonym in the list. An adversary can, however, collect all
pseudonyms on the list by querying the tag multiple times. Then the
attacker could impersonate the valid tag. This is a kind of cloning at-
tack for standard tags with static identifiers.

To prevent such an attack, some solutions were proposed later: The tags
could release their name only at a certain prescribed rate, or pseudonyms
could be refreshed only by authorized the readers. Juels proposed a
lightweight mutual authentication protocol based on the release of keys
shared between both parties. The verifier authenticates to the tag by
releasing a key (3;, which is unique to a pseudonym «;. Once the verifier
has authenticated to the tag, the tag authenticates itself to the reader
by releasing an authentication key i. Like ;, this authentication key
is unique to a pseudonym «;. After mutual authentication, key (3;,17)
and pseudonym («;) updating is accomplished. The reader transmits
one-time padding data that the tag uses in the updating stage. Al-
though encryption is not explicitly involved by means of one-time pads,
it is equivalent to encryption. Pads can be considered keys used to
“encrypt” and thereby update the «;, §; and 7 values. Indeed, each tag
stores a series of pads. The stored pads are updated with new material
on each authentication. This new pad material is sent in clear on the
channel, but the updating procedure ensures that it will be used only
after a certain number, m, of updates. This number should be chosen

such that an adversary cannot observe m consecutive authentications.
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As it has been shown, Juels’s protocol requires the use of non crypto-
graphic primitive. However, it involves the exchange of four messages
and needs key updating, which may be costly and difficult to perform
securely. Moreover, the assumption that an attacker can not observe m

consecutive authentications does not hold in many real scenarios.

3.2.2 Human Protocol

In [27], Weis introduced the concept of human-computer authentication
protocols, adapted to low-cost RFID tags. The security of the proposed
protocol is rooted in the Learning Parity with Noise Problem, whose
hardness over random instances still remains an open question. Sup-
pose that the reader and the tag share a k-bit secret z, and the tag
would like to authenticate itself to the reader. The reader selects a ran-
dom challenge a € (0,1)* and sends it to the tag. The tag responds
to the reader challenge by computing the binary inner-product a-x and
injecting noise into the result. The tag intentionally sends the wrong
response with probability n € (0, 1/2 ). This interaction must be re-
peated ¢ rounds and the reader will authenticate the tag’s identity if
fewer than qn of its responses are incorrect. The above protocol is re-
sistant to passive attacks, but not to active attacks.

Juels and Weis proposed new version of its protocols (HB and HB+) to
offer protection against active attacks [21]. The main differences with
respect to the HB protocol are the following: They introduce another
k-bit secret key, y, shared between the reader and the tag. The tag
and not the reader initiates the protocol, transmitting a k-bit blinding
vector. Finally, z is computed as the scalar product of the newly in-
troduced secret key, y, and the blinding vector transmitted by the tag,
xored with the z in HB. Although Juels et al. claimed that HB+ is re-

sistant to active attacks, Gilbert et al. showed how a man-in-the-middle
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attack can be accomplished [28].

In order to avoid Gilbert et al.’s attack on HB+, Bringer et al.[8]
proposed two protocols (HB++[first attempt] and HB-++ that protect
against such man-in-the-middle attacks). However, these protocols are
vulnerable to attacks from an adversary that pretends to be a genuine
reader.

Piramuthu [30] proposed a new protocol inspired by the HB++ proto-
col. The main changes introduced are as follows: When an adversary
pretends to be a valid reader, z and the related vectors (x, y) and v were
omitted. Additionally, the protocol is kept more lightweight. In order
to prevent the use of the same p until protocol completion, updating of
p is accomplished every time z is computed.

Recently, Munilla and Peinado proposed HB-MP inspired by HB [22].
Munilla et al. acknowledge that the HB-MP was vulnerable to a simple
man-in-the-middle attack, just like the initial HB+ protocol. To avoid
this weakness, a new protocol named HB-MP/ was worked out. Suppose
that the reader and the tag share a k-bit secret z, and the tag would
like to authenticate itself to the reader. The reader selects a random
k-bit binary vector a and sends it to the tag. The tag computes the
binary innerproduct a-z and injects noise into this result. Then, the
tag looks for a k-bit binary vector b such that b-x = z. The tag sends
back b to the reader. The reader checks the equality of b-z and a-x.
If it is correct, the tag is authenticated. This protocol differs slightly
from the protocols based on the LPN problem. However, [22] maintains
that the problem of finding z, knowing the vectors a and b, is at least
as difficult as solving the LPN problem. In 2008, Leng et al. exposed
a man-in-the-middle attack against HB-MP and proposed an enhanced

version of the aforemention protocol, called the HB-MP+ protocol [29].
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3.2.3 CCo7

Chien and Chen proposed a mutual authentication protocol, which is
compatible with EPCglobal Class 1 Generation 2 standards [18]. Their
scheme only supports lightweight operations, such as PRNG, XOR func-
tion, and CRC checksum function. Each tag maintains a unique iden-
tification EPC, and the secret key values K, ,P,, with server during
each authentication session 7. In addition, Server maintains two record
of each shared secret key value (Kew, Koid; Prew, Poia) for each entry to
resist DoS attack. Two parties generate the messages using CRC func-
tion with the tag’s identification and random number, then exchange
them between the tag and the server to prevent replay attack. Both
the authentication key and the access key are updated after a successful
session in order to give backward untraceability.

We identified several weaknesses of their scheme. For the efficiency
aspects, their scheme generate heavy computation load on finding the
matching data entry at server due to server have to xoring message
M; and the shared symmetric key (Kpew, Koq) of each entry in back-
end database. For security aspect, before server updates the shared
symmetric key, the attacker can easily perform replay attack to server
with iteratively issuing the eavesdropped legitimate authentication re-
quest (Mj, N1, No). In addition, the anonymity property also cannot
be guaranteed in their scheme. Before the tag updates the shared se-
cret key, if the attacker sequentially sends two queries to the tag in a
reasonable time, the tag will response two values M; and M — 2 back
to attacker. After xoring M; and M, the shared secret key K, will be
eliminated. According to the known Np, No, N3 and Ny, the attacker
can easily trace the tag without being noticed. Finally, their scheme
cannot provide forward security either. For each session, attacker first

issues a query to the tag to get M; and sends M; to server for obtain-
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ing Ms. Then, attacker stores these two values M; and M, without
transmitting M, to the tag. Next, attacker eavesdrops the transmitted
message Mz and M, between the tag and other legitimate readers. With
these four transmitted M;, My, M3 and M, of each session, once the tag
is compromised (the attacker would get the current secret information
such as the EPC,), the transmitted message M3 and M, can be derived
with known FPC,, N1, Ny, N3 and N4. Hence, the forward security also

cannot be guaranteed.

3.3 Ultra Light-weight Authentications

3.3.1 EMAP, MMAP, LMAP

In 2006, Peris et al. proposed a series of ultralightweight mutual authen-
tication protocols: M2AP[11], EMAP[9], LMAP[10]. These protocols
involve only simple bit-wise operation and pseudonyms to guarantee tag
anonymity. Specifically, an index-pseudonym is used by an authorized
reader to retrieve the information associated with a tag. Additionally,
a key, divided in several subkeys, is shared between the legitimate tags
and readers. Both readers and the tags use these subkeys to construct
the messages exchanged in the mutual authentication phase.

In line with their real processing capabilities, the tags only support on-
board simple operations. Indeed, these protocols are based on bitwise
XOR (@), bitwise OR (V), bitwise AND (A) and addition mod 2™. By
contrast, only the readers need to generate pseudorandom numbers; the
tags only used them for creating fresh messages to the protocol.

In the UMAP family of protocols, the proposed scheme consists of three
stages. First, the tag is identified by means of the index-pseudonym.
Secondly, the reader and the tag are mutually authenticated. This phase

is also used to transmit the static tag identifier securely. Finally, the
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indexpseudonym and keys are updated. Since the publication of the
UMAP family of protocols, their security has been analyzed in depth
by the research community. In [31, 32], the desynchronization and the
full disclosure attacks are presented. These require an active attacker
and several incomplete executions of the protocol to disclose the secret
information on the tag based on the same attack model. Later, Chien
et al. proposed a far more efficient full-disclosure attack [34]. Addi-
tionally, Barasz et al. showed how a passive attacker (an attack model
that may be, in certain scenarios, much more realistic) can find out the
static identifier and particular secrets shared by the reader and the tag
after eavesdropping on a few consecutive protocol rounds [35, 36].

In our opinion, ultra light-weight RFID tags have to be resistant to
passive attacks but not necessarily to active attacks, because of their
severe restrictions such as storage, circuitry and power consumption.
Ultra light-weight protocols based on bitwise operations have funda-
mental security flaws are as follows. The ultra light-weight protocols of
protocols is based on the composition of simple operations like bitwise
AND, XOR, OR and sum mod 2™. Because all of these are triangular
functions, the information does not propagate well from left to right. In
other words, the bit in position i in the output only depends on bits j
= 0,..., i of the input words.

‘The use of the bitwise AND or OR operations to build public submes-
sages is a weakness common to all these protocols. When a bitwise
AND and OR operations is computed even over random inputs, the
probability of obtaining a one (or zero) is %. In other words, the result
is strongly biased. This poor characteristic is the basis of all the passive

attacks proposed so far.
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3.3.2 SASI

Chien proposed a very interesting ultralightweight authentication pro-
tocol providing Strong Authentication and Strong Integrity (SASI) for
very low-cost RFID tags [12]. We briefly describe the procedure of the
protocol. An index-pseudonym (IDS), the tag’s private identification
(ID), and two keys (k1,k2) are stored both on the tag and in the back-
end database. Simple bitwise XOR (&), bitwise AND (A), bitwise OR
(V), addition 2™ and left rotate (Rot(x,y)) are required on the tag. Ad-
ditionally, random number generation (i.e. m; and ny) is required on
the reader.

The protocol is divided into three states: tag identification, mutual
authentication and updating phase. In the identification phase, the
reader sends a “hello” message to the tag, and the tag answers with
its IDS. The reader then finds the information associated with the tag
(k1, ke and IDS) in the database, and the protocol continues to the mu-
tual authentication phase. After the reader and the tag authenticate
each other, the index-pseudonym and keys are subsequently updated.
Hernandez-Castro et al. recently showed that the protocol was not
carefully designed [33]. Indeed, a passive attacker can obtain the secret
static identifier of the tag (ID) after observing several consecutive au-
thentication sessions.

We identify the some weaknesses of the protocol. The second compo-
nent of the IDS updating equation is dependent on the bitwise XOR
between n2 and K7. This gives rise to poor statistical properties as
K7 is also function of ny. The key updating equation has a kind of
distributive operation that might be employed to attack the protocol,
for example: K} = Rot(k; & no, k1) = Rot(ky, k1) & Rot(ns, ki) Bit-
wise OR and AND operations should be used with extreme care. These

operations result in a strongly biased output. For example, the nonce
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n9 can be approximated with very good precision by simply computing
ny >~ B — 1. These operations might therefore be only employed in the
inner parts of the protocol but should be avoided in the generation of
public submessages B and D. In fact, all the exchanged messages should

resemble random values as far as possible.
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IV. AIA

4.1 Abstraction of Integer Arithmetic

Stephane et al.[24] introduces a light-weight authentication protocol
based on AIA concept. The specific multiplication of two integers can
actually be viewed as a complex binary operation on strings of digits in-
volving multiple iterations of two interlocking binary operations (®, ®)
which acts on pairs of digits. If we consider the product of an n digit
integer K and a p digit integer M in some unspecified base b. The result
is labeled E = e, 4,,...e2e1. Figure 4.1 shows detailed description of the

integer multiplication.

k, k, ky
0] my, ... my 1my
Xintl Xipeeeewr X12 Xp7g
Xon+1 X2n  ceceeees Xo90 X9
X3,n+1 X3n X32 X31
Xp,nt1 Xpp eeceeee- Xp,2 Xp,1
€p+n €p+1 €p €2 €y

Figure 4.1: Regular Integer multiplication algorithm

In the above product in figure 4.1, each number x; 112, p...7; 221
is the intermediate product of the string k,...kok; and the digit m;.
If we consider the product of two single digit integers, 3 and 7 in a

base 10, then the product can be viewed as a binary operation that
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the set of ordered pairs of digits. In case of ® : (3,7) — (2,1), in
case of @ : (3,7) — (1,0). If we label the coordinates of the out-
put as the carry and remainder of the operation, then we can write
®:(3,7) = (B3®7),(3®7T),). We can then uses the regular steps
commonly accepted for multiplying two integers by hand’ to write each
digit in the product of the string k,...kok; and the digit m; as a compo-
sition of these two operation. For example,

zi1 = (k1 @ m;),,

Tig = ((k2 @ my),r © (k2 ® my)e)r,

zi3 = ((k3 @ m;), @ (k2 @ my)e © ((k2 @ my)r @ (k1 @ my)e)e)r)r

We can then sum vertical columns of digits to derive a formula for each
e;. We elucidate a number of interesting properties of integer multipli-
cation :

1. Both digit-wise addition, & and digit-wise multiplication, ® are bi-
nary operations that map each pair of digits (with respect to a given
base b) to another pair of digits, namely the remainder and carry.

2. The algorithm for multiplication of integers works independent of
the choices of output for the operations @ and ®. That is, for each of
@ and ®, if we change the output (carries and remainders) associated
with one or more ordered pairs of digits, then the integer multiplication
algorithm will still work but will produce different output strings.

3. Changing the outputs of & and ® can alter the algebraic properties
of the resulting string-wise multiplication.

Since given algorithm for basic arithmetic is common knowledge, in or-
der to define a new string-wise multiplication, AIA would be list as a
table format or an ordered string the remainders and carries associated
with each ordered pair of digits for the @& and ® operations. Table 4.1
and the subsequent derived string, 000102010210021011000000000102000211,
give the remainders and carries for actual addition and multiplication

in base 3. we can define tables for & and ®, and thus generate a new
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string-wise multiplication.

Add. Base 3 @ Add. Base 3 ®
a | b | carry | remainder | a | b | carry | remainder
010 0 0 00 0 0
0|1 0 01 0 0
0] 2 0 2 0] 2 0 0
110 0 1 110 0 0
111 0 2 111 0 1
112 1 0 112 0 2
210 0 2 210 0 0
2|1 1 0 2|1 0 2
2|2 1 1 212 1 1

Derived String 000102010210021011000000000102000211

Table 4.1: Base 3 Arithmetic

Stephane et al. defines ATA as follows:
Abstraction of Integer Arithmetic
Let B be the set of all base-b strings of finite length. Then any base-b
string, s, of length 4b? defines a binary operation, x, on B using the al-
gorithm for regular integer multiplication but with the remainders and
carries of digit-wise multiplication and addition taken from s as detailed

above. We call the pair (b,x;) an abstraction of integer arithmetic, or
AIA for short.
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V. Our Protocols

5.1 Assumption and Notation

The following assumptions are made:

- The authentication will occur between a reader and a tag.

- The communication channel between the server and the reader as-
sumed to be secure, but that between the reader and the tag is unse-
cure.

- The reader will store many secret keys, each corresponding to a differ-
ent RFID tag, and has infinite power.

- The tag will have a single secret key, K, in memory. The rest of the
secret key, AIA, will be implemented as hardware, in the form of logic
gates on the tag.

- The tag support a random number generator and can perform sim-
ple calculations provided the maximum allowable gate count to perform
these calculations is not exceeded.

Notations for the protocol are summarized as follow:

5.2 Description

We begin by sharing the same secret key (K, AI A) described above, and
the reader and the tag participate in an message computation algorithm
in Table 5.2 to generate a message that will be exchanged between two
parties. Main idea of our protocol is that reducing the computation and
communication costs by message computation algorithm.

Our protocol consist of two part; tag identification and mutual authen-

tication and key updating phase.
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Table 5.1: Notation
Item  Description

K Secret key, K = {K3, Ky, ..., K,,}

N; Random base, N; = {m,m,_1...mam4}
Kpi K Xapami = {tnirtn..tot1}

M; K X 14 N; = {entp-..€n...€2}

AIA  ATA ={AIA;, AlA,, ..., AIA,}

X Register

X; it" right-most digit of X

X’ Left-most n-1 digits of X

M;_r Right half of M;, {€in)/2...e261}
M;_;,  Left half of M;, {epin...€14(p1n)/2}

flag  Session state,(normal:0, abnormal:1)

Tag identification :

The reader requests to the tag, which first responds with its AT A; and
a random base string N;. The reader perform exhaustive searching the
database on the server. If the server could find a matched AIA; in the
database, it move on the next step,the mutual authentication phase.;
otherwise, the reader request again.

Mutual authentication and Key updating:

In mutual authentication and key updating phase, the reader and the
tag exchange message computed by AIA algorithm and then update
their secret key. We consider two cases as the state of the authentica-
tion session, authentication terminates normally or not.

When the authentication terminates normally, neach process looks like
Figure 5.1:

1. The reader sends M, a new random base Ny and flag after comput-
ing a message M; using AIA; and the random base N; received from
the tag.
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Table 5.2: Message Computation

[nput K = kpkn_1...koky, Ni = mpmyp_y1..mamy
Output M; = K X4 N;

Step 1 For =1 to p

Step 2 t1 — (k1 @ N;)p, carry — (k1 ® N;).

Step 3 For j=2to n

Step 3a  t; «— ((k; ® N;), @ carry),

Step 3b  carry «— ((k; @ N;). & ((kj @ 1), @ carry).),
End For

Step 4t < carry

Step 5 Output Ky; = tpi1ts.. taoty

Step 6 X — (K1)

Step 6a  e; «— (X 4+a74 Koni)1, X — (X +a74 Kpni)'
End For

Step 7 M; = epqp...€n...€2 , stop

2. The tag performs the same addition as the reader to verify the
reader’s message. If it does not, the reader fails to authenticate. If it
does the tag calculates the next message, Msy_g, by randomly choosing
Ns.

3. Then, the tag updates the current secret key as K; .4 = K; and
K new = Ki+aral DS;, transmitting (Ms_g||N3) and flag to the reader.
4. After reader authentication, the reader verifies the message My_g to
convince that the tag received the message M; correctly. Finally, the
reader updates the secret key as K; = K; +a74 I D.S;.

When the authentication terminates abnormally, each process looks like
Figure 5.2:

If the last message (Ms—_g||IN3) in session 9 is interrupted by network
disconnection or the adversary, key updating can lead to desynchroniza-

tion in DB between the tag and the reader, the tag updates the secret
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all K, AIA, N; | Reader Tag K, AIA;, N;

1. Query 2. Choose random base N;
4. Find matched key K; in the DB| 3.1DS, Ny
5. Compute M;=K; Xan N, 6. (My]| N,)flag 7. Compute & verify
Generate random base N, (M1.R) =K Xaa N

then, Compute M2 = K; Xaa N3
Set Ki_ola=Ki, Ki-new=Ki+am IDS;
9. Compute (M)"=K; Xaa N, 8. (Mzg|| N)).flag|  Otherwise, QUIT
Verify Mz +am Mar= (M)’
Set Ki=K;+aa IDS;
Otherwise, QUIT
10. If the tag’s response delay,
set IDS;-flag=1

Flag=0

Figure 5.1: Mutual Authentication I

key but not the reader. We consider the abnormal situation as follows:
1. The reader initiates the flag as 1.

2. The reader sends M;, a new random base Ny and flag after comput-
ing a message M; using Al A; and the random base Nj.

3. When the flag is 1, the tag performs different additions using old
key and new key to reset the secret key K;. The tag checks whether
received message M; corresponds with Mg or My _ e

4. The tag initiates the next step by randomly choosing Nj, calculat-
ing right half message M,_r. Then, the tag updates the current secret
key as K;_oq = K; and K;_ 0, = K; +474 I D.S;, transmitting message
(Ms_g||N3) and flag to the reader.

5. After reader authentication, the reader combines the received mes-
sage Msy_g and their computing message Ms_j, to verify that the tag re-
ceived the message M, correctly and they are sharing same secret K; and
ATA. Finally, the reader updates the secret key as K; = K; +a74 [DS;.
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all K, AIA, N; | Reader Tag K;, AIA;, N;

1. Query 2. Choose random base N;

4. Find matched key K; in the DB 3.1DS; Ny

5. Set flag =1 .
6. Compute M;=K; Xa N, 7. (My| N,).flag | 8 Compute & verify

IF (M1.014)'=Ki.ola XaN,, then Ki=K; o4
IF (M1.new) =Kinew XaaN,, then Ki=K; new
Compute M, . = KiXan N

Generate random base N2

3R
10. Compute (M)'=K; Xaa N, 9. (Mgl No)flag|  Set Ki.oia=Ki, Kinew=Ki+aia IDS;

Verify My +aa Mar= (M)’ Otherwise, QUIT
Set Ki=K;+a1a IDS;
Otherwise, QUIT
11. If the tag’s response delay, Flag:l
set IDS;-flag=1

Figure 5.2: Mutual Authentication II
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VI. Security and Performance Analysis

6.1 Security Analysis

The each tag is designed with a unique set of logic gates to perform the
authentication. In this instance the attacker does not know any portion
of (K, AIA, N). Brute force would then require uncovering all K; and
N; as well as the table values for each of AIA;. Given this amounts
to b guesses for K;, 307 guesses for Ny, Ny, N3 and ((4b*(b!)®)" guesses
for all ATA for a total of " + ((4b?(b!)°)™ 4 3bP. We believe that this
hard problem is as difficult as uncovering (K, AIA, N). In so doing the
following security properties appear to be satisfied.

- Man-in-the-middle attack prevention : Even if the adversary sends
flipped message (M]||N/), both parties should verify the messages with
their unique AIA; so that each round of the protocol prevents a man in
the middle attack.

- Resistance to Cloning Attacks : Even if the secret string AIA is lifted
from the tag, an attacker wishing to clone the tag would need to read
the logic gate configuration on the tag and produce new tags with this
same logic gate configuration in order to imitate the original tag.

- Forward Security : As the secret string K is stored in memory, peri-
odically, once authentication is successful the tag’s secret string could
be updated.

- Replay attack prevention : Storing all messages from communication
between the tag and the reader, and replaying them to the appropriate
device will not work because both parties newly generate the message
M) with their ATA;.

- Synchronization: Setting up the session state, flag, to 0 or 1 as the
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condition of the authentication session. When the authentication overs

abnormally, the tag resets the secret key, as K was before.

The comparisons with the other light-weight schemes are summarized

in Table 6.1 .
Table 6.1: Security Comparisons

Item CCO07[18] | HBMPO07[22] | KNO05[17] | SA07[24] | Our Protocol
Privacy 0 0] (0] O (0]
Anonymity O 0] X O (@)
Resist to replay at- O X X O (0]
tack
Resistance to man O X X X (0]
in the middle at-
tack
Resistance to X X X X (0]
Cloning
Synchronization X X X X (0]

O : Provided , X : Not provided

6.2 Performance Analysis

We compare our protocol with stephane et al.’ scheme in terms of
the storage, computation and communication requirements of both the
reader and the tag.

Table 6.3 gives the comparisons of the storage on the reader and the tag
in each protocols. The most severe restrictions of the passive tag are
the small number of logic gates(200-2000) which can be devoted to secu-
rity algorithms, and the volatile memory available(32-128 bit) to store
intermediate calculations. The implementation of the standard private
key cryptosystem, AES (Advanced Encryption Standard), currently re-
quires approximately 4000 logic gates. EPC Class-1 Gen-2 sample tag

allows only 128-512 bit of ROM, 32-128 bit of RAM and 1000-10000
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Table 6.2: Storage Capacity Comparisons

Approach RAM ROM
Stephane Tag (n+1)logy(b) b(n + 1)logy(b) + 2
[24] Reader | n((4b% — b)blog,(b!)) | b(n + 1)logy(b) + 2

Our protocol | Tag 2(n+ p)logy(b) + 2 (4b? — b) log, ()
Reader (4b? — b) log, (b!) N (4b? — b) log, (b!)

. the bit-length of secret key K;,
: the number of tags

: random base

o oo 2 B

: the bit-length of a random base string V;

gates.

Our protocol requires 2(n + p)log,(b) + 2 bit for K;,N;, M; and flag,
and (4b* — b) log,(b!) bit of ROM to store AIA for the tag where each
K; is n digits long, N; is p digits long and random base is b. The reader
is required to store the tag’s all AIA; consisting of 40> — b additive
carry bit and the b/ possible permutations so that the reader side needs
N (4b* — b) log,(b!) bit and N(2(n + p)log,(b) + 2) bit, AIA and K, N
respectively. For example if we choose b = 4, n = 10, p = 10 the tag
will require 20 bit of ROM, 82 bit of RAM, and 300-400 logic to store
(AIA, K, N;). Our protocol seems efficient enough to satisfy the EPC
Class-1 Gen-2 specification.

We take into account the AIA algorithm that involves bit-wise multipli-
cation and addition in each authentication session in order to compare
the computation cost of the protocols. Table 6.3 shows our protocol
needs only 2(np) times of bit-wise multiplication and (n+1)(p—1)+ %2
times of bit-wise addition; we reduce the computation cost Stephane et
al.’s one[24].

Moreover, while Stephane et al.’s protocol repeats at least 40 times of
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Table 6.3: Computation & Communication Comparisons

Approach &) ® Communication
Stephane Tag (n+1)r nr 2r
[24] Reader (n+1)r nr
Our protocol | Tag | (n+1)(p—1)+22 | 3(np) 3
Reader 2(n+1)(p—1) 2np

-

. the bit-length of secret key K;

n
b : random base
p

: the bit-length of a random base string V;

: the number of authentication session round

authentication round to guarantee reasonable security, our protocol only

need 3 times of authentication session. Stephane et al.’s protocol ex-

changes one bit message each other so that the adversary can guess the

messages transmitted. Therefore, their protocol is forced to repeat the

authentication session. Thus, our protocol has practical performance

advantages over the Stephane et al.’s scheme, while also providing the

privacy and security properties.
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VI1I. Conclusion

In this thesis, we have reviewed the security flaws of the previous light-
weight protocol based on bitwise operations or CRC reported by other
researchers as well as new ones. We show that most of the previous
light-weight RFID authentication protocols based on random number
generator, Cyclic Redundancy Code(CRC) or bitwise operations (e.g.,
XOR, AND and OR)are vulnerable to both passive and active attacks
[32, 31]. For instance, anyone can obtain the tag identity and secret key
through the consecutive eavesdropping.[12] Then, we introduce the Ab-
straction Integer Arithmetic(AIA), key pool with a unique subset of the
remainders and carries of the integer for each tag, proposed by Stephane
et al.[24]. We enhance efficiency as well as security of Stephane et al.’s
protocol. While requiring only 82 bit of RAM, 20 bit of ROM and 300-
400 logic gates, our protocol can satisfy security requirements(e.g., syn-
chronization, protection to replay, cloning and impersonation)for RFID
system. Our protocol may be scaled to provide a high level of security,
using relatively little computational resources and be an alternative of

the previous schemes based on bitwise operation.
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