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Abstract

Radio Frequency IDentification (RFID) is an automatic identification sys-

tem, relying on storing and remotely retrieving data about objects we want

to manage using devices called “RFID tag”. The RFID system is more useful

for various purposes than optical barcode technology since the RFID system

can identify lots of tags quickly through RF with neither physical nor visual

contact. The RFID system can be used in lots of industries such as supply

chain management, inventory, storage, etc. and give facilities for individuals

with a ubiquitous computing environment.

However, RFID system can have security problems inherently if the tag

offers no access-control and tamper-resistance mechanisms. RFID system can

induce an information leakage problem of companies and privacy problems

of individuals since the RFID tag emits its data to everyone including adver-

saries. For example, a dishonest company may try to collect information of

competing company about physical distribution. By utilizing responses from

a tag, an adversary may try to get knowledge of products which an individ-

ual user carries or traces a user. In addition, we must consider an attack

that an adversary earns unfair profits by responding a reader’s query with

forged information. These vulnerabilities make people reluctant to use RFID
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technology [2, 23].

Even though there are many cryptographic primitives against similar vul-

nerabilities, they can not be applied to the RFID system due to the limited

computation power of a low-cost tag. Consequently, new security protocols

with less calculation in the tag are required. To protect users from tracing, we

propose an RFID mutual authentication scheme which utilizes a hash func-

tion and synchronized secret information like others [11, 9, 17, 16]. To the

best of our knowledge, our scheme offers the most enhanced security feature

in RFID mutual authentication scheme with respect to user privacy allow-

ing one more hash operation in comparison with [17] which requires identical

computational complexity at a back-end server.
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Chapter 1

Introduction

1.1 Radio Frequency Identification

Radio Frequency IDentification (RFID) is an automatic identification system,

relying on storing and remotely retrieving data about objects we want to

manage using devices called “RFID tag”. In the near future, RFID technology

is expected to play an important role for object identification as a ubiquitous

infrastructure. RFID technology is one of next generation technologies which

is mainly used to identify massive objects and will be a substitution for the

existing optical barcode system in the near future. The micro-chip equipped

on a tag has unique identification information and is applicable for various

fields such as animal tracking, supply chain management, inventory control,

etc.

Some widespread and commonly known applications of RFID are iden-

tification, tracking and real-time monitoring. RFID can help in providing

real-time supply on location and status of goods. The ability to identify and

track assets is critical for a retail store, a wholesale distributor, a manufac-

turer, or a hospital.

An RFID tag attached to any object contains a unique serial number that

is used to identify the object. This application can be used in supply-chain

management where each item can be identified and when it enters or leaves

the warehouse. RFID can also be used to track the exact location of people

or equipment and record events associated with their location.

1



1.2 Design Considerations on Authentication

Protocol

RFID applications are growing in areas such as admission control, payment,

ticketing, etc. that sophisticated security measures are needed. Without se-

curity, illegal activities cheating RFID systems, e.g., breaking into a building

or ticketing without payment, are not difficult because of using air interface

between tags and readers of RFID system. In addition, user privacy is also

issued since anyone can intercept communication between tags and readers

and get information about a tag holder. We describe these security issues in

the next chapter in detail.

To remove security vulnerabilities and protect user privacy, authentication

protocol for RFID system can be considered as a measure of security. With

the well-designed authentication protocol, a tag, a reader, and a back-end

server authenticate each other and agree on the secret session key which will

be used to secure the later session. As denoted in [3, 12, 13, 18, 26], one of

important issues in providing security services under RFID environment is to

design the authentication protocol to meet the low computational capabilities

and restricted capacities. The detailed processes of our mutual authentication

protocol will be described in Chapter 4.

When designing an RFID authentication protocol, we should consider the

factors such as the properties of protocol environments and the resources of

protocol entities. There are several factors specific to RFID systems. One

of them is the characteristics of RFID communication channel. RFID com-

munication channel is asymmetric in signal strength, which means it will be

much easier for adversaries to eavesdrop on signals from reader to tag than on

data from tag to reader since tags respond by passively modulating a carrier

wave broadcasted by the reader. The insecure communication channel based

on air interface between tags and reader is more vulnerable to attack than
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the secure channel between readers and back-end servers. Another is limited

resources to meet the minimum cost of RFID tags for general usage. The low-

cost RFID tags are very limited in the computational capability compared

with other entities such as readers and back-end servers.

We apply mutual authentication method to the RFID system in order to

update secret information which is shared between a back-end and a tag. If

secret information is fixed, an adversary may trace a previous event which a

tag is participated by tapering with the tag. Therefore, the secret information

in the tag must be frequently changed and synchronized with a database of

the back-end. In order to update secret information securely with recognition

of the back-end and the tag, mutual authentication is essential.

The cost of a RFID tag should be reduced under US$0.50 in practical use.

In order to achieve this price, IC should be priced less than US$0.20 [27].

These price barrier for low-cost tags restrict the range of gates in a tag from

7.5 to 15 K and the number of gates for security purpose is limited to from

2.5 to 5 K [22]. For these reasons, it must be impractical to use the existing

cryptographic algorithms [12].

1.3 Our Contributions

Recently, RFID applications have been implemented for various areas and

the technology is also improved. Security concerns and user privacy issues

are potential risks for RFID proliferation. In the mean time, security prob-

lems are not considered as a big barrier in the real world. The reason is

that the applications based on RFID are mainly developed for supply chain

management, and user friendly tags just start to emerge, which means the

cost of RFID tag makes it difficult to apply as a substitute for the existing

barcode. However, RFID technology is growing very fast, and the cost of tag

for general purposes will be reasonable in the near future. Privacy and secu-

rity issues should be protected for the admirable usage of RFID, and several
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papers proposed security and privacy protections schemes for RFID.

In this thesis, some schemes for security and privacy protection for low-

cost RFID are surveyed and their pros and cons are compared for the secu-

rity requirements of RFID. Further, we propose a robust privacy preserving

mutual authentication protocol that fits the low-cost RFID system environ-

ment. The proposed authentication protocol meets the privacy protection for

a tag holder, which requires confidentiality, untraceability, anti-cloning, and

integrity from the cryptographic point of view.

Therefore, we provide a protocol which can be realized in a low-cost tag.

To protect users from tracing, we propose an RFID mutual authentication

scheme which utilizes a hash function and synchronized secret information

like others [11, 9, 17, 16]. We will show our scheme offers the most enhanced

security feature in RFID mutual authentication scheme with respect to user

privacy including resistance against tag cloning allowing one more hash op-

eration in comparison with [17] which requires identical computational com-

plexity at a back-end server.

1.4 Organization

The remainder of the thesis is organized as follows:

In Chapter 2, we introduce RFID system primer, cryptographic back-

ground to understand our scheme. We discuss about the current security

problems concerning the characteristics on RFID technology as well as the

potential privacy issues.

Several schemes and protocols are introduced in Chapter 3. Those schemes

are mostly focused on how to guarantee security and protect user privacy in

low-cost RFID environment. We analyze security problems of each protocol.

We propose our mutual authentication scheme in Chapter 4. To satisfy

low computational power on the existing RFID, the proposed authentication

protocol adapts simple cryptographic primitives, a one-way hash function
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and random number generator. Mutual authentication is the basis for the

proposed protocol, provides user privacy protection and protects a tag against

various attacks. Then we analyze security and performance of our protocol.

In Chapter 5, we compare security and efficiency of the proposed protocol

with previous work.

Finally, we conclude in Chapter 6.
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Chapter 2

Preliminaries

2.1 RFID System Components

The RFID system has three main components: a RFID tag T , a reader R,

and a back-end server B [27].

T carries object identifying data. T is attached to all objects in an RFID

system. T is typically composed of a microchip for storage and computation,

and a coupling element, such as an antenna coil for communication. T may

also contain a contact pad. Tag memory may be read-only, write-once read-

many or fully rewritable.

R not only queries T for its data, but also updates the contents of T
through an RF interface. To provide additional functionality, R may contain

internal storage, processing power or connections to B. Computation, such

as cryptographic calculations, may be performed by R on behalf of T .

B stores records associated with T . R may use contents of T as check

information to find ID of T . B may associate product information, tracking

logs or key management information with a particular T . An independent B
may be built by anyone with access to tag contents. This allows A along the

supply chain to build his own applications.
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2.2 RFID Security

2.2.1 Security Problems

Privacy and cloning of T must be solved for proliferation of RFID technol-

ogy. Because everyone can query to a low-cost tag (which doesn’t have an

access control function) without recognition of the tag holder, privacy must

be considered.

One of privacy problems is the information leakage on user’s belongings.

We don’t want that our personal things are known to others. For example,

exposure of expensive products can make a tag holder be a victim of a robber.

A personal medicine known to another throws the user into confusion. Even

though the information leakage problem is significant, it’s easy to solve. It

can be solved just by using the anonymous ID that B only can match with

the real product codes [6].

Another problem about the user privacy is a user tracing problem. By

tracing T , A can chase and identify the user. If A installs a vast amount of

R’s at a wide area, each individual person’s location privacy is violated by

A. The user tracing problem is hard to solve, because we must update every

response of T in order to evade a pursuer while a legitimate user can identify

T without any inconvenience. Moreover, this job must be performed by T
with small computational power.

Tag cloning also must not be ignored. A may try to clone a specific T to

gain illegal benefit. For instance, if a protocol which is vulnerable to a replay

attack is used, A can disguise an expensive product as cheap one by saving

a response from T attached on cheap one and emitting the response while

checking out.
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2.2.2 Security Requirements

The most important security requirement for user privacy is untraceability [5].

Untraceability is the property that A can not trace T by using interactions

with T . This concept includes ID anonymity, which is satisfied when A can

not know a real product ID of T and guarantees to prevent the leakage of

information of user belongings. Even thought A doesn’t know ID of T , A can

trace T if A can find specific patterns of outputs of T , e.g., a value increased

by one for every response in [11].

For perfect untraceability, protocols must satisfy indistinguishability [18]

and forward security [18] (or forward untraceability [5]). Indistinguishability

means that values emitted by T must not be discriminated from the other T .

For forward security, A cannot trace the data back through previous events

in which T was involved even if A acquires the secret data stored in T .

Anti-cloning is an additional security requirement. This property means

that A cannot clone T without tampering with T . When A tampers with T ,

A has same information as T itself, and then we cannot prevent tag cloning.

However, there are many ways to cloning without tampering with T , e.g., the

replay attack. Therefore, anti-cloning can be one of security requirements.

Availability is also one of security requirements. T should be available all

the time when a user wants. Even though physical attacks such that jam-

ming responses of T or blocking responses of T by using metal mesh or foil

cannot be prevented by logical operations, an authentication protocol should

provides the data recovery against the data loss such as DoS, message hijack-

ing, power interruption, etc. during the authentication processes. Especially,

the desynchronization attack by utilizing a man-in-the-middle attack must

be prevented.
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2.3 Cryptographic Background

2.3.1 Hash Function

The basic operation of hash functions is to map an element of larger domains

to an element of smaller domains. This property is utilized in many non-

cryptographic computer applications like storage allocation to improve per-

formance. However, cryptographic hash functions (hereinafter, simply hash

functions) has more important aspects then conventional ones, which makes

them playing a fundamental role in modern cryptography.

The purpose of hash functions in cryptographic sense to provide data in-

tegrity and message authentication. For these usage, adopted hash functions

h() should satisfy the following requirements:

Compression. Given an input x of arbitrary finite bitlength, h(x) maps to

an output y of fixed bitlength n.

One-wayness. If y = h(x) is given, it is computationally infeasible to com-

pute x. This property has two folds. One is preimage resistance, which

means for all outputs y, it is computationally infeasible to find any input

x such that h(x) = y given no corresponding input is known. Another

is 2nd-preimage resistance, which means given x, it is computationally

infeasible to find x′ 6= x such that h(x) = h(x′).

Collision-avoidance. It is computationally infeasible to find a pair (x, x′)

satisfying h(x) = h(x′).

Efficiency. Given an input x, h(x) is easy to compute.

A one-way hash function OWHF is a hash function which offers preimage

and 2nd preimage resistance. This may be thought of simply as being difficult

to invert. A collision resistant hash function CRHF is a hash function which

is 2nd-preimage resistant and collision-freshness.
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Hash functions should be resistant against the Birthday attack [25, 1],

which is a powerful method to find colliding input pairs. Therefore, it is

preferable that the output length of hash function is longer than 160 bits

under current computing environments. We assume that hash functions in

our protocols are secure and satisfy all above requirements.

The details on collision-freeness and one-wayness of hash functions are

appeared in [8]. In terms of low-cost RFID environment, [27] examined and

introduced about the study of low-cost hash functions.

Hash Chain

Hash chain is a variant of hash functions and utilized in various areas: RFID

[18], authentication [15], micropayment [19] and auction [7], etc.

The generation of hash chain is done as follows:

Seed : s0

1st round : h1 = h(s0)

2nd round : h2 = h(h(s0))

. . . : . . .

n-th round : hn = h(hn−1).

The use of hash chain values is in reverse order, i.e. from hn to h1. From

the one-wayness of hash functions, no one can predict the next value from

the current value except only one has the knowledge on the seed.

2.3.2 Random Number Generator

Random number generation is used in a wide variety of cryptographic oper-

ations, such as key generation and challenge/response protocols. A random

number generator is a function which outputs a sequence of 0 and 1 such that

at any point, the next bit cannot be predicted based on the previous bits.
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However, true random number generation is difficult to do on a computer,

since all the computers are deterministic. Thus, if the same random generator

is run twice, identical results are received.

True random number generators are in use, but they can be difficult to

build. They typically take input from something in the physical world, such

as the rate of neutron emission from a radioactive substance or a user’s idle

mouse movements. Because of these difficulties, random number generation

on a computer is usually only pseudo-random number generation. A pseudo-

random number generator PRNG produces a sequence of bits which has a

random-looking distribution. With each different seed (a typically random

stream of bits used to generate a usually longer pseudo-random stream), the

pseudo-random number generator generates a different pseudo-random se-

quence. With a relatively small random seed a pseudo-random number gen-

erator can produce a long apparently random string. Pseudo-random number

generators are often based on cryptographic functions like block ciphers or

stream ciphers. For instance, iterated DES encryption starting with a 56-bit

seed produces a pseudo-random sequence.

2.3.3 Mutual Authentication

The general setting for an identification protocol involves a prover A and a

verifier B. The verifier is presented with, or presumes beforehand, the pur-

ported identity of the claimant. The goal is to corroborate that the identity

of the claimant is indeed A, i.e., to provide entity authentication.

Definition Entity authentication is the process whereby one party is as-

sured (through acquisition of corroborative evidence) of the identity of a

second party involved in a protocol, and that the second has actually partic-

ipated.

Challenge-response identification The idea of cryptographic challenge-

response protocols is that one entity (the claimant) “proves” its identity to
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another entity (the verifier) by demonstrating knowledge of a secret known

to be associated with that entity, without revealing the secret itself to the

verifier during the protocol. This is done by providing a response to a time-

variant challenge, where the response depends on both the entity’s secret and

the challenge. The challenge is typically a number chosen by one entity (ran-

domly and secretly) at the outset of the protocol. If the communications line

is monitored, the response from one execution of the identification protocol

should not provide an adversary with useful information for a subsequent

identification, as subsequent challenges will differ.

Challenge-response by symmetric-key techniques Challenge-response

mechanisms based on symmetric-key techniques require the claimant and the

verifier to share a symmetric key. For closed systems with a small number

of users, each pair of users may share a key. In larger systems employing

symmetric-key techniques, identification protocols often involve the use of a

trusted on-line server with which each party shares a key. The on-line server

effectively acts like the hub of a wheel, providing a common session key to

two parties each time one requests authentication with the other.

Challenge-response based on (keyed) one-way functions Challenge-

response identification can be performed by utilizing a one-way function (not

encryption function) with a shared key and challenge. This may be preferable

in situations where encryption algorithms are otherwise unavailable or unde-

sirable (e.g., due to export restrictions or computational costs). The revised

three-pass challenge-response mechanism based on a keyed one-way function

provides mutual identification as follow:

A ←− B : rB

A −→ B : rA, hK(rA, rB, B)

A ←− B : hK(rB, rA, A)

12



Chapter 3

Previous Work

We describe some mutual authentication schemes and other approaches for

protecting tag holders against an adversary A in this chapter.

3.1 Mutual Authentication based on a Hash

Function

In this section, we describe schemes based on a hash function and a pseudo-

random number generator for mutual authentication of the RFID system.

After showing authentication processes, we analyze security of the schemes.

All schemes in this section assume the channel between B and R is secure,

and B and T own information jointly. In addition, we asume that desynchro-

nization occurred by data loss can be easily prevented by maintaining two

records for each T like [11]. Notations rb, rr, and rt mean random numbers

generated by B, R, and T , respectively.

3.1.1 Hash-based Enhancement of Location Privacy

Henrici et al. suggested a mutual authentication scheme that utilizes a

counter for synchronization between B and T [11]. When the system is

launched, T contains its current identifier ID, the current session number

k (both are set up with random values), and ksucc which is equal to k. B
contains ID and ksucc for each T it manages, which is initially equal to the

13



values stored in T . An identification can be executed follows (Figure 3.1):

B R T
ID, ksucc ID, k, ksucc

query -
k ← k + 1

h(ID), h(k ⊕ ID),∆k¾

Recover ID
Check h(k ⊕ ID)

rb, h(rb ⊕ k ⊕ ID) -

Check h(rb ⊕ k ⊕ ID)
If correct,
update ID and ksucc

Figure 3.1: Hash based enhancement of location privacy

1. R sends a request to T .

2. T increases its current session number k by one and then sends back

h(ID), h(k ⊕ ID) and ∆k := k − ksucc. h(ID) allows B to recover

identity of T ; ∆k allows B to recover k and thus to compute h(k⊕ID),

and h(k ⊕ ID) aims at thwarting replay attacks.

3. B checks the validity of these values according to its recorded data. If

all is fine, it sends a random number rb and h(rb ⊕ k ⊕ ID) to T and

stores the new values. Since T knows k and ID and receives rb, it can

check whether or not h(rb⊕k⊕ID) is correct. If this is case, it replaces

its identifier by rb ⊕ ID and ksucc by k. Otherwise it does not refresh

its identifier.

Attack based on non-random information: This attack consists of

tracking T , taking advantage of the information supplied by ∆k. Indeed, since

T increases its value k every time it receives a request (Step 2) even if the
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identification finally fails, while ksucc is updated only when the identification

succeeds (Step 3), A may interrogate T several times to abnormally increase

k and therefore ∆k. Thanks to the fact that this value is sent in clear in the

second message, A is then able to recognize its target later according to this

value: an abnormally high ∆k, i.e., far from the expected ∆k when no attack

occurs.

Attack based on database desynchronization: A subtle and defin-

itive attack consists of desynchronizing T and B. For this, A performs the

identification so that the random value r sent by A is the neutral element

of ⊕: A replaces rb by the null bit-string and replaces h(rb ⊕ k ⊕ ID) by

h(k ⊕ ID) obtained from the second message of the current identification.

We have trivially h(0 ⊕ k ⊕ ID) = h(k ⊕ ID). Thus, T cannot detect the

attack. Then it replaces its identifier by 0 ⊕ ID (which is equal to its “old”

identifier) and it updates ksucc. In the next identification, T and B will be de-

synchronized, since T computes the hash value using the “new” ksucc whereas

B checks the hash value with the “old” ksucc : the test fails and the received

message is discarded. Consequently, B will never send the third message to

refresh identifier of T and T is definitively traceable.

Attack based on tampering: Because ID is updated by XORing ID

with rb which is transmitted through an air interface, A can trace the previous

output of T . We can image an attack that after A obtains ID by tampering

with T and has eavesdropped plenty of interactions between B and various

T ’s, A tries to distinguish the response of T from others. If A collects

interaction of the last authentication, A can know the previous ID by XORing

the current ID with rb of the interaction and test correctness of ID by hashing

ID and comparing it with the first value of the response of T , i.e., h(ID).

Therefore, if A collects all interactions betweenR and T when ID is updated,

then A can trace all previous events of T .
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3.1.2 A Lightweight RFID Protocol

Dimitriou proposed a mutual authentication scheme that uses random num-

bers generated by R and T for randomization [9]. An identification works as

follows (Figure 3.2):

B R T
ID ID

rr -

h(IDi), rt, hIDi
(rt, rr)¾

Recover ID
Update ID

hIDi+1(rt, rr) -

Check IDi+1 from B
If correct, update ID

Figure 3.2: A Lightweight RFID Protocol

1. R transmits a random number rr.

2. T generates a new random number rt and sends back h(IDi), rt, and

hIDi
(rt, rr) to R which then forwards these values to B. B authenticates

T and if everything holds good, B computes the new identity, IDi+1.

3. B constructs the message hIDi+1
(rt, rr) using the new key IDi+1. B

then sends this message to R who forwards it to T . Upon reception, T
generates the new key on its own and computes the value hIDi+1

(rt, rr).

If the value received is the same as the value computed, T accepts the

response as authentic and only then T deletes the old key IDi and rt

from its memory. Otherwise, T rejects the answer and keeps the old

key IDi.
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Attack based on active query: The first value of the response of T ,

i.e., h(IDi) is changed per each successive mutual authentication because IDi

is updated, but h(IDi) does not vary between successive mutual authentica-

tions. Therefore, A can trace T by actively querying to T .

Attack based on tampering: The authors doesn’t describe in the detail

way how to update ID. If the way that A can guess a previous ID from

current ID is implemented, then A can trace the event that T is participated.

3.1.3 Efficient Authentication for Low-Cost RFID Sys-

tems

Lee et al. [16] suggested an efficient authentication for low-cost RFID systems.

Their scheme prevents a desynchronization of ID between D of B and T by

maintaining not only current data but also previous data which is updated

by the current data. We briefly describe this scheme.

In their scheme, D of B and T commonly save ID.

B R T
ID ID

rr -

HID = h(ID), hL(ID||rr)¾

Recover ID
Update ID

hR(ID||rr) -

Check hR(ID||rr) from B
If correct, update ID

Figure 3.3: Efficient Authentication for Low-Cost RFID Systems

The scheme is operated as follows:
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1. R picks a random number rr and sends rr to T .

2. T computes HID = h(ID) and h(ID||rr). T sends hL(ID||rr) and

HID to R, where hL(ID||rr) is a left half of h(ID||rr).

3. R sends hL(ID||rr), rr, and HID to B.

4. B finds HID in D. If successful, B computes hR(ID||rr) using rr

received from R and ID in D, where hR(ID||rr) is a right half of

h(ID||rr). B sends hR(ID||rr) to R.

5. To update ID for the next session, B updates D as HID = h(ID⊕ rr)

and ID = ID ⊕ rr.

6. R forwards hR(ID||rr) to T .

7. T checks a validity of hR(ID||rr). If the message is valid, then T
updates its own ID to ID ⊕ rr.

Attack based on active query: This scheme has identical venerability

with [9]. The first value of the response of T , i.e., h(ID) is changed per each

successive mutual authentication because IDi is updated, but h(ID) does

not vary between successive mutual authentications. Therefore, A can trace

T by actively querying to T .

Attack based on tampering: This scheme also has identical weakness

against attack based on tampering like Dimitriou’s scheme [9]. Because ID

is updated by XORing ID with rr which is emitted through a air interface,

A can trace the previous output of T . We can image an attack that after A
obtains k by tampering with T and has eavesdropped plenty of interactions

between B and various T ’s, A tries to distinguish the response of T from

others. If A collects interaction of the last authentication, A can know the

previous ID by XORing the current ID with rr of the interaction and test

correctness of ID by hashing ID and comparing it with the first value of the
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response of T , i.e., HID. Therefore, if A collects all interactions between R
and T when ID is updated, then A can trace all previous events of T .

3.1.4 Privacy and Security in Library RFID

Molnar et al.’s scheme [17] provides mutual authentication of B and T in a

private way if we don’t consider tamper with T . It shall prevent an attacker

from impersonating, tracing or identifying tags. ID of T is stored in both D

of B and T . They also share a secret key k.

B R T
ID, k ID, k

rr -

rt, σ = ID ⊕ fk(0, rr, rt)¾

Recover ID

τ = ID ⊕ fk(1, rr, rt) -

Check τ from B

Figure 3.4: Privacy and Security in Library RFID

1. To initiate the authentication, R sends a random number rr to T .

2. T picks a random rt and answers σ := ID ⊕ fk(0, rr, rt), where fk is a

pseudorandom function.

3. B retrieves the identity of T by finding the pair (ID, k) in D such that

ID = σ ⊕ fk(0, rr, rt). This completes the authentication of T .

4. In order to achieve mutual authentication, B sends back τ := ID ⊕
fk(1, rr, rt) to T .
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5. T can thus verify the identity ofR by checking that ID = τ⊕fk(1, rr, rt).

Attack based on tampering: Because ID and k are not updated all

the time, A can chaise the previous output of T . We can image an attack

that after A obtains k by tampering with T and has eavesdropped plenty of

interactions between B and various T ’s, A tries to distinguish the response

of T from others. A can make and test σ′ by using the tampered ID and k

with values, rr and rt, in communication. If σ′ generated by A is the same

value as σ, then A can conclude the tampered T participates the interaction

eavesdropped by A.

3.2 Other Approaches

There exist hardware-based schemes to protect user privacy such that kill

command feature [3], blocker-tag [13], and Faraday case. Kill command fea-

ture is originally suggested by Auto-ID center [4]. Each T has a password.

When R orders kill command to T with its password, T stops its operation

permanently. This feature makes possible perfect security, but we cannot

reuse T . T must be killed when T goes to an insecure area. After that, T
cannot be operated any more even if T returns to a secure area. The blocker-

tag jams all T when tree-walking singulation is processed. The blocker-tag

also disables legitimate user who wants to collect information from T . The

Faraday case prevents T from hearing the request by enclosing T . This

method is only suitable for limited application that we can enclose products

using a Faraday case [6].

Several papers suggested schemes relying on the concept of universal re-

encryption [10], that re-encryptions of a message m are performed neither

requiring nor yielding knowledge of the public key under which m has been

encrypted initially. The protocol of Golle et al. [10] proposed the concept of

universal re-encryption and applied the concept to the RFID system. Saito
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et al. [20] pointed out an attack against the protocol of Golle et al. [10] and

subsequently suggested two protocols based on the Golle et al.’s protocol.

The first protocol is an improvement of [10] where the operations carried out

by T are modified. The difference between [10] and the second protocol of

Saito et al. is that the re-encryptions are carried out by T itself and no

longer by R. All schemes based on universal re-encryption are nevertheless

weak against eavesdropping. Previous re-encrypted data is the output of T
of the next session, so an eavesdropper can link each session and trace T .

Some schemes use hash functions to identify T . Weis et al. [26] suggested

a protocol that T sends h(ID||r) and including a random number r, whenever

R wants to know ID of T . This scheme has a vulnerability that A can trace

the previous outputs of T if A tampers with T [5]. Ohkubo et al.’s protocol

[18] is a unique protocol which prevents traces by this time. In this protocol,

the i-th T sends G(Hk−1(s1
i )) for the k-th response, where G and H are

different hash functions and s1
i is an initial value of the i-th T . To find ID of

T , B must search all the hash chains of each T , so this protocol is inefficient

to be installed in a system which is not small.
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Chapter 4

Our Protocol

In this section, we propose a RFID authentication protocol which guarantees

mutual authentication in each session and almost secure privacy of a tag

holder.

At first, we define some assumptions and the required security goals in

RFID mutual authentication protocol. Starting from the design of basic pro-

tocol, security and robustness for risks are considered. Then, we place em-

phasis on the user privacy protection to our proposed protocol.

4.1 Main Idea

Basically, security vulnerabilities in RFID systems come from insecure air

interface between T and R. A can try to desynchronize identification in-

formation of T between T and B. The replay attack is also enabled for T
and B, respectively. Moreover, A can trace location and behaviors of a tag

holder without detection and impersonate a legitimate T or a legitimate R.

To remove these security and privacy problems, our protocol is based on mu-

tual authentication between T and B guaranteeing freshness of identification

information of T .

However, we assume the communication channel between R and B is

secure as most of previous work. R generates a random number and transmits

it to make T anonymous when querying T . This random number is integrated

into the authentication message of T to protect the replay attack.

22



In our protocol, T does not have any real data and all authentication

messages are random and hashed, so confidentiality is guaranteed even though

the authentication messages are eavesdropped by A or T is tampered by A.

Like [11], we adopt the similar database structure and a similar mechanism

to prevent the data loss. In [11], a database D of B and manages a pair of

records for each T in case the reply message from B to T is lost or intercepted.

Instead of a pair of records, our scheme manages one additional field for each

record Klast in D. Klast is a field to save the previous secret information

which is replaced by the current secret information k.

4.2 Assumptions

4.2.1 General Assumptions

Our protocol works with the general assumption that T has a hash function

h(), a pseudorandom number generator PRNG, XOR gate, and the capability

to keep state during a single session. The widely acceptable low-cost RFID

T would most likely require the usage of passive tags [21, 26]. To design our

proposed protocol, we assume the low-cost T is passive and has a re-writable

memory like EEPROM with reasonable size.

In our protocol, we assume T has a hash function. In [28], it is said that

a hash function unit with block size of 64-bit can be implemented with only

about 1.7 K-gate, so it is also assumed that there will be the practical im-

plementation of hash function for the low-cost T with the desirable security.

Like [11, 18], we assume that T only has its authentication related informa-

tion. T also has a non-volatile memory for keeping values of k to process

mutual authentication. The simple structures for the record of D and the tag

memory are shown in Figure 4.2. Other required data of T for an application

can be stored in D of B, but we don’t describe.

As the previous schemes [11, 26], we assumed R is a TTP and the com-
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Database Fields
IDF K Klast

Figure 4.1: Overall architecture of our RFID system

munication channel between R and B is secure. Because both R and B have

large computational power to implement traditional cryptographic primitives,

e.g., public key cryptosystem, the communication channel between R and B
can be easily protected by well-known cryptographic protocols.

Only one cryptographic primitive which must be implemented in R is

SRNG. s generated by SRNG is used to verify the validity of a response of

T by preventing the replay attack.

Figure 4.1 shows overall system architecture and message exchanges based

on the assumptions.

4.2.2 Attacking Model

To solve the security risks and privacy issues, the following attacking model

must be assumed and prevented.

Eavesdropping : A can easily eavesdrop a communications between T and
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R without user’s recognition because T and R emit their data through

an air interface.

Replay Attack : A can eavesdrop the response message from T , and retrans-

mit the message to the legitimate R.

Database Desynchronization : A tries to desynchronize identification in-

formation between B and T . By desynchronizing identification infor-

mation between B and T , A can make T useless and trace T since A
cannot update identification information.

Tampering : A should tamper with T because a low-cost T offers no and

tamper-resistance mechanisms. It can induce information leakage prob-

lems of a tag holder. A tries to get knowledge of previous events in which

T participate.

Forgery : When A tampers with T , A has same information as T itself, and

then we cannot prevent tag cloning. Therefore, we consider only the

situation that A clones T without tampering with T .

4.3 Security Requirements

To guarantee security and protect the privacy of a tag holder, we define the

following requirements in cryptographic point of view [27, 18].

Data Confidentiality : The private information of T must be kept secure to

guarantee user privacy. The information of T must be meaningless for

its holder even though it is eavesdropped by an unauthorized R.

Indistinguishability : Responses emitted by T must not be discriminated

from the other T . A can obtain responses of T by eavesdropping or

actively querying. If A can discriminate T from other T , A can trace

a targeted T and then tag holder’s privacy is violated.
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Forward Security : A must not be able to trace the data back through

previous events in which T was involved even if A acquires the secret

data stored in T . Because a low cost T doesn’t have a tamper-resistance

mechanism, A can get knowledge of data stored in T by tampering with

T . If A guesses a previous response of T from tampered data, A can

discover an event participated by a tag holder.

Anti-cloning : Anti-cloning is an additional security requirement. This prop-

erty means that A cannot clone T without tampering with T . When A
tampers with T , A has same information as T itself, and then we cannot

prevent tag cloning. However, there are many ways to cloning without

tampering with T , e.g., the replay attack. Therefore, anti-cloning can

be one of security requirements.

Availability : T must be available all the time when a user wants. Therefore,

an authentication protocol should provides the data recovery against

the data loss such as DoS, message hijacking, power interruption, etc.

during the authentication processes. Especially, the desynchronization

attack by utilizing a man-in-the-middle attack must be prevented. A
may try to do a man-in-the-middle attack in order to desynchronize

identification information between D and T . A may try to do a desyn-

chronizing attack by updating identification information of T while B
is ignorant of this situation.

Besides, we must consider and evaluate the following security feature in

the design of RFID authentication protocol.

Mutual Authentication : The mutual authentication between T and B must

be provided as a measure of trust. By authenticating mutually, the

replay attack and the cloning are prevented.
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4.3.1 Protocol Setup

B and T can operate the XOR calculation and a common one-way hash

function, h : {0, 1}∗ → {0, 1}l. R has PRNG and a variable s whose length

is l-bit. The role of s is to save pseudorandom number which is used in order

to detect a replay attack. T also has a PRNG, which need not be the same

as one of R.

The variable r whose length is l-bit is saved in a volatile memory of T . r

is transmitted through RF and is tested for mutual authentication of compo-

nents, i.e., B and T . Because r is saved in a volatile memory, the contents of

r are automatically deleted at the end of the authentication process.

The variable k whose length is l-bit is saved in non-volatile memory of T .

k is used in order to identify ID of T , so k must be different among all T ’s

all the time. The initial value of k of each T is assigned by precalculation to

guarantee each k of T to be always different. Let m be the number of T ’s

in a system, and let n be the maximum number of authentication times of

each T . We construct a hash chain of secret information as follows: The hash

chain starts from a secret seed t, the second one k2 is h(t), and the other x-th

element kx is h(kx−1) where 3 ≤ x ≤ mn. We must select t which makes a

hash chain longer than mn. The initial value of k of each T is selected such

that each one is far apart at least n in the hash chain. These initial values are

saved in the each memory of T and maintained by B with the corresponding

ID of T . B and T update k to the next value of the hash chain synchronically

when the authentication process is successfully done.

D of B has fields IDF , K, and Klast, which save the ID, the current k, the

preceding k (the previous secret information which is replaced by the current

k), respectively. Initially, IDF and K are set up with ID and initial k of each

T , respectively, and all values of the field Klast are null. The role of Klast is to

prevent desynchronization. Even though B updated k of T (i.e., the value of

field K corresponding to T ) but T didn’t receive that information under the
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Figure 4.2: Our Protocol

influence of A or communication errors, B can know ID of T by referencing

the field Klast.

4.3.2 Detailed Description

We describes the process of our authentication protocol as in Figure 4.2.

1. R generates and saves a new pseudorandom number s by utilizing

PRNG, and sends s to T .

2. T also generates a new pseudorandom number r1 and sends r1 to R.

After that, T generates r2, i.e., h(r1 ⊕ k ⊕ s), where s was sent by R,
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and sends r2 to R.

3. R delivers responses of T with the saved value s to B, i.e., s, r1, and

r2.

4. In order to find ID of T , B searches k′ from the fields K and Klast which

satisfies the following equation:

h(r1 ⊕ k′ ⊕ s)
?
= r2 (4.1)

where r1, r2, and s are values sent by T . If only one k′ satisfies Eq.(4.1),

then we can know ID corresponding to k′ in D is ID of T because

Eq.(4.1) is true if k′ and k is identical. If two more values satisfing

Eq.(4.1) are found because of hash collisions (although the probability

of this case is only about m/2l−1), B informs the failure of searching ID

of T to R, and orders R to query again in order to restart the process

from the first step.

5. B updates information of T . If k′ is found in the field K of a record, k′

is copied to the field Klast of the record and the field K of the record

is set to h(k′). If k′ is found in the field Klast, we do not update D

(because this situation means that B has already updated D at the

previous authentication process but T didn’t).

6. From s, r2, and k′, which are received values from T and the value

found by testing Eq.(4.1), B calculates r′3, i.e., h(r2⊕k′⊕ s), and sends

r′3 to R. R transfers r′3 to T in order to inform the update.

7. In order to test the correctness of the value R sends, T tests the fol-

lowing equation:

r′3
?
= r3 (4.2)

If Eq.(4.2) is correct, T updates k to h(k).
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4.4 Analysis

4.4.1 Security Analysis

In this section, we analyze the security of our scheme. We show that our

scheme is untraceable against all imaginable attacks except tampering with

T in the random oracle model. Moreover, we describe that an attack based on

tampering with T also limited by updating secure information. The followings

are security analysis of our scheme against each attack.

Data Confidentiality

• Attack based on Eavesdropping : Our protocol guarantees the secure mutual

authentication by utilizing only with the pseudorandom numbers s, r1

and the hashed messages, r2 = h(r1 ⊕ kj ⊕ s), r3 = h(r2 ⊕ kj ⊕ s).

• Attack based on Tampering : T stores no privacy information of a tag holder.

All other required data of T for an application are stored in D of B.

Although the information transmitted from T of the authentication is

eavesdropped by A, it is meaningless. Thus, data confidentiality of tag

owners is guaranteed and the user privacy on data is strongly protected.

Indistinguishability

• Attack based on Eavesdropping : A can collect s, r1, r2, and r3 during one

authentication process by eavesdropping. Because s and r1 are random

values, they are useless to trace T . Moreover, if h() is a random oracle,

A who doesn’t get knowledge of k in T cannot distinguish r2 and r3

from a random value. Since the inputs of h() to generate r2 and r3

are random because of s, the probability that the inputs are identical

among each session is negligible. Because the random oracle is assumed

to be a function with the property that if a value in its domain is not
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queried before then the corresponding function value is a random value,

r2 and r3 look like random value to A. Therefore, A cannot trace T by

eavesdropping.

• Attack based on Controlling s: Amay try to make responses of T have some

traceable patterns by controlling s as the role of R. If A can guess

r1 before A sends s, A can make responses of T be always identical

by sending the value r1 as s repeatedly. In that case, r2 is always

h(r1 ⊕ k ⊕ r1), i.e., h(k). Therefore, A can trace T . However, because

r1 is a pseudorandom number, A cannot predict r1. Therefore, A cannot

trace T by means of controlling s.

• Attack based on Power Interruption: Let’s assume a capacitor T doesn’t

have sufficient capacity in order to operate all stages all at once, and

then let’s assume A can halt a process of T any time when A wants by

interrupting power. On this assumption, some schemes may be weak

against tracking. For example, the Ohkubo’s scheme [18] emits data and

then updates contents of memory. A can obtain an identical response

every time by stopping the authentication process of T just before T
updates the contents of memory. However, our scheme is strong against

power interruption because T always generates a new random number

at the first stage and the random number guarantees that each session

is different.

Forward Security

• Attack based on Tampering : We can image an attack that after A obtains

k by tampering with T and has eavesdropped plenty of interactions be-

tween B and various T ’s, A tries to distinguish the response of T from

others. A tests Eq.(4.1) by using the tampered k and collected inter-

actions. If an interaction passes the test, A can guess the tampered T
took part in that interaction. However, this forward trace is impossible
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over successive authentication. Even though A knows the current k, A
cannot know previous k of T because k is updated by a one-way func-

tion h(). Therefore, the forward trace is limited to a short period and

is impossible whenever the successive authentication process is done.

Anti-cloning

• Replay Attack : Amay try to do a replay attack by eavesdropping legitimate

interactions, but A cannot success cloning by a replay attack because s

is different for each session.

• Attack by Generating a legitimate response: Because A doesn’t know k of

T , A cannot generate a legitimate r2 from r1 chosen by A and s given

by R.

Availability

• Attack based on Updating k in D: A may try to do a man-in-the-middle

attack in order to desynchronize k between D and T . We assume T is

apart from R and A can relay the data between these two components.

When R starts the authentication process, A transfers s from R to T
and then transfers r1 and r2 to R. Then, B updates k of T in D. After

that, B sends r′3 though R in order to update k in T . At this time, if A
doesn’t deliver r′3 to T , k becomes different between D and T . If B only

uses the latest k to find ID, this situation makes T useless. However,

our scheme saves another k which was replaced by the latest k in the

field Klast, and B can identify T in this situation. Because B doesn’t

update k when T is identified using field Klast, two fields K and Klast

are sufficient to defend the system from a desynchronization attack.

• Attack based on Updating k in T : A may try to do a desynchronizing

attack by updating secret information of T while B is ignorant of this
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situation. However, without a help of B, A cannot know r3 because A
doesn’t know current k of T which is required in order to calculate r3

from r2. Therefore, A cannot success this attack.

Mutual Authentication

• Attack based on Guessing r2 or r3: A cannot generates r2 from r1 chosen

by A and s given by R because A doesn’t know secret information

k. Therefore, A must randomly choose r2 to be authenticated as T .

However, the probability that this attack succeeds is only 1/2l where

l is length of r2, so this attack is negligible. For that same reason, A
cannot be authenticated as a legitimate B or a legitimate R to T .

• Attack based on the Hash Chain: The maximum number of authentication

of each T , n, should be big enough to stand against a brute-force attack

based on tampering with T . At the beginning, A reads k of T , ktamper,

by tampering with T . After that, A can know k of the other targeted

T , ktarget, as follows. Let’s assume A luckily collects the ktamper which

is a previous value than ktarget in the hash chain. A queries with any s

and receives r1 and r2 from ktarget. After that, A can find the ktarget by

testing Eq.(4.1) with k′ which are all values of the hash chain starting

from ktamper. Because the average length of the hash chain is about 2l/2,

(not 2l, because of the birthday paradox [25, 1]), this attack is much

faster way to find the secret key than a brute-force searching from 0 to

2l − 1. This weakness is not only our problem but also the problem of

schemes which utilize a hash chain to identify T .
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Chapter 5

Comparison

5.1 Security Comparison

Table 5.1: Efficiency and Security

Protocol [11] [9] [16] [17] Our scheme

Computation at T O(1) O(1) O(1) O(m) O(m)

Data Confidentiality O O O O O

Anti-cloning O O O O O

Availability X O O O O

Indistinguishability X 4 4 O O

Forward Security X - X X 4
m : the number of T ’s in a system

O : satisfy

4 : partially satisfy

X : do not satisfy

- : do not know

We analyze security of previous schemes in Chapter 3 and security of our

scheme in Section 4.4. In Table 5.1, we summarize security and efficiency

comparisons of our protocol with other mutual authentication schemes. The

notation X means that a scheme doesn’t satisfy a given security requirement.
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The notation 4 means that A cannot trace T over successive authentication

but can trace T within successive authentication. The notation O means that

a scheme satisfies a given security requirement. The notation - means that

we don’t know whether a scheme satisfies a given security requirement or not

because the scheme doesn’t describe a detail process.

As in Table 5.1, all schemes satisfy anti-cloning. Because all values emitted

by T are randomized and there is no data which reveals information of a

object T is attached in memory of T , all schemes including our scheme satisfy

data confidentiality. BecauseA cannot generate a legitimate response without

knowledge of secure information of T , A cannot cloning T without tampering

with T .

Required computation of our scheme to find ID of a given T at B is O(m),

which means that required computation is increased as the number of T ’s in

the system is increased. However, Table 5.1 shows our scheme offers the most

enhanced security in RFID mutual authentication schemes with respect to

user privacy. Our scheme is perfectly indistinguishable and almost forward

secure. As compared with [17] whose computation at B is also O(m), our

scheme enhances user privacy with respect to forward security.

5.2 Efficiency Comparison

In Table 5.2, we compares our scheme with other schemes about efficiency at

T . The notation l means the number of bits of a data unit. At the line which

shows required hash operations at T , +α means that Dimitriou’s scheme [9]

may require additional hash operations to update ID because the scheme

doesn’t describe a method to update ID.

The hash operations of our scheme is one more than [16] and [17] which

require the least number of hash operations. The communication complexity

is the mount of data transmission from or to T . The required communication

complexity of our scheme is the middle of all schemes. Values which must be
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Table 5.2: Efficiency in T
Protocol [11] [9] [16] [17] Our scheme

Hash operations 3 3+α 2 2 3

Communication
5l 5l 3l 4l 4l

complexity

Non-volatile
3l l l 2l l

memory

l : the number of bits of a data unit

α : additional hash operations to update ID

preserved after authentication should be saved in non-volatile memory. Our

scheme requires the smallest non-volatile memory among all schemes.
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Chapter 6

Conclusion

In this thesis, we have studied the design and analysis of authentication

schemes for low-cost RFID environment. We have reviewed previous works

related to hash-based protocols as well as other security schemes which are

used in construction of our protocol.

In order to protect user privacy, we proposed an RFID mutual authenti-

cation scheme which utilizes a hash function and synchronized secret infor-

mation like many published schemes.

Our protocol is robust enough since it protects the eavesdropping, the

replay attack, and the database desynchronization. Moreover, our protocol

is almost secure against tampering with a tag because our protocol provides

forward security between successive mutual authentications.

To the best of our knowledge, our scheme offers the most enhanced se-

curity feature in RFID mutual authentication scheme with respect to user

privacy allowing one more hash operation in comparison with [17] which re-

quires identical computational complexity at a back-end server. Moreover,

our scheme reduces required non-volatile memory by half compared to [17].

Since non-volatile memory is an expensive unit in a tag, it will cut down

the tag’s cost. Therefore, our scheme can be one of good options for diverse

systems.

As future work, we will prove security of our protocol by means of provable

security. In the aspect of implementation, we need more specified complexity

analysis to get the clearer security level.
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1lxl��o�)a q�x9�&ñ
�Ð\�¦ s�6 xô�Ç RFID r�Û¼%7�\�"f_� �©� ñ ���7£x

l�ZO�

s��©����

RFID(Radio Frequency IDentification)��H��1lx���d��r�Û¼%7�Ü¼�Ð+�, “RFID

I�Õª”�Ð Ô�¦o���H �©�u�\�¦ s�6 xK� Äºo��� �'ao���¦�� ���H Óüt�̂\� @/ô�Ç &ñ
�Ð

\�¦ $��©���¦ "é¶���Ü¼�Ð ���Ò�oô�Ç��. RFID r�Û¼%7��Ér Óüto�&h���� ]X�8ú¤s��� F�g�<Æ

&h���� ]X�8ú¤s� \O�s� ��n��̧ ÅÒ��Ãº\�¦ s�6 x�#� ��|¾Ó_� I�Õª\�¦ ���d��½+É Ãº e��

#Q"f ���ï×¼ l�Õüt�Ð�� #��Q�̧�Ð Ä»6 x���. RFID r�Û¼%7��Ér /BN/åL}©� �'ao�, F�

�¦ �'ao�, �½Ó�¦ �'ao� 1pxõ� °ú �Ér íß�\O�_� ���ª�ô�Ç ì�r��\� ��6 x|̈c Ãº e���¦ Ä»q�

3$'�Û¼ 8̈��â
\�"f >h���\�>� ¼#�_�\�¦ ]j/BN½+É Ãº e����.

Õª�Q�� RFID r�Û¼%7��Ér ]X���H]j#Qü< Bj�̧o� {9�l� ~½Ót� l�ZO��̀¦ ]j/BN�t�

·ú§��H I�Õª\�¦ ��6 x�l� M:ë�H\� îß����$í
 ë�H]j\�¦ ?/F���¦ e����. RFID I�Õª��

/BN�����\�¦ �í�<Êô�Ç �̧��H s�\�>� &ñ
�Ð\�¦ ~½ÓØ�¦�<ÊÜ¼�Ð+�, RFID r�Û¼%7��Ér �r��

_� &ñ
�Ð\�¦ Ä»Ø�¦½+É Ãº e���¦ >h���_� áÔ��s�!Qr� gË>K�\�¦ ��l�½+É Ãº e����. \V\�¦

[þt#Q, ÂÒ&ñ
f��ô�Ç �r����H �â
Ôqt�r��_� ÓütÀÓ &ñ
�Ð\�¦ Ãº|9����H r��̧\�¦ ½+É Ãº e��

��. I�Õª�ÐÂÒ'�_� 6£x²ú��̀¦ �Ö̧6 x�<ÊÜ¼�Ð+�, /BN�������H >h��� ��6 x���� �èt���¦

e����H Óüt¾¡§_� &ñ
�Ð\�¦ %3���H �¦̀�	כ r��̧����� ��6 x��\�¦ ÆÒ&h����H �¦̀�	כ r��̧½+É

Ãº e����. >����� /BN������� 0A�̧�)a I�Õª\�¦ s�6 xK�"f ÂÒ{©�ô�Ç s�1pq�̀¦ 2[���H

r��̧\�¦ ½+É Ãº e����. s���� 2[���$í
s� @/×�æs� RFID l�Õüt�̀¦ ��6 x���H �¦̀�	כ ��

o�>� ô�Ç��[2, 23].

q�2�¤ ���Ér r�Û¼%7�_� q�5pwô�Ç 2[���$í
�̀¦ K�����l� 0Aô�Ç ú́§�Ér ��� ñ�<Æ&h� áÔ

o�p�w�ÚÔ�� �>rF���8���̧, $���+þA I�Õª_� &h��Ér >�íß�|¾ÓÜ¼�Ð ���K�"f Õª�þt]	כ

�̀¦ RFID r�Û¼%7�\� &h�6 x�t� 3lwô�Ç��. ���õ�&h�Ü¼�Ð I�Õª ?/\�"f &h��Ér >�íß�|¾Ó

Ü¼�Ð ½̈�&³ ��0pxô�Ç Dh�Ðî�r áÔ�Ð�Ðc+t�̀¦ ¹�Ðכ��9 ô�Ç��.

����"f Äºo���H $���+þA I�Õª\�"f ½̈�&³ ��0pxô�Ç áÔ�Ð�Ðc+t�̀¦ ]jîß�ô�Ç��. ÆÒ
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&h�Ü¼�ÐÂÒ'� ��6 x��\�¦ �Ð ñ�l� 0A�#�, Äºo���H ���Ér #��Q l�ZO�[þt[11, 9, 17,

16]õ�°ú s� K�/' �<ÊÃºü< 1lxl��o�)a q�x9� &ñ
�Ð\�¦ s�6 x���H RFID �©� ñ���7£x l�

ZO��̀¦ ]jîß�ô�Ç��. Ñþ��'p×¼ "f!Q\�"f °ú �Ér &ñ
�̧_� >�íß�|¾Ó�̀¦ ̈½¹כ���H [17]ü< q�

�§�%i��̀¦ M:, Äºo�_� l�ZO��Ér ô�Ç���_� ÆÒ��&h���� K�/' ���íß��̀¦ �<ÊÜ¼�Ð+� ��6 x

�� áÔ��s�!Qr� �'a&h�\�"f ���©� y©�§4�ô�Ç îß����$í
�̀¦ ]j/BNô�Ç��.
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