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Abstract

In the near future, radio frequency identification (RFID) technology is

expected to play an important role for object identification as a ubiquitous

infrastructure. One of its main objectives is the next generation technology

that is mainly used to identify massive objects and will be a substitution for

the existing optical bar code system.

On the other hand, low-cost RFID tags are highly resource-constrained,

cannot support its long-term security and it is very restricted to implement

the existing cryptographic algorithms. Thus, they have potential risks and

may violate privacy for their bearers, and user privacy issues would be a

big barrier for the admirable usage of RFID in the future ubiquitous society.

As far as user privacy issues concerned, we should consider the data leakage

illegally from a tag and the malicious tracking for the unique ID of a tag.

Due to the characteristics of RFID interface, the identification data from

RFID tags must guarantee their integrity with other entities, readers or back-

end servers. In addition to it, these entities must trust each other, be seam-

lessly integrated with their authentication messages, and anonymously inter-

act protecting user location privacy without revealing any information of tag

bearers.
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To protect user privacy and remove security vulnerabilities, we propose

a robust and privacy preserving mutual authentication protocol that fits the

low-cost RFID environment. Different from the previous works, our protocol

firstly provides reader authentication and prevent active attacks based on the

assumption that a reader is no more a trusted third party and the commu-

nication channel between the reader and the back-end server is insecure like

wireless channel. In addition, the proposed protocol exhibits forgery resis-

tance against simple copy, or counterfeiting prevailing RFID tags. As tags

only have hash function and exclusive-or operation, the proposed protocol

is very feasible for low-cost RFID system compared to the previous works.

We also firstly adapt GNY logic-based formal proof for the correctness of the

proposed authentication protocol.
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Chapter 1

Introduction

1.1 Radio Frequency Identification

Radio Frequency Identification (RFID) technology is expected to take an

important role for object identification as a ubiquitous infrastructure, and is

currently considered as the next generation technology that is mainly used

to identify massive objects and will be a substitution for the existing optical

bar code system in the near future. The micro-chip equipped on a tag has a

unique identification information and is applicable for various fields such as

animal tracking, supply chain management, inventory control, etc.

RFID has been already used in many applications. In 2003, Mark &

Spencer, the largest retailer of clothing in the U. K. developed Radio Fre-

quency Identification (RFID) tagging for a trial on individual garments [22].

This follows the success of trials on RFID tagging on 3.5 million produce

delivery trays in Marks & Spencer’s food supply chain. Michelin also embed-

ded RFID tags in tires for its tire tracking system [23]. For more sensitive

area, European Central Bank (ECB) determined to embed RFID tags on its

banknotes from 2005 for special purposes like banknote tracking and strong

forgery resistance as well as user privacy protection [6]. After Exxon Mo-

bile developed the mobile payment system known as Speedpass, many service

providers like SONY and Philips has been tried to develop mobile payment

system using radio frequency radiation [24].

1



1.2 Design Considerations on Authentication

Protocol

RFID applications is getting growing in areas such as admission control, pay-

ment, ticketing, etc. that sophisticated security measures are needed. With-

out security, illegal activities cheating RFID systems, for example breaking

into a building or ticketing without payment, are not difficult because of us-

ing air interface between tags and readers of RFID system. In addition, user

privacy are also issued since anyone can intercept communication between

tags and readers and get information about RFID tag bearers. We describe

these security issues in the next section in detail.

To remove security vulnerabilities and protect user privacy, authentication

protocol for RFID system can be considered as a measure of security. With

the well-designed authentication protocol, tags, readers, and back-end servers

authenticate each other and agree on the secret session key which will be used

to secure the later session. As denoted in [1, 3, 4, 6, 14, 18], one of important

issues in providing security services under RFID environment is to design

the authentication protocol to meet the low computational capabilities and

restricted capacities. The detailed processes of the mutual authentication

protocol will be described in section 3.

When designing a RFID authentication protocol, we should consider the

factors such as the properties of protocol environments and the resources of

protocol entities. There are several factors specific to RFID systems. One

of them is the characteristics of RFID communication channel. RFID com-

munication channel is asymmetric in signal strength, which means it will be

much easier for adversaries to eavesdrop on signals from reader to tag than on

data from tag to reader since tags respond by passively modulating a carrier

wave broadcasted by the reader. The insecure communication channel based

on air interface between tags and reader is more vulnerable to attack than

2



the secure channel between readers and back-end servers. Another is limited

resources to meet the minimum cost of RFID tags for general usage. The low-

cost RFID tags are very limited in the computational capability compared

with other entities such as readers and back-end servers.

1.3 Our Contributions

Recently, RFID applications have been implemented for various areas and

the technology is also improved. Security concerns and user privacy issues

are potential risks for RFID proliferation. Meanwhile, security problems are

not considered as a big barrier in the real world at this moment. The reason

is that the applications based on RFID are mainly developed for supply chain

management, and user friendly tags just start to emerge, which means the

cost of RFID tag makes it difficult to apply as a substitute for the existing

barcode. However, RFID technology is growing very fast, and the cost of tag

for general purposes will be reasonable in the near future. In this context, the

expected privacy and security problem should be protected for the admirable

usage of RFID, and several papers proposed security and privacy protections

schemes for RFID

In this thesis, various schemes for security and privacy protection for low-

cost RFID are surveyed and their pros and cons are compared for the security

requirements of RFID. Further, we propose a robust privacy preserving mu-

tual authentication protocol that fits the low-cost RFID system environment.

The proposed authentication protocol meets the privacy protection for tag

bearers, which requires confidentiality, anonymity, and integrity in the cryp-

tographic point of view.

Our protocol is robust enough against the active attacks such as the man-

in-the-middle attack, and the replay attack as well as the data loss [14, 15, 17].

The protocol is based on mutual authentication between a tag and a back-

end server, and provides authentication for the reader in case the reader is

3



not regarded as the trusted third party (TTP). Our protocol is also forgery

resistant against the attacker who copies or counterfeits a prevailing RFID

tag. The formal proof of correctness is firstly provided for the proposed

authentication protocol based on GNY logic.

1.4 Outline of the thesis

The remainder of the thesis is organized as follows.

In section 2, we introduce RFID system primer, cryptographic primitives,

and related works. In terms of RFID, we discuss about the current secu-

rity problems concerning the characteristics on RFID technology as well as

the potential privacy issues. Together with this, several schemes and proto-

cols are introduced in this section. Those schemes are mostly focused on how

to guarantee security and protect user privacy in low-cost RFID environment.

Then, we propose authentication scheme in section 3. To satisfy low com-

putational power on the existing RFID, the proposed authentication protocol

adapts simple cryptographic primitives, one-way hash function, and random

number generators. Mutual authentication is the basis for the proposed pro-

tocol, provides user privacy protection and protects attacks.

In section 4, we show security proof and analyze its security and per-

formance. To show the correctness of our proposed protocol, GNY logic is

introduced. GNY logic is an extension of BAN logic that is one of the best

known modal logic to prove and analyze the security and correctness on au-

thentication protocol. Then, the security analysis is given and we compare

the computational loads and the required memory on the proposed protocol

with previous works. Finally, we conclude in section 5.

4



Chapter 2

Preliminaries

2.1 RFID Background

2.1.1 Overview

Figure 2.1: Typical RFID System

As shown in Figure 2.1, typical RFID system consists of RF tags (or

transponders), and RF tag readers (or transceivers) [15]. In addition, a

back-end server is usually working together in RFID system as a separate

component [14, 18].

A tag consists of IC chip and antenna, and transmits its stored data to a

reader as response for radio frequency interrogation of readers. A reader sends

a radio signal to tags, receives the data transmitted from a tag, and sends

the data to a back-end server. The back-end server is a secure server and has
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a database which stores the various information of each tag like the identi-

fication information, all other application related data of tags and location

information of readers. The back-end server determines each tag’s identifica-

tion from the information responded from the tag by way of an authorized

reader. The back-end server replies the data from its database to the reader.

The transmitted data is totally determined by a specific application.

For the privacy of tag bearers, the unique ID of each tag must be anony-

mous to protect the location privacy, and all messages to process the au-

thentication must be secure to guarantee the user data privacy. A reader is

generally considered as a TTP. The insecure communication channel through

the air interface between tags and reader is more vulnerable to an attack than

the secure channel between readers and back-end servers. The range of radio

frequency from the reader is much stronger than that from the tag when the

tag is passive and receives power from the reader. Thus, an adversary can

eavesdrop for interrogation of the reader from the much longer distance [17].

The cost of a RFID tag should be reduced under US$0.50 for most appli-

cations. In order to achieve this price, IC should be priced less than US$0.20

[17]. This price barrier for low-cost tags restricts the range of gates in a tag

number from 7.5 to 15 K, and the number of gates for security purpose is

limited to from 2.5 to 5 K [16]. Due to this, it must be infeasible to use the

existing cryptographic algorithm [5].

2.1.2 RFID System Components

Generally the typical RFID system components are tag, readers and back-end

servers. Those three entities are seamlessly integrated each other. In addition

to them, we add one more entity, operating frequency as a basic component.
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Tags (or Transponders)

RFID tags or transponders are either passive or active devices. Passive RFID

tags do not have a dedicated power supply. They derive their operation power

from the electrical field generated by the reader, and do not operate unless

they are in very close proximity to the reader [33]. As they do not have

internal batteries, passive transponders are quite small and can be installed

unobtrusively.

Active tags or transponders have an internal battery and therefore have

significantly greater read range, as much as 50 feet in some cases. How-

ever, they are significantly larger than passive tags and lend themselves to a

different set of applications.

Tags are categorized into several types according to their physical char-

acteristics and their purposes for applied applications. ISO/IEC categorizes

RFID tag into type A and type B according to air interface since the charac-

teristics of tags is mostly very different according to used radio frequency. On

the other hand, EPC Global divides it into six categories, Class 0-1, Class

2, Class 3, Class 4, Class 5 as a defacto standard; Class 0 and Class 1 are

types of read only passive identity tags; Class 2 is type of passive tags with

additional functionality like memory or encryption; Class 3 is type of semi-

passive tags and may support broadband; Class 4 is type of active tags and

may be capable of broadband peer-to-peer communication with other active

tags in the same frequency band and with readers; Class 5 is type of active

tags, and can support power Class 0-3 tags and communicate with Class 4

tags and with each other wirelessly.

It is also convenient to classify tags by their functionality [17]. Table 2.1

shows five classes based on functionality defined by MIT Auto-ID Center.
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Table 2.1: Tag Functionality Classes
Class Nickname Memory Power Source Features

0 Anti-Shoplift

Tags

None Passive Article Surveil-

lance

1 EPC Read-Only Any Identification

Only

2 EPC Read-Write Any Data Logging

3 Sensor Tags Read-Write Semi-Passive or

Active

Environmental

Sensors

4 Smart Dust Read-Write Active Ad Hoc Network-

ing

Readers (or Transceivers)

Readers or Transceivers have a number of varied responsibilities including

powering transponders, identifying them, reading data from them, writing to

them, and communication with back-end servers [33]. Computations, such as

cryptographic calculations, may be carried out by the reader on behalf of a

tag [17].

Generally, the communication channel between tags and readers is inse-

cure since the channel is based on air interface. On the other hand, the

communication channel between readers and back-end servers is consider as

secure channel. Readers might be handheld devices and will be mobile devices

based on wireless network.

Back-end Servers (or Back-end Databases)

Back-end servers receive data from readers, enter the data into a database

of their own, and provide access to the data in a number of forms that are

useful to the sponsoring organization [33].

Sometimes, many applications and authentication protocol describe that a

reader takes a role of data processing. However, a back-end server is typically

8



Table 2.2: Characteristics of Frequencies for RFID System
Devices BandwidthTypical Freq. Application Example

Low 30 - 300

KHz

125 - 134 KHz Short Range Applications: Live

Stock Identification, Antitheft

Systems

High 3 - 30

MHz

13.56 MHz Smart Card, Smart Card Label

Applications: Baggage Tracking,

Small Product Labeling

Very High 300 MHz

- 3 GHz

U.S.A.: 902 - 928 MHz or

2.45 GHz, EU: 865 - 868

MHz or 5.8 GHz, Japan:

950 - 956 MHz, Korea:

908.5 - 914 MHz

Toll Collection Applications

considered as a single entity which has its own database and stores associated

product information, transaction logs with a particular tag.

In many cases, it is assumed that the communication channel between

readers and back-end severs is considered as a secure channel like the existing

VPN or SSL.

Operating Frequencies

As a key interface for RFID system, operating frequency should be consid-

ered according to purpose of real world applications since each country has

regulation of the electromagnetic spectrum. RFID tags and readers operate

within several distinct frequency ranges, each of which is intended for spe-

cific application characteristics. According to the application purposes [33],

table 2.2 shows the characteristics of frequencies that are available for RFID

system.

9



2.1.3 Security and Privacy Issues

In the viewpoint of real world applications, the technical design of RFID

readers and tags determines many risks [35]. A common technology is used

in both retail [35, 38] and library applications [37]. Retail 915MHz tags can

be read at ten times the distance (20-30 feet) of library 13.56MHz tags (2-4

feet). In addition, retail users of RFID will use the Electronic Product Code

(EPC), a 96-bit number designed to uniquely label individual items. EPC

users will have access to the EPC Discovery Service, an aggregate database of

tag collected from independent readers. Anyone with access EPC Discovery

can monitor or track the movement of a particular RFID-tagged item. Com-

mercial information good producers will likely use the EPC format on their

RFID tags.

Together with the high-lightening aspects of RFID technology, the existing

RFID systems are vulnerable to many security risks and imply potential pri-

vacy problems, since it is very hard to implement the existing cryptographic

algorithms due to the restricted computational power and the memory size

of low-cost RFID tags [6, 7, 9, 14, 15, 18]. User privacy issue is considered as

a big barrier for the proliferation of RFID system applications since the data

of a tag can be transmitted by an illegal interrogation without its bearer’s

notification.

We mainly consider two privacy issues when using RFID. One is the data

leakage illegally from a tag. Another is the malicious tracking for the unique

ID of a tag [12]. A tag bearer has various objects that they do not want to

make others know what they currently keep and what those objects are. If the

tags are attached to those objects, the private information of tag bearers can

be revealed regardless of their attention. The location privacy of tag bearers

can be revealed through the response information from the tag although the

tag information is securely protected. Especially, the location privacy can

be more significant when a certain tag is exposed to the long-term tracking.
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In RFID-labeled society, the value for commodities or products is mostly

identified by the RFID. Thus, simple forgery such as copying information

of a tag or even more sophisticated measure will be very attractive for the

malicious users and the adversaries to disguise or impersonate [9]. From this

reason, the forgery resistance is also strictly required for desirable usage of

RFID.

2.1.4 Security Considerations

As generally required security aspects for RFID system, we can consider the

followings [17, 25].

Confidentiality. RFID tags must not get involved in processing personal

data. In addition to it, data stored in a tag should not be gathered

to trace the relationship between the tag and the tag bearer by illegiti-

mate readers. The private information of a tag must be kept secure to

guarantee user privacy. The tag information must be meaningless for

its bearer even though it is eavesdropped by an unauthorized reader.

Anonymity. Although a tag’s data is encrypted, the tag’s unique identifica-

tion information is exposed since the encrypted data is constant. An

attacker can identify each T with its constant encrypted data. There-

fore, it is important to make the tag’s information anonymous.

Integrity. Integrity in terms of RFID environment as a security requirement

is usually for data integrity between entities, tags, readers, and back-end

servers. Especially, not fault-tolerable is the air interface of communica-

tion channel and data synchronization between entities could be failed.

Thus, integrity among entities must be guaranteed and data recovery

mechanism should be provided in case data loss is occurred. In addition

to it, if a tag’s memory is rewritable, forgery is possible, so integrity for

the tag’s information also must be guaranteed.
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We will revisit these aspects to define security requirements in section 3.

2.2 Cryptographic Background

2.2.1 Hash Function

The basic operation of hash functions is to map an element of larger domains

to an element of smaller domains. This property is utilized in many non-

cryptographic computer applications like storage allocation to improve per-

formance. However, cryptographic hash functions (hereinafter, simply hash

functions) has more important aspects then conventional ones, which makes

them playing a fundamental role in modern cryptography.

The purpose of hash functions in cryptographic sense to provide data in-

tegrity and message authentication. For these usage, adopted hash functions(H)

should satisfy the following requirements:

Compression. Given an input x of arbitrary finite bitlength, H(x) maps to

an output y of fixed bitlength n.

One-wayness. If y = H(x) is given, it is computationally infeasible to com-

pute x. This property has two folds. One is preimage resistance, which

means for all outputs y, it is computationally infeasible to find any input

x such that H(x) = y given no corresponding input is known. Another

is 2nd-preimage resistance, which means given x, it is computationally

infeasible to find x′ 6= x such that H(x) = H(x′).

Collision-avoidance. It is computationally infeasible to find a pair (x, x′)

satisfying H(x) = H(x′).

Efficiency. Given an input x, H(x) is easy to compute.

A one-way hash function OWHF is a hash function which offers preimage

and 2nd preimage resistance. This may be thought of simply as being difficult

12



to invert. A collision resistant hash function CRHF is a hash function which

is 2nd-preimage resistant and collision-freshness.

Hash functions should be resistant against the Birthday attack [26, 27],

which is a powerful method to find colliding input pairs. So it is preferable

that the output length of hash is longer than 160 bits under current computing

environments. We assume that hash functions in our protocols are secure and

satisfy all above requirements.

The details on collision-freeness and one-wayness of hash functions are

appeared in [28]. In terms of low-cost RFID environment, [17, 36] examined

and introduced about the study of low-cost hash functions.

Hash Chain

Hash chain is a variant of hash functions and utilized in various areas: RFID

[14], authentication [29], micropayment [30] and auction [31], etc.

The generation of hash chain is done as follows:

Seed : s0

1st round : H1 = H(s0)

2nd round : H2 = H(H(s0))

. . . : . . .

n-th round : Hn = H(Hn−1).

The use of hash chain values is in reverse order, i.e. from Hn to H1. From

the one-wayness of hash functions, no one can predict the next value from

the current value except only one has the knowledge on the seed.

2.2.2 Random Number Generator

Random number generation is used in a wide variety of cryptographic oper-

ations, such as key generation and challenge/response protocols. A random
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number generator is a function that outputs a sequence of 0s and 1s such

that at any point, the next bit cannot be predicted based on the previous

bits. However, true random number generation is difficult to do on a com-

puter, since computers are deterministic devices. Thus, if the same random

generator is run twice, identical results are received.

True random number generators are in use, but they can be difficult to

build. They typically take input from something in the physical world, such

as the rate of neutron emission from a radioactive substance or a user’s idle

mouse movements. Because of these difficulties, random number generation

on a computer is usually only pseudo-random number generation. A pseudo-

random number generator PRNG produces a sequence of bits that has a

random looking distribution. With each different seed (a typically random

stream of bits used to generate a usually longer pseudo-random stream), the

pseudo-random number generator generates a different pseudo-random se-

quence. With a relatively small random seed a pseudo-random number gen-

erator can produce a long apparently random string. Pseudo-random number

generators are often based on cryptographic functions like block ciphers or

stream ciphers. For instance, iterated DES encryption starting with a 56-bit

seed produces a pseudo-random sequence.

2.3 Related Works

2.3.1 Hash-lock Scheme

In 2003, Weis et al. [18] proposed two simple hash-based protocols, hash-lock

scheme and extended hash-lock scheme. Both use a hash function which is

enabled to implement by low-cost.

In hash-lock scheme, as shown in Figure 2.2, a back-end server stores keys

k in its database for all tags and each tag has metaID = h(k) for its key.

When a reader queries access request to a tag, the tag transmits metaID to
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the reader as response. The reader sends metaID received from the tag and

the associated key k to the tag. At this moment, the tag itself calculates

the hash value for the key from the reader and compares it with the stored

metaID. If those two values are matched, the tag sends its own ID to the

reader.

Hash-lock scheme uses metaID as the unique ID of each tag for every read

attempt. Thus, data privacy of tag bearers is protected and the protocol can

meet confidentiality. However, metaID is always constant so that attackers

can eavesdrop it, identify each tag, and trace the tag. Therefore, location

privacy of tag bearers is compromised.

2.3.2 Extended Hash-lock Scheme

Figure 2.3 shows extended hash-lock scheme. In extended hash-lock scheme

[18], they proposed another method to overcome the tracing problem.

The difference is that a tag has a random number generator to make its

constant variable randomized. Each tag has its own ID and random number

generator. The tag picks pseudo random number r uniformly and calculates

c = hash(ID||r) as the tag’s unique identification for every session. The

tag transmits its c and r to a back-end server by way of the reader. The

server finds the unique identifier of the tag comparing c with the construction

Figure 2.2: Hash-lock Scheme
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of r and all IDs that is stored in database of the server, then the server

authenticates itself by sending the unique identifier, ID back to the tag.

This scheme prevents tracing problem of tag bearers since the tag’s out-

put is switched randomly. This scheme is also strong for the replay attack.

However, the tag can be traced if the tag’s ID is exposed. In addition, an

adversary can query a tag to get a tag’s valid message pair (c, r). Later on,

the attacker can impersonate that tag to a legitimate reader. The response

from the reader will identify the tag. Also, the implementation issue for the

random number generator is occurred.

2.3.3 Hash-based Varying Identifier

Another hash-based approach is hash-based varying identifier proposed by

Henrici and Müller [7]. Their scheme also adopts a hash function and a

random number generator, but a pseudo random number is generated by a

back-end server and transmitted to the tag for every interrogation to make

the tag’s queried identifier random and preserve location privacy.

They assume the communication channel between tags and readers is inse-

cure RF channel and secure is that between readers and back-end databases.

A tag has only a unique identifer and remaining original data used for appli-

cations stored and controlled in a back-end database.

Figure 2.3: Extended Hash-lock Scheme
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As shown in Figure 2.4, the overall system architecture is very similar to

that of other previous works above. In their scheme [7], the DB-ID is set

according to the database which will be in charge of the tag and ID, TID

and LST of a tag are set to a random value initially. A corresponding row in

the database ID, TID and LST that are same as the tag. Its HID is h(ID)

used as a primary index. The database manages a pair of record to guarantee

message recovery for any data loss using AE fields which point each other.

Figure 2.4: Hash-based Varying Identifier

Starting with the singularization of a tag, the protocol manages TID

and LST to counteract the replay attacks. The tag output h(TID ⊕ ID) is

changed in every read attempt. To authenticate the tag, h(ID) is used as

a primary index for the database to find a record comparing HID. In the

last successful transaction, 4TID is 4TID = TID − LST . After finding

HID = h(ID), the stored LST is achieved and the received4TID are added

together [7]. This value is the current TID∗ and now the hash h(TID∗⊕ID) is

calculated. To do so the message from the tag can be authenticated comparing

TID∗ with stored TID. If the TID∗ is not higher than the TID, the replay

attack is in progress and the message is discarded [7].

If the authentication step is successful, the back-end server creates a

random number RND and updates ID of the current record with a new

ID∗ = RND ⊕ ID, then replies RND and h(RND ⊕ TID ⊕ ID) with tag
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data. Doing together with updating the current ID field with ID∗ and HID

with h(ID∗), the back-end server manages the pair of records updating AE

fields to reference to the other record and vice versa as well. The reader

gets tag data and forwards the reply message to the tag. The tags can check

whether the reply message is valid or not processing the same calculation

h(RND ⊕ TID∗ ⊕ ID) from the new ID∗ = RND ⊕ ID and TID. If it is

correct, the tag also updates its ID and TID with RND ⊕ ID and its last

successful transaction number, LST , respectively.

This scheme protects location privacy problem making a tag’s ID ran-

domized in every interrogation. However, location privacy of tag bearers is

compromised since the response of tag is constant until the next authentica-

tion session. Adversaries can track tag bearers whose tags are long-distance

from readers and scarcely have chance to be queried. Using TIDs the replay

attacks cannot compromise the scheme since tags and back-end servers are

mutually authenticated in every interrogation. Errors in message transfer can

be detected and the scheme is reliable for data loss since it can provides the

data from the previous record. While authors claims that the scheme pro-

tects the man-in-the-middle attack, it can be compromised. The attacker can

query any tag before the tag is interrogated by the legitimate reader, and he

can be authenticated with the obtained data.

2.3.4 Improved Hash-based Varying Identifier

Hwang et al. [32] proposed an improved authentication protocol of Hash-

based Varying Identifier. In their scheme, the main difference is that a reader

has a random number generator (RNG) to protect the man-in-the-middle

attack. Figure 2.5 shows the overall protocol of Improved Hash-based Varying

Identifier.

In every query, the reader sends a pseudo-random number, S, to the

tag. Then the tag replies h(ID) for finding the record of a back-end server

18



and half of a new identifier, halfL(R) (R = h(ID||S). Then, the reader

forwards h(ID), halfL(R), and S. In authentication phase in the back-end

server, h(ID) is used to find the corresponding record and ID is obtained.

With stored ID and S received from the reader, the back-end server can

calculate R′ = ID||S and the tag can be authenticated comparing halfL(R′)

with halfL(R) received from the tag. If the authentication is successful, the

remaining job is updating ID of the record to a new ID = R′ and h(ID)

to h(R′), and then updating AE fields of the pair of record to reference each

other. Then, the back-end server replies halfR(R′) with tag data to the tag

by way of the reader. With halfR(R), the tag can check whether the reply

message is valid or not. If the process is successful, the tag and the back-

end database updates its ID ←− ID ⊕ (R||R) since they assume the hash

function of this protocol is h : {0, 1}∗ −→ {0, 1} 1
2
L and R generated by this

hash function is 1
2
L bits.

This idea changing the location of a R.N.G. from a back-end server to a

reader is cleaver and makes the protocol neat. Their proposed scheme needs

only 1l- field for a unique ID and its challenge and response phase uses a

half length of R (R = h(ID||S)) so that its communication performance

is more efficient than [7]. The scheme protects the location privacy as a

tag’s unique identifier is changed in every read attempts. The replay attacks

Figure 2.5: Improved Hash-based Varying Identifier
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cannot compromise the scheme since tags and back-end servers are mutually

authenticated.

However, this scheme is still vulnerable to the man-in-the-middle attack if

a reader is not a trusted third party. An attacker can disguise as a legitimate

reader, then he can interrogate any tag with a pseudo random number and

the man-in-the-middle attack can be enabled. While they claim their scheme

can protect location privacy of users, location privacy of tag bearers, similar

to the problem of [7], is also compromised since the response of tag is constant

until the next authentication session. Adversaries can track tag bearers whose

tags are long-distance from readers and scarcely have chance to be queried.

In addition to it, both schemes, [7] and [32], did not denote the tag’s

ownership, so forgery is easily enabled with just passively attacks like eaves-

dropping a tag’s response.

2.3.5 Other Approaches

Kill Command Approach

This method is initially suggested by MIT Auto-ID Center [1]. In this ap-

proach, each tag has its unique password of 8 bits and eases its functionality

by itself when it receives its password. However, it is difficult to check whether

kill command is successfully enabled or not. Another problem is that the ap-

plied method is restricted. In addition to them, attacker can determine the

exact password of tag within computation of 28 since the length of password

of each tag is only 8 bits.

One-time Pad based on XOR

This method [3] needs only XOR operation, so low computational cost is

needed. A reader (or a back-end server) has the common list of randomly

generated key for each tag. The reader and the tag find that both of them

have the same key of the key list with several message exchanges between
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them. Then, the tag transmits its ID to the reader. However, this method

needs several message exchange for authentication between the tag and the

reader. Besides, the common key list must be refreshed to guarantee the

security. These are problems for implementation and system efficiency.

External Re-Encryption Scheme

This method [6] uses public key cryptosystem. Tag data is re-encrypted when

a user requires using the data transferred from an external unit. As public key

encryption needs high computation cost, a tag cannot process for itself. Thus,

this job is generally processed by a reader. Each tag data is randomly shown

until next session, the attacker eavesdropping the tag data cannot trace the

tag for long-term period. However, this method has difficulty to frequently

refresh each tag’s data since the encrypted ID stored on tag is constant so

that user location privacy is compromised. This job is processed by users (or

tag bearers) and is considered impractical.

Hash Chain-based Scheme

Okubo et al. [14] proposed hash-chain based authentication protocol which

protects users’ location privacy and anonymity. They claims that their scheme

provides strong forward security. However, hash-chain calculation must be

burden on low-cost RFID tags and gives back-end servers heavy calculation

loads.

Blocker Tag

This approach [4] uses a individual tag, namely blocker tag for each tag and

according to its purpose. To protect a tag’s data, the blocker tag responses

for attacker’s request to get the tag’s data. The response from the blocker

tag is not for the tag but all tags. Thus, the attacker cannot distinguishes

the tag’s data. This method basically uses binary tree walking protocol as
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a collision-avoidance mechanism. Using the binary tree-based protocol, this

method has advantages that the range of protecting tags can be efficiently

specified into specific area of the binary tree. Doing so, the area of protecting

tags is divided into multiple privacy zone and the performance of tree walking

can be efficient. This method also provides zone policy to apply protection

policy according to various purposes. This method is currently considered

as a practical solution for the existing RFID privacy and security protec-

tion. Problem is that additional blocker tag is needed for every tag and it is

susceptible whether tag bearers strictly follow to attach the additional tag.

2.3.6 Comparison of Related Works

Table 2.3 shows comparison between previous results according to their cryp-

tographic feature, their advantages, and disadvantages that is described in the

previous section. We denote hash-lock scheme by [18]-A, extended hash-lock

scheme by [18]-B, and other schemes by the number of reference, respectively.

Related works are schemes for security in low-cost RFID environment, but

each approach is different. Those scheme are compared with each other in the

aspects of data protection, tracking prevention, and forward security. Under

constrained resources of low-cost RFID tag, data protection simply does not

mean confidentiality but imply data privacy of tag bearers since most of

schemes just use identification information when challenging and responding

during authentication or identification.

Tracking prevention also implies protection location privacy of tag bear-

ers. Concerning this goal, some of them [3, 6, 7, 14, 18, 18, 32] try to provide

tag anonymity using cryptographic primitives such as hash, hash-chain, or

random number generator, but others [1, 4] apply simple way based on some

characteristics of RFID interfaces such as RFID tag’s command or tag singu-

larization.

Forward security means security of the past is preserved even after the
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Table 2.3: Comparison between Schemes
Data Tracking Forward Required

Schemes Protection Prevention Security Computation

[1] 4 © - -

[3] © © × XOR

[4] © © - -

[6] © © © -

[7] © 4 © hash, RNG, XOR

[14] © © © hash

[18]-A © × × hash

[18]-B © © × hash, RNG

[32] © 4 © hash, RNG, XOR

†† Notation

© satisfied 4 partially satisfied

× not satisfied - not required

secrets or keys has been exposed. Once the secret in the tag is stolen, all

past activities can be traced by searching past logs. Forward security ensures

that the latest memory in the tag does not give a hint to guess past outputs

[14]. Thus, the past activities can be protected from tampering. [1, 4] do not

need to consider this aspect since they do not use a session key or a secret

for every session. Rather, their purpose is to make tag’s functionality stop

permanently or temporarily. Except for them, most schemes consider forward

security. More security aspects and requirements will be discussed in the next

section.
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Chapter 3

Proposed Scheme

In this section, we propose a RFID authentication protocol that guarantees

mutual authentication in each session and the privacy of tag bearers.

At first, we define some assumptions and the required security goals in

RFID authentication protocol. Starting from the design of basic protocol,

security and robustness for risks are considered. Then, we place emphasis on

the user privacy protection to our proposed protocol.

3.1 Main Idea

Basically, security vulnerabilities in RFID systems are resulted from the asym-

metric communication channel of air interface between tags and readers. It

can violate synchronization of tag’s identification information between tags

and back-end servers. The replay attack is also enabled for tags and back-end

servers, respectively. Moreover, adversaries can trace location and behaviors

of tag bears without detection and impersonate a legitimate tag or a legiti-

mate reader. To remove these security and privacy problems, our protocol is

based on mutual authentication between tags and back-end servers guaran-

teeing freshness of tag’s identification information.

In addition, we firstly assume the communication channel between a reader

and a back-end server is insecure. Different from the previous works, a reader

is no more a trusted third party. An attacker can disguise as a legitimate

reader. Thus, in our protocol, a reader is also authenticated by a back-end
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server. The reader generates a random seed and transmits it to make tags

anonymous when querying tags. This random seed is integrated into the tag’s

authentication message to protect the man-in-the-middle attack.

In our protocol, tags do not have any real data and all authentication

messages are random, hashed, and encrypted, so confidentiality is guaranteed

even though the authentication messages are eavesdropped by adversaries.

We use the notations as defined in List of Notations to describe the pro-

tocol throughout the thesis. Like [7], we adopt the similar database structure

and the same mechanism to prevent the data loss. A back-end server has a

database D and manages a pair of records for each tag in case the reply mes-

sage from the back-end server to the tag is lost or intercepted. Each record

consists of fields like 〈T1, T2, AE,CN, DATA〉. The detailed descriptions of

the fields are also shown in List of Notations.

3.2 Assumptions

3.2.1 General Assumptions

Our protocol works with the natural assumption that T has a hash function,

XOR gate, and the capability to keep state during a single session. The

widely acceptable low-cost RFID tags would most likely require the usage of

passive tags [15, 18]. To design our proposed protocol, we assume the low-

cost RFID tag is passive and has a re-writable memory like EEPROM with

reasonable size like EPC Class 2 of EPC Global [17]. In Crypto 2004, Biham

et al. [2, 8, 19] showed that collision of SAH0, MD4, MD5, HAVAL-128, and

RIPEMD in a special case is easily found. With this in mind, we expect

that the cryptographic hash function used in our protocol has the desirable

security like preimage resistance, second preimage resistance, and collision

avoidance. In our protocol, we assume T has a hash function. In [13], it is
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said that a hash function unit with block size of 64-bit can be implemented

with only about 1.7 K-gate, so it is also assumed that there will be the

practical implementation of hash function for the low-cost RFID tag with the

desirable security. Like [7, 14], we assume that T only has its authentication

related information. A tag also has a memory for keeping values of ID, k1,

and k2 to process mutual authentication. The simple structures for the record

of D and the tag memory are shown in Figure 3.3. Other required data of T
for an application are stored in D of B.

In the previous schemes [7, 18], they assumed R is a TTP and the com-

munication channel between R and B is secure. However, we assume that

R is not a TTP and the communication channel is insecure like the today’s

wireless network. With this assumption, their schemes are easily compro-

mised with the man-in-the-middle attack. To verify the validity of R, R has

a RNG, r ∈U {0, 1}l, and both R and B have, hk(), a keyed one-way hash

function, hk : {0, 1}∗ → {0, 1}l. To secure DATA in the reply message from

B, B encrypts, Ehk(S)(DATA), and R decrypts, Dhk(S)(DATA). hk(S) is

the secret key and is randomized for each session with the random number r

from R. We assume that k is the secret key shared between R and B, and

R and B has enough capability to manage the symmetric-key cryptosystem

and sufficient computational power for encryption and decryption.

Figure 3.1 shows overall system architecture and message exchanges based

on the assumptions.

3.2.2 Attacking Model

To solve the security risks and privacy issues, the following attacking model

must be assumed and prevented [7, 15, 17, 18]. However, in our protocol, we

do not consider a physical attack like detaching RFID tag physically from a

product because it is hard to carry out in public or on a wide scale without

detection. We consider the following attacks and describe:
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Man-in-the-middle attack : The attackers can impersonate as a legitimate

reader and get the information from T , so he can impersonate as the

legitimate T responding to R. Thus, the attacker easily can be authen-

ticated by the legitimate R before the next session.

Replay attack : The attackers can eavesdrop the response message from T ,

and retransmit the message to the legitimate R.

Forgery : The simple copy for the information of T by eavesdropping is

enabled by the adversary.

Data loss : The protocol can be damaged from the denial-of-service (DoS)

attack, power interruption, and hijacking.

3.3 Security Requirements

To guarantee security and protect the privacy of tag bearers, we define the

following requirements in cryptographic point of view [17, 14].

Data Confidentiality : The private information of T must be kept secure to

Figure 3.1: Overall architecture of our RFID system
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guarantee user privacy. The information of T must be meaningless for

its bearer even though it is eavesdropped by an unauthorized R.

Tag Anonymity : Although the data of T is encrypted, the unique iden-

tification information of T is exposed since the encrypted data is con-

stant. An attacker can identify each T with its constant encrypted data.

Therefore, it is important to make the information of T anonymous.

Data Integrity : If the memory of T is rewritable, forgery and data mod-

ification will happen. Thus, the linkage between the authentication

information and T itself must be given in order to prevent the simple

copy for T . In addition to this, the data integrity for the authentication

information between T and B must be guaranteed. On the other hand,

there is the possible data loss coming from the DoS attack, power inter-

ruption, message hijacking, etc. Thus, the authentication information

between T and B must be delivered without any failure, and the data

recovery must be provided.

Besides, we must consider and evaluate the following security feature in

the design of RFID authentication protocol.

Mutual authentication and reader authentication : In addition to access

control, the mutual authentication between T and B must be provided

as a measure of trust [11]. By authenticating mutually, the replay attack

and the man-in-the-middle attack to both T and B is prevented. B
also must authenticate R to avoid the man-in-the-middle attack by an

illegitimate R on the insecure channel.

3.4 Design of Authentication Protocol

First of all, we design the basic authentication protocol that provides mutual

authentication between a tag and a back-end server as shown in Figure 3.2.
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B R T
k1, k2 k1, k2

1) query -
HID = h(k1)

2) HID¾3) HID¾
Check HID
then
HID′ = h(k2)

4) HID′, DATA- 5) HID′
-

Check HID′ ?= h(k2)
then

k1 ← k1 ⊕HID′
k2 ← k2 ⊕HID

k1 ← k1 ⊕HID′

k2 ← k2 ⊕HID
-¾

Secure Channel Insecure Channel

Figure 3.2: Basic Authentication protocol

Initially, the tag and the back-end server store two fresh random nonce,

k1 and k2 as shared secrets. The basic protocol yet counteracts attacks, but

it provides mutual authentication between a tag and a back-end server and

anonymity on the tag. The tag has a hash function and transmit HID as

a reply for a query from a reader. In the basic protocol, HID is used as a

index so that the back-end server can find the record corresponding the tag

and calculate h(k1). The tag response is forwarded by the reader. When

the back-end server succeed to authenticate the tag, it sends HID′ and cor-

responding data as a reply to the reader and update the shared two secret

information, k1 = k1 ⊕ HID′ and k2 = k2 ⊕ HID, respectively. To make

the response anonymous, the back-end server uses HID′ = h(k2). Then, the

reader forwards the authentication reply to the tag. The tag can authenticate

HID′ with its shared secret k2. After finishing mutual authentication suc-

cessfully, the tag updates the shared two secret information, k1 = k1⊕HID′

and k2 = r2 ⊕HID, respectively.

We adapt RNG on R to protect the man-in-the-middle attack. In this
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protocol,R generates a pseudo random number, r, and queries with S = hk(r)

to T . R also transmits S and r to B with the response message from T . S

is the keyed hash value from R and is verified by B. Thus, the protocol can

prevent the man-in-the-middle attack even though an attacker can query T
before T is interrogated by the legitimate R and it can be authenticated with

its corresponding response.

To make this protocol forgery resistant, we exclusive-or a RFID chip’s

original serial number in ID. During the authentication process in B side, B
can check ID with the chip serial number that is stored on the corresponding

record of D. The overall protocol is shown in Figure 3.3. The subordinate

procedures for each step are described.

3.4.1 Protocol Setup

1) Each T is given two fresh random secrets and D of B also stores them

as the shared secret. The temporary used two shared secrets are k1 and

k2 ∈U {0, 1}l. T has a hash function and a XOR function. T does not

need to have the additional storage for its serial number, C, since C is

unique and permanently embedded into each T [12]. k1, k2, and the

initial identification data, ID = h(k1), are initially stored into ID, k1,

and k2 of memory of each T , respectively.

2) R has a RNG and a keyed hash function, generates a fresh random

nonce, r ∈U {0, 1}l, and calculates hk(r) for every session. R and B
manage the secret key k for keyed hash function. We simply denote

hk(r) by S.

3) B has a database D and manages a record pair for each tag consisting

of 〈T1, T2, AE, CN, DATA〉 like [7]. AE is not set since no associated

entry exists initially at this moment. CN , keeps the unique chip serial

number, C, for each T . B has a hash function and a keyed hash function
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to verify T and R, respectively. The pair of records point each other

with the pointer field, AE. Thus, the record for the previous session

can be used to recover the data for the current session when the data

loss is occurred.

B R T
(h(), hk(),⊕) (RNG, hk()) (h(),⊕)

k1, k2, C r, S = hk(r) k1, k2, C
query with S

-
1) challenge

ID = h(k1 ⊕ S ⊕ C)

ID¾
2) T -R response

ID, S, r
¾

3) R-B response

Verify S
?= hk(r) (abort if not)

then
Retrieve 〈k1, k2, C〉 from 〈T1, T2, CN〉 ∈ D

Verify ID
?= h(k1 ⊕ hk(r)⊕ C)

(abort if not)
then ID′ = h(k2)

ID′, Ehk(S)(DATA)
-

4) B-R reply

k1 ← k1 ⊕ ID′
k2 ← k2 ⊕ ID

Dhk(S)(DATA)

ID′
-

5) R-T reply

Verify ID′ ?= h(k2)
(abort if not)
then

k1 ← k1 ⊕ ID′
k2 ← k2 ⊕ ID

Database Records
T1, T2, AE, CN , DATA

Tag Memory
ID, k1, k2

-¾
Insecure Channel Insecure Channel

Figure 3.3: Proposed Authentication Protocol
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3.4.2 Detailed Description

As shown in Figure 3.3, we describe the proposed protocol according to the

sequence of message exchange and also discuss the security goals which can

be achieved during the execution of each protocol message. The one session

of mutual authentication is processed from step 1 to step 5 challenging and

responding the valid authentication messages.

Step 1 (Challenge) In this step, R usually applies a collision-avoidance pro-

tocol like the secure binary tree walking [4, 17] or the standard protocols

of ISO 18000-3 MODE [10] to singularize T out of many. R generates a

fresh random nonce, r, and randomizes it with the keyed one-way hash

function, S = hk(r). R sends S to the queried T . The key, k, is shared

by R and B, and S is used to authenticate the validity of R. With S,

the man-in-the-middle attack is prevented against an active attacker.

It is also used to detect the illegitimate R by B after step 3.

Step 2 (T -R Response) When queried, T sends ID to R. ID is the output

of one-way hash function. ID is used as the identification information

and has two purposes; One is to verify the legitimate R with S, and

another is to prevent the forgery with C by the passive eavesdropping.

ID is randomized with the shared secrets, k1 and k2 for every read

attempt.

Step 3 (R-B Response) R simply forwards ID to B. At the same time,

R also transmits S and r to prevent the man-in-the-middle attack and

to detect the illegal R. Within this step, B authenticates R and T
consequently with ID, respectively.

- At first, B verifies whether the forwarded r is valid or not by

comparing S with hk(r). k is the shared secret key only between

R and B, so B can detect the illegal R and discards the forwarded
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message. Thus, the man-in-the middle attack by the illegitimate

R and a passive eavesdropper can be prevented.

- If R is valid, B retrieves the record corresponding to ID and get

〈k1, k2, C〉 from 〈T1, T2, CN〉 ∈ D, respectively. Then, B authen-

ticates T with ID. B calculates h(k1 ⊕ hk(r) ⊕ C) and compares

with ID.

- Since B initially stores the chip serial number, C, B can evaluate

the linkage between the forwarded authentication information ID

and T itself in order to prevent forgery. Forgery can be detected

and prevented by B at this moment.

- At the same time, B can detect and prevent the man-in-the-middle

attack since S is used as the factor of the man-in-the-middle attack

detection. Similarly, the replay attack can be also detected and

prevented simultaneously.

- If B successfully finishes the authentication process, B generates

ID′ with its one of shared random secrets k2. ID′ will be used to

make the shared secret, k1, anonymous in the remaining steps.

- D of B generates a new record to consist of a pair of records and

updates with the corresponding record. AE have the value to

point the pair of records each other. When errors or the data loss

in message for the current session are occurred, D of B can refer the

record of the previous session pointed by AE of the current session.

Thus, the protocol is reliable for the data recovery against the data

loss.

Step 4 (B-R Reply) B encrypts the corresponding DATA using hk(S), the

randomly created shared secret key between B and R. Then, B replies

ID′ and Ehk
(S)(DATA). Then, B makes its shared two keys, k1 and

k2, randomized simply by exclusive-oring. The same process will be
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applied to the next step for making the corresponding shared secrets of

T anonymous. After this step, the corresponding decryption process,

Dhk
(S)(DATA), is processed by R to get DATA. Thus, DATA of T

is securely obtained only by the legitimate R although the adversary

eavesdrops the reply messages on the insecure channel.

Step 5 (R-T Reply) Like step 3, R forwards ID′ to the corresponding T .

Then, T processes the mutual authentication. T verifies the forwarded

ID′. T calculates h(k2) and compares it with ID′. If matched, the

mutual authentication is finally succeeded, and T , as the last process,

updates the shared secrets k1 and k2 simply exclusive-oring with ID

and ID′, respectively. Otherwise, T will not updates them in case the

replay attack to T occurs.
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Chapter 4

Analysis

4.1 Correctness Proof

In this section, we prove the correctness of the proposed protocol based on

GNY logic. Specifically, the correctness means that after the protocol ex-

ecution, the communication parties believe that they are sharing two fresh

secrets, k1 and k2, and random nonce, r, and are sure that this belief is con-

firmed by the other side. In addition to this, two entities, R and B should

believe that they share the secret keys in case the communication channel

between the two entities is insecure. The logic of Gong, Needham and Ya-

halom [20], usually referred to as the GNY logic, is used to formally verify

cryptographic protocols. we apply the reasoning process of GNY logic to our

protocol.

In the forthcoming description, we use the conventional notations as fol-

lows: T, R, and B are entities, T , R, and B, respectively; Ki
1 and Ki

2 are

shared secrets for i-th session between T and B. H() is a one-way hash

function and HK() is a one-way keyed hash function; NR is a random nonce

generated by R; K is a shared secret for HK() and KRB is a shared secret

for conventional encryption; m is data; other notations like T1, P1, F1, etc.

follow the logical postulates of GNY logic [20].
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4.1.1 Used GNY Constructs

Table 4.1 shows the constructs of GNY that are used throughout the thesis.

For a more detailed and complete description we refer to [20].

4.1.2 Protocol Formalization

In this section, we, at first, simplify the protocol and describe it as a generic

type. Then, we idealize and formalize the generic type of the protocol for

verification goals.

Generic Type of Protocol.

1) Message 1 R → T : HK(NR)

2) Message 2 T → R : H(Ki
1 ⊕HK(NR)), H(K i

1 ⊕HK(NR)⊕ C)

3) Message 3 R → B : H(Ki
1⊕HK(NR)), H(Ki

1⊕HK(NR)⊕C), HK(NR), NR

4) Message 4 B → R : H(Ki
2), {m}KRB

5) Message 5 R → T : H(Ki
2)

Idealized Protocol.

Authentication messages of the proposed protocol consist of the outputs of

hash function or keyed hash function. Two fresh shared secrets between T

and B are updated for every session and used as session keys for mutual

authentication between two entities. The authentication messages are trans-

ferred by way of legitimate R. The validity for R should be guaranteed by

B with shared keys since we assume R is not a TTP and the communication

channel between R and B is insecure. Therefore, we add some conditions for

those keys to the generic type of protocol and omit unnecessary components.

We follow the authentication steps and verify whether the two parties, T and
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Table 4.1: Used GNY constructs

(X,Y ) Concatenation of formu-

lae

{X}K
{X}K−1

Symmetric-key encryp-

tion and decryption

P 3 X P possesses or is capable

of possessing formula, X

P |∼X P conveyed X.

P |≡X P believes X. ](X) The formula X is fresh.

X has not been before the

current run of the proto-

col.

P / X P is told X. P has a re-

ceived a message contain-

ing X and P can read and

repeat X.

P /?(X) P is told formula X, not

conveyed by P during the

current protocol run.

X ; C Message X has the exten-

sion C. The precondition

for X being conveyed is

C.

P Z⇒ X P has jurisdiction over X.

The principal P is an au-

thority on X.

φX Formula X is recogniz-

able

P
K←→ Q K is a suitable secret for

P and Q. It may be used

as a key or as a proof of

identity.

P
K® Q K is a secret known only to P and Q, and possibly to prin-

cipals trusted by them. Only P and Q may use X to prove

their identities to one another. Often, K is fresh as well as

secret.
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B, can believe each other that they send and reply the shared secrets, K1 and

K2 with each other.

1) Message 1 R → T : HK(NR) ; R |≡R
K←→ B

2) Message 2 T → R : H(Ki
1 ⊕HK(NR)) ; T |≡φ(H(X))

3) Message 3 R → B : H(Ki
1 ⊕HK(NR)) ; B |≡R

K←→ B

4) Message 4 B → R : H(Ki
2), {R KRB←−→ B}KRB

; B |≡R
KRB←−→ B

5) Message 5 R → T : H(Ki
2) ; T 3 K i

2

Formalized Protocol.

The conventional notations above is not convenient for manipulation in a logic

[21]. To process the formal proof, we introduce the logical formula for our

authentication protocol that is idealized version of the original message. The

asterisks, ?, denote the ability of each principal to recognize that it did not

send the received message at an earlier stage in the protocol, which means the

following term was not originated by the party who receives it. The message

extension, ;, means that K and KRB are intended to be shared secret keys

for use between entities, R and B.

1) Message 1 T / ?(HK(NR)) ; R |≡R
K←→ B

2) Message 2 R / ?(H(Ki
1 ⊕HK(NR))) ; T |≡φ(H(X))

3) Message 3 B / ?(H(K i
1 ⊕HK(NR))) ; B |≡R

K←→ B

4) Message 4 R / ?(H(Ki
2), {R KRB←−→ B}KRB

) ; B |≡R
KRB←−→ B

5) Message 5 T / ?(H(K i
2)) ; T 3 Ki

2
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Table 4.2: Goals of the Correctness Proof
1. B |≡T |∼ ](H(Ki

1 ⊕HK(NR))) 2. T |≡B |∼ ](H(K i
2))

3. R |≡R
K←→ B 4. B |≡R

K←→ B

5. R |≡R
KRB←−→ B 6. B |≡R

KRB←−→ B

4.1.3 Proof Goals

T transmits its fresh hashed output to B for every session using two fresh

shared secrets, Ki
1 and Ki

2 between T and B. B replies its fresh hashed output

to T also using two fresh shared secrets, K i
1 and Ki

2 between T and B. In

addition to them, K and KRB are shared keys between R and B. The proof

goals of correctness are shown in Table 4.2.

The first two goals, (1) and (2), are for the shared secrets. Those beliefs is

to state that two entities shared secrets each other exchange fresh messages.

In the real world, the output from tag should be anonymous. Thus, it is

hashed and transmitted to back-end server, then verified whether the tag is

valid or not. The message from the back-end server to the tag is also hashed

and verified by the tag for mutual authentication. The goals (3-6) are about

shared keys between two entities. (3) and (4) are for a keyed hash function to

guarantee the validity of reader, and (5) and (6) are for message encryption

and decryption based on the symmetric key cryptosystem. Those beliefs stat

that two entities, a reader and a back-end server, share those keys for their

own purpose.

4.1.4 Initial Assumptions

Table 4.3 shows the initial assumptions for our protocol. Assumptions (1-4)

state that T has a hash function, B has a hash functions and a keyed hash

function, R has a RNG and a keyed hash function, and the random nonce

NR of R and the keyed hash value HK(NR) are fresh. The next six assump-
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Table 4.3: Initial Assumptions for Proof

1. T 3 H(X) 2. R 3 HK(X)

3. B 3 (H(X), HK(X)) 4. T |≡ ](NR)

5. T 3 (K i
1, K

i
2) 6. B 3 (K i

1, K
i
2)

7. T |≡ ](K i
1, K

i
2) 8. B |≡ ](Ki

1, K
i
2)

9. T |≡T
Ki

1,Ki
2® B 10. B |≡T

Ki
1,Ki

2® B

11. T |≡B 3 (Ki
1, K

i
2, C) 12. B |≡T 3 (Ki

1, K
i
2, C)

13. T |≡B Z⇒ T
Ki

1 B 14. T |≡ ](H(Ki
2))

15. T |≡R Z⇒ B |∼H(Ki
2) 16. B |≡T Z⇒ T

Ki
2 B

17. R 3 (K, KRB) 18. R |≡R
K,KRB←−−−→ B

19. B 3 (K, KRB) 20. B |≡R
K,KRB←−−−→ B

21. B |≡R Z⇒ R
K,KRB←−−−→ B 22. R |≡B Z⇒ R

K,KRB←−−−→ B

tions (3-8) are for two fresh shared secrets, K1 and K2, between T and B,

which means those shared secrets are fresh and are kept in both entities, T
and B, during the single session. Assumptions (9) and (10) are based on the

assumptions (1-8) and R must be a trusted entity in the viewpoint of B since

the authentication messages from T are transmitted via R. The abilities for

verifying the hashed authentication message transmitted from T by B and

from B by T , respectively are based on assumptions (11-14). Assumptions

(15-20) mean that K and KRB are shared secrets between entities, R and B,

and are managed by both entities. KRB is for the symmetric key cryptosys-

tem for message encryption, and K is for the keyed hash function. Those

assumptions also mean that both entities trust each other with those keys.
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4.1.5 Verification

In this section, the formal proof of our protocol is stated. The proof based on

GNY logic is processed with the assumptions of Table 4.3. We strictly follow

the logical postulates of [20]. We refer n is the number of list and denote the

list of proof goals of Table 4.2 by Gn, the list of assumptions of Table 4.3 by

An, and the verification steps by Vn.

Message 1 T / ?(HK(NR)) ; R |≡R
K←→ B

1) The extension to the message, R |≡R ↔ KB, is the precondition

for the shared key K between R and B. It is valid because it holds

when the message is sent as is evident from the initial assumptions,

A18.

2) Applying T1, Being-Told Rule.

T / HK(NR)

3) Applying P1, Possession Rule.

T 3 HK(NR)

4) Applying F1, Freshness Rule.
T |≡ ](NR)

T |≡ ](H(NR))

5) Applying V3, and applying F10, Freshness Rule.
T |≡ ](HK(NR))∧T3HK(NR)

T |≡ ](HK(NR))

Message 2 R / ?(H(K i
1 ⊕HK(NR))) ; T |≡φ(H(X))

6) The extension to the message, T |≡φ(H(X)), is valid since it holds

when the message is sent as is evident from the initial assumptions,

A1. The followings show the validity of it.

- Applying R6, Recognizability Rule.
T3H(X)

T |≡φ(X)
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- Applying R5, Recognizability Rule.
T |≡φ(X)∧T3X

T |≡φ(H(X))

7) Applying T1, Begin-Told Rule.

R / H(Ki
1 ⊕HK(NR))

8) Applying P1, Possession Rule.

R 3 H(Ki
1 ⊕HK(NR))

9) Applying F10, Freshness Rule.
R|≡ ](Ki

1⊕HK(NR))∧R3H(Ki
1⊕HK(NR))

R|≡ ](H(Ki
1⊕HK(NR)))

10) For V9, applying R6, Recognizability Rule.
R3H(Ki

1⊕HK(NR))

R|≡φ(H(Ki
1⊕HK(NR)))

11) For V9, applying A18, V7, V8, V10, and applying I1, Message

Interpretation Rule.
R/?(H(Ki

1⊕HK(NR)))∧R3(Ki
1⊕HK(NR))∧R|≡ ](H(Ki

1⊕HK(NR)))∧R|≡φ(H(Ki
1⊕HK(NR)))

R|≡ ](H(Ki
1⊕HK(NR)))

12) Applying A20, A22, and applying J1, Jurisdiction Rule. This is

the proof for G3, R |≡R
K←→ B.

P |≡B Z⇒R
K←→B∧B |≡R

K←→B

R|≡R
K←→B

Message 3 B / ?(H(K i
1 ⊕HK(NR))) ; B |≡R

K←→ B

13) The extension to the message, B |≡R
K←→ B, is valid because it

holds when the message is sent as is evident from the initial as-

sumptions, A20.

14) Applying T1, Being-Told Rule.

B / H(K i
1 ⊕HK(NR))

15) Applying P1, Possession Rule.

B 3 H(Ki
1 ⊕HK(NR))

16) For V15, applying A3, A6, and applying F10, Freshness Rule.
B |≡ ](Ki

1⊕HK(NR))∧B3H(Ki
1⊕HK(NR))

B |≡ ](H(Ki
1⊕HK(NR)))

42



17) For V15, applying R6, Recognizability.

B3H(Ki
1⊕HK(NR))

B |≡φ(H(Ki
1⊕HK(NR)))

18) For V16, applying A3, A6, A20, V14, V16, V17, and applying I1,

Message Interpretation Rule.

B/?(H(Ki
1⊕HK(NR)))∧B3(Ki

1,HK(NR))∧B |≡R
K←→B∧B |≡ ](H(Ki

1⊕HK(NR)))∧B |≡φ(H(Ki
1⊕HK(NR)))

B |≡R|∼H(Ki
1⊕HK(NR))

19) For assumptions, A18 and A21, applying J1, Jurisdiction Rule.

This is the proof for G4, B |≡R
K←→ B.

B |≡R Z⇒R
K←→B∧R|≡R

K←→B

B |≡R
K←→B

20) For V16, applying A3, A6, A10, V14, V16, and applying I3, Mes-

sage Interpretation Rule.

B/?(H(Ki
1⊕HK(NR)))∧B3(Ki

1,HK(NR))∧B |≡T
Ki

1←→B∧B |≡ ](H(Ki
1⊕HK(NR)))

B |≡T |∼H(Ki
1⊕HK(NR))

21) For V20, applying V16, and applying F1, Freshness Rule. This is

the proof for G1, B |≡T |∼ ](H(K i
1 ⊕HK(NR))).

B |≡ ](H(Ki
1⊕HK(NR))∧B |≡T |∼H(Ki

1⊕HK(NR))

B |≡T |∼ ](H(Ki
1⊕HK(NR)))

Message 4 R / ?(H(K i
2), {R KRB←−→ B}KRB

) ; B |≡R
KRB←−→ B

22) The extension to the message, B |≡R
KRB←−→ B, is valid because

it holds when the message is sent as is evident from the initial

assumptions, A20.

23) Applying T1, Being-Told Rule.

R / (H(Ki
2), {R KRB←−→ B}KRB

)

24) Applying T2, Being-Told Rule.

R / H(Ki
2)

25) Applying P1, Possession Rule.

R 3 H(Ki
2)
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26) For V25, applying P1, Possession Rule.
R|≡ ](Ki

2)∧R3H(Ki
2)

R|≡ ](H(Ki
2))

27) For V23, applying P1, Possession Rule.

R 3 (H(K i
2), {R KRB←−→}KRB

)

28) For V23, applying A18, V27, and the freshness ](H(Ki
2), KRB) is

straightforward, and applying I1, Message Interpretation Rule.

R/?(H(Ki
2),{R

KRB←−→}KRB
)∧R3(H(Ki

2),{R
KRB←−→}KRB

)∧R|≡R
KRB←−→B∧R|≡ ](H(Ki

2),KRB)

R|≡B |∼ (H(Ki
2),R

KRB←−→B)

29) Applying I7, Message Interpretation Rule.

R |≡B |∼R
KRB←−→ B

30) Applying A20, and applying J1, Jurisdiction Rule. This is the

proof for G5, R |≡R
KRB←−→ B.

R|≡B |∼R
KRB←−→B∧B |≡R

KRB←−→B

R|≡R
KRB←−→B

31) We omit the proof for G6 since, for the encrypted message with

the key, KRB, there is no further message exchange after this step.

That is, the encrypted message of the entity, B, is replied to R and

decrypted by R. Thus, the proof is not needed at this moment.

Message 5 T / ?(H(K i
2)) ; T 3 Ki

2

32) The extension to the message, T 3 K i
2, is valid because it holds

when the message is sent as is evident from the initial assumptions,

A5.

33) Applying T1, Being-Told Rule.

T / H(K i
2)

34) Applying P1, Possession Rule.

T 3 H(Ki
2)

35) Applying A7, and applying F10, Freshness Rule.
T |≡ ](Ki

2)∧T3H(Ki
2)

T |≡ ](H(Ki
2))
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36) Applying A5, A9, V33, and applying I3, Message Interpretation

Rule.

T/?(H(Ki
2))∧T3Ki

2∧T |≡T
Ki

2←→B∧T |≡ ](H(Ki
2))

T |≡B |∼H(Ki
2)

37) Applying V35, and applying F1, Freshness Rule. This is the proof

for G2, T |≡B |∼ ](H(K i
2)).

T |≡ ](H(Ki
2))∧T |≡B |∼H(Ki

2)

T |≡B |∼ ](H(Ki
2))

As shown above, the proof goals G1-G6 are accomplished by verification

steps V12, V19, V21, V30, and V37, respectively.

4.2 Evaluation

4.2.1 Security Analysis

We evaluate our protocol in the view point of the security requirement.

Data Confidentiality

• On Data Privacy of Tag Bearers : Our protocol guarantees the secure mu-

tual authentication only with the hashed messages, S = hk(r), ID =

h(k1 ⊕ S ⊕ C), and ID′ = h(k2), and T does store no privacy infor-

mation of tag bearers. All other required data of T for an application

are stored in D of B. Although the information transmitted from T of

the authentication step 2 is eavesdropped by an adversary, it is mean-

ingless. Thus, data confidentiality of tag owners is guaranteed and the

user privacy on data is strongly protected.

• On Application Data: Based on the assumption that the communication

channel between R and B is insecure, the application-specified data of

B, DATA, is easily eavesdropped by adversaries during the authentica-

tion step 4. It makes a serious security problem since DATA is in real
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world domain. As R and B have enough computational power, in our

scheme, we adapt symmetric-key cryptosystem to protect DATA. The

DATA of the corresponding T is not compromised since it is encrypted

by B and decrypted only by the authorized R with the randomly gen-

erated secret key, hk(S), from S of R.

Tag Anonymity

From the initial point of authentication processes, we use two fresh random

secrets, k1 and k2, as the shared secrets between entities, T and B. These

secrets are randomized and anonymous since they are updated for every read

attempt. To make tag’s authentication information randomized, T does hash

calculation of its initial key, k1, with random value, S, that is generated and

given by R when querying. When the mutual authentication is successfully

completed, T changes its two secrets for next session. The proposed protocol

seamlessly integrates one-wayness of hash function into mutual authentication

processes. Thus, tag anonymity is guaranteed and the location privacy of a

tag owner is not compromised, either.

Data Integrity

Based on the mutual authentication, our protocol guarantees the data in-

tegrity between T and B. In every session, B check the validity of the au-

thentication message transmitted from T after the authentication step 3. B
replies only for valid tag and updates its shared secrets for next session. T
also changes its shared secrets only for the valid authentication message of

B. Even though there is possible data loss for the reply message to T , B
guarantees data integrity recovering the data of previous session using a pair

of records in D.

In addition, the linkage between the authentication information and T
itself is given for guaranteeing integrity against forgery and data modifica-
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tion for T . When T uses its the chip serial number, C, when it generates

its authentication message. B can check the validity of the authentication

information of T , thus, integrity of the linkage is guaranteed.

Availability

• Man-in-the-middle Attack Prevention: Through the authentication step 1

to step 3, R sends S to T , and S and r to B for preventing the man-

in-the-middle attack. B can verify S with the calculation of the keyed

hashed value of r transmitted fromR. Only an authorized reader shares

the key for the keyed hash function of R and B. An illegitimate R can-

not generate the valid S and the invalid authentication messages are de-

tected by B. Thus, the man-in-the-middle attack is strongly prevented

even though an adversary tries to impersonate as a legitimate reader

and get the information from T and impersonate as the legitimate T
responding to R.

• Unauthorized Reader Detection: The proposed protocol is designed based

on the insecure communication channel between R and B. Similar to

the way of man-in-the-middle attack prevention, the man-in-the-middle

attack by R as an illegitimate reader is detected and can be prevented

by B on the insecure channel between R and B.

• Replay Attack Prevention: The replay attack for B is detected and pre-

vented in the authentication step 3 when the attacker retransmits the

message of T to the legitimate R. The freshness of shared secrets be-

tween T and B is guaranteed for each session. Thus, B can evaluate the

validity of the authentication message of T by checking the randomized

secrets, k1 in ID. The replay attack to T also can be enabled to violate

the synchronization between T and B for each session. Similarly, the re-

play attack for T is detected and prohibited through the authentication

step 5 for T by checking ID′ transmitted from B.
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• Forgery Resistance: To give the forgery resistance feature, we simply exclusive-

or the embedded chip serial number, C, of T to the authentication

information, ID. C is initially embedded during the chip manufactur-

ing. B also initially keeps each tag’s chip serial number initially and

authenticates the ownership of the authentication information for T .

Whenever T generates ID, it refers to C, so we can come up with the

linkage between ID and T itself. Thus, the forgery like simple copy or

counterfeiting of T is prevented.

• Data Recovery : By using the pair of records in D and managing AE for each

T as we described in the authentication step 3, our protocol provides

the data recovery against the data loss such as DoS, message hijacking,

power interruption, etc. during the authentication processes.

Table 4.4 shows the comparison of the security-related features and the

possible attacks for our protocol with the previous results in the next section.

We denote the hash-lock scheme [18], the extended hash-lock scheme [18], and

the hash-based varying Identifier [7] by HLS, EHLS, and HBVI, respectively.

As shown in Table 4.4, the proposed protocol satisfies the security require-

ments and provides the privacy protection features. Our protocol exhibits

much secure and more reliable compared to other previous results.

4.2.2 Performance Analysis

We analyze the performance of the proposed scheme in forms of the following

overheads: 1) computation, 2) storage, 3) communication , and 4) cost.

• Computational Overhead: T requires only a hash calculation and a

XOR operation and needs three hash calculation. However, the cost of

hash calculation at the server side is 2n, where n is the number of tags.

Compared to [7], the cost of our protocol has overheads for B. However,

in [7], the anonymity of tag is guaranteed only after the authentication
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Table 4.4: Security Comparison
Protocol HLS [18] EHLS [18] HBVI [7] Our Scheme

User data confidentiality × 4 4 ©
Tag anonymity × 4 4 ©
Data integrity 4 4 © ©
Mutual authentication 4 4 4 ©
Reader authentication × × × ©
Man-in-the-middle attack preven-

tion

4 4 × ©

Replay attack prevention 4 4 © ©
Forgery Resistance × × × ©
Data Recovery × × © ©

†† Notation

© satisfied 4 partially satisfied × not satisfied

is successfully completed. Therefore, the location privacy of tag bearers

is compromised until the next session is successfully started. To make

the output of T anonymous for the current session, B should check for

every records of D to authenticate each tag like EHLS [18]. [14] also

shows that the computational cost of B is also 2n at the same condition,

which means the cost of our scheme is reasonably feasible. However,

note that the reduction of this cost should be needed for the admirable

performance.

On the other side, our protocol seems to have encryption and decryption

overheads for R and B. However, those cryptographic tools are needed

to secure DATA on the insecure channel. We assume that R and B
have enough computational power to process encryption and decryption

based on the symmetric-key cryptosystem.

• Storage Overhead: To compare with the previous protocols, we assume

the sizes of all components are L bits, and a RNG and a hash function
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are h, hk : {0, 1}∗ → {0, 1} 1
2
L and r ∈U {0, 1}L, respectively. In our

protocol, T only has a hash function and XOR function, and the size

of the memory is 21
2
L. Thus, the proposed protocol is light-weight and

practical. We exclude the comparison for the application-specified data,

DATA since the size of DATA depends on applied applications.

• Communication Overhead: The proposed protocol accomplishes mu-

tual authentication between T and B requiring five rounds. As we

denote in the previous section, some protocols [18, 14] requires three or

six rounds. However, their protocol have synchronization problem on

authentication data between T and B. Five rounds is mostly acceptable

for a minimum number of mutual authentication in RFID environment.

Therefore, the proposed protocol is feasible in the sense of communica-

tion overheads.

• Cost Overhead: [17, 16, 39] claimed that generally acceptable low-cost

RFID tag should not exceed 5 cents and the IC cost should not exceed

2 cents to achieve a 5 cent tag. They said the limitation of the number

of gates is 7.5-15 K-gate and a 100-bit EPC chip requires approximately

5-10 K-gate. Consequently, the number of gates available for security

generally cannot exceed 2.5-5 K-gate [14].

The proposed protocol requires only a hash function and a XOR unit.

Currently, [13] introduced the implementation results of three varia-

tions, PH (NH-Polynomial), PR (NH-Polynomial with Reduction), WH

(Weighted NH-Polynomial with Reduction) of NH (a universal hash

function of UMAC). Their results shows a hash function unit for 64-

bit output of WH, can be implemented with only about 1.7 K-gate

and low-power consumption. In our protocol, only one hash function

unit and temporary gates for XOR operation are needed. If we assume

the temporary gates for XOR operation needs several tens of gates, the
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Table 4.5: Performance Comparison
Protocol Entities HLS [18] EHLS [18] HBVI [7] Our Scheme

No. of Hash Operation T 1 2 3 2

B ¬ n 3 2n

No. of Keyed Hash R ¬ ¬ ¬ 1

Operation B ¬ ¬ ¬ 1

T ¬ 1 ¬ ¬
No. of RNG Operation R ¬ ¬ ¬ 1

B ¬ ¬ 1 ¬
No. of Encryption B ¬ ¬ ¬ 1

No. of Decryption R ¬ ¬ ¬ 1

Number of Authentication Steps 6 5 5 5

T 1 1
2L 1L 3L 21

2L

Required Memory Size R ¬ ¬ ¬ 11
2L

B 2 1
2L 1 1

2L 9L 8L

†† Notation ¬ not required

n number of tags L size of required memory

number of expected gates is less than 2 K-gate. Therefore, the proposed

protocol is feasible and practical for low-cost RFID environment.

Table 4.5 shows the comparison of the computational loads and the re-

quired memory size for a single session with previous results [7, 18].
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Chapter 5

Conclusion

In this thesis, we have studied the design and analysis of authentication

schemes for low-cost RFID environment. We have reviewed previous works

related to hash-based protocols as well as other security schemes which are

used in construction of our protocol.

We proposed a new mutual authentication protocol for the low-cost RFID

environment that is computationally light-weight and anonymously interact

between entities. The proposed protocol basically fits the low-cost RFID

system environment. The tag only has a hash function with the shared two

fresh random secrets of small memory size. With this minimal cryptographic

primitive, our protocol provides the mutual authentication between the tag

and the back-end server and anonymously interacts.

Our protocol is robust enough since it protects the replay attack and

man-in-the-middle even when the reader is not a trusted third party and the

communication channel is insecure. We add the linkage feature between the

tag and its authentication data, so forgery is prohibited. As all authentication

messages are randomized and the tag only has its unique identification data,

the user data privacy and the location privacy is guaranteed.

Different from the previous works [7, 18], in our protocol, reader authen-

tication and prevention of active attacks are firstly provided based on the

assumption that a reader is no more a trusted third party and the commu-

nication channel between the reader and the back-end server is insecure. As

tags only have hash function and exclusive-or unit, the proposed protocol is
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practical for low-cost RFID environment.

Furthermore, the formal proof of the proposed authentication protocol

was given based on GNY logic to show correctness for message exchanges

throughout the mutual authentication processes.

As a future work, we will consider public key infrastructure (PKI) to check

whether a reader is legitimate or not instead of the simple keyed hash-based

verification with the symmetric key between a reader and a back-end server.

In the aspect of implementation, we need more specified complexity analysis

to get the clearer security level. In addition to this, we would like to extend

our work to the real world system preventing forgery without the physical

access as well as protecting user privacy under the low-cost RFID system

environment.
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$���_� RFID\�¦ 0Aô�Ç îß����ô�Ç �©� ñ���7£x áÔ�Ð�Ðc+t

�ª�&ñ
½©

RFID(Radio Frequency Identification)��H �í�è+þA ìøÍ�̧�̂\� d��Z>� &ñ
�Ð\�¦

V,��¦ Áº���ÅÒ��Ãº\�¦ s�6 x�#� s� }9��̀¦ t���� Ì�o�̂\�¦ óøÍ1lq, ÆÒ&h� x9� �'ao�½+É Ãº

e����H l�Õüt�̀¦ ú́�ô�Ç��. s���H l��>r_� ���ï×¼\�¦ @/�̂½+É 	�[j@/ ���d�� l�Õüt�Ð çß�

ÅÒ÷&�¦ e��Ü¼ 9, �¾ÓÊê �̧A�½+É Ä»q�3$'�Û¼ ���r_� ×�æ¹כô�Ç �ÂÒ½̈�̧\�¦ +þA$í
½+É

�Ü¼�Ð���}©�÷&�¦e����.��f����t���H	כ RFID}9�_�Z�}�Ér�����Ü¼�Ð����#� RFID

l�Õüt_� ��6 xs� �Ð¼#��o÷&t� 3lw��¦ e��t�ëß�, }9� �����s� /åL5Åqy� ±ú���t��¦ e��

#Q���Érr�{9�?/\� RFIDl�Õüt_���6 xs����íß�\O�ì�r���ÐSX�@/÷&#Q��°ú��¼Ü	כ

�Ð ���}©��)a��.

Õª�Q�� �¾ÓÊê �Ð¼#�&h���� RFID I�Õª_� ��6 x\� e��#Q"f l��>r_� �Ðîß�0Aa�?õ�

�8Ô�¦#Q áÔ��s�!Qr� gË>K�����H ×�æ¹כô�Ç ë�H]j\�¦ ?/F���¦ e��Ü¼ 9, s���H ��|ÃÐf��

ô�Ç RFID 8̈��â
_� ½̈»¡¤\� e��#Q �¾ÓÊê &���êøÍ �©�E�Óüt�Ð @/¿º|̈c �Ü¼�Ð	כ \V�©��)a

��.s�ë�H]j��H RFIDI�Õª_�d��Z>�&ñ
�Ð��Áº���ÅÒ��Ãº����H���'��̀s�Û¼\�¦��

6 x�<ÊÜ¼�Ð+�]j 3��\�_�K�"f~1�>�d��Z>�|̈cÃºe������H RFIDr�Û¼%7�_�l��:r&h�

��� :£¤$í
Ü¼�Ð ����#� µ1ÏÒqtô�Ç��. 7£¤, I�Õª_� �èÄ»���� ·ú�t� 3lw���H ��s�\� I�

Õª_�&ñ
�Ð�����5ÅxH�dÜ¼�Ð+�>h���_�����©�õ��'aº���)a&ñ
�Ð_�Ä»Ø�¦x9�>h���_�'��

&h�\�@/ô�ÇÆÒ&h�õ�°ú �ÉráÔ��s�!Qr�gË>K¹כ��è\�¦Ä»µ1Ïr������.s��Qô�Ç RFID

r�Û¼%7�_� :£¤$í
�Ér I�Õª�� ÂÒ�ÃÌ�)a ]j¾¡§\� @/ô�Ç 0A����̧ x9� "fq�Û¼��ÂÒ /BN���õ�

°ú �Ér 0Aa�?\� ~1�>� �̧Ø�¦÷&>� �)a��. ����"f RFID_� �¾ÓÊê $í
/BN&h���� íß�\O��o\�¦

0AK�"f��H$���_�I�Õª\�@/ô�Ç�����&h�,l�Õüt&h�8£¤����̀¦ëß�7á¤r�(��õ�1lxr�\�0A

a�? �_¹�èכ ]j�� x9� áÔ��s�!Qr� ë�H]j\�¦ K����K��� ���H ��s	כ Äº��� õ�]j�� ÷&

�¦ e����. $���_� RFID 8̈��â
\� @/�#� &h��Ér >�íß�|¾Ó�̀¦ ̈½¹כ���H K�/' x9� �½�

 ü��Å�!Q Òqt$í
l� 1px_� ��� ñ�<Æ&h� �̧½̈\� l�ìøÍ�̀¦ é�H ò́õ�&h���� l�ZO�[þts� ]jr�÷&

�¦ e��Ü¼ 9, Henrici 1px [7], Okubo 1px [14], Weis 1px [18]s� ]jîß�ô�Ç áÔ�Ð�Ðc+t[þt

54



s� @/³ð&h�s���.

�:r �7Hë�H\�"f��H RFID r�Û¼%7�_� :£¤$í
 x9� 0Aa�?¹כ�è\�¦ ·ú����Ð�¦ s�\� ���Ér

�Ðîß¹כ�½̈���½Ó�̀¦ ëß�7á¤���H $���_� RFID 8̈��â
\� &h�½+Ëô�Ç �©� ñ���7£x áÔ�Ð�Ðc+t

�̀¦ ]jîß�ô�Ç��. RFID r�Û¼%7�\�"f_� �©� ñ���7£xs�êøÍ, I�Õª, o��8 x9� Ñþ�-�'p×¼ "f

!Q�Ð ½̈$í
�)a ���+þA&h���� RFID r�Û¼%7� �©�\�"f I�Õª_� d��Z>��̀¦ 0Aô�Ç Ä»{9�ô�Ç d��

Z>���(ID)\�@/�#�o��8 ¢̧��HÑþ�-�'p×¼"f!Q_����7£xõ�1lxr�\�$í
/BN&h����[j���

_� 7áx«Ñ\�¦ 0Aô�Ç I�Õª\�"f_� o��8 ¢̧��H Ñþ�-�'p×¼ "f!Q_� ���7£x�̀¦ ú́�ô�Ç��. ]jîß�

áÔ�Ð�Ðc+t�Ér>h�̂çß�_��©� ñ���7£x\�l�ìøÍ�̀¦¿º�¦I�Õªü<Ñþ�-�'p×¼"f!Q��1lx{9�

ô�Ç ¿º>h_� �½� ü�ô�Ç q�x9�°ú̀�כ¦ /BNÄ»� 9, s�\�¦ :�xK� K�{©� [j���\�"f >h�̂[þt çß�

_� �©� ñ���7£x x9� q�x9�°úכ\� @/ô�Ç Áº���$í
�̀¦ �Ð�©�ô�Ç��. I�Õª �èÄ»��_� áÔ��s�

!Qr� ë�H]j\�¦ K�����l� 0A�#� I�Õª��H �©� ñ���7£x�̀¦ 0Aô�Ç I�Õª_� Ä»{9�ô�Ç d��

Z>� &ñ
�Ðëß� ��t�>� ��¦, K�{©� [j���\�"f ���7£x�̀¦ 0Aô�Ç Bjr�t� �§8̈� r� o��8��

Òqt$í
ô�Ç �½� ü� °ú̀�כ¦ �<Êa� /BNÄ»�#� B� [j������� I�Õª_� e��"î
$í
�̀¦ Ä»t��<ÊÜ¼

�Ð+� I�Õª �èÄ»��_� 0Au�&ñ
�Ð\� @/ô�Ç �̧Ø�¦�̀¦ �Ð ñô�Ç��. ¢̧ô�Ç, ]jîß� áÔ�Ð�Ð

c+t�Ér /BN�����×�æçß�/BN���(Man-in-the-middle Attack), F�Òqt/BN���(Replay Attack)

x9�0A�̧(Forgery)1px_� RFIDr�Û¼%7�\�@/³ð&h����0Aa�?\�y©���̧2�¤[O�>�÷&%3�

��.

[7, 14, 18]\�"fü< ²ú�o�, ]jîß� áÔ�Ð�Ðc+t\�"f��H %�6£§Ü¼�Ð o��8ü< Ñþ�-�'p×¼

"f!Q çß�_� :�x��� G�V,�s� îß�����t� ·ú§�¦, o��8 ¢̧ô�Ç ���ø@½+É Ãº \O���H >h�̂����H

��&ñ
\�l�ìøÍ�̀¦¿º#QáÔ�Ð�Ðc+t�̀¦[O�>��%i���.s���H�¾ÓÊêo��8�� �̧��{9�l�l�

\�¦ ��6 xô�Ç Áº��� W1àÔ0>ß¼ 8̈��â
\�"f 1lx���½+É �â
Äº\��̧ I�Õª �èÄ»��_� áÔ��s�

!Qr�x9�îß����ô�Ç�©� ñ���7£x�̀¦�Ð�©�� 9,ü@ÂÒ_�/BN���\�@/ô�Çîß����$í
�̀¦]j/BNô�Ç

��. s�ü< �8Ô�¦#Q �:r �7Hë�H\�"f��H ]jîß�ô�Ç �©� ñ���7£x áÔ�Ð�Ðc+t\� @/K�"f GNY

�Ðf�� [20]\� l�ìøÍ�̀¦ ¿º#Q Õª îß����$í
�̀¦ 7£x"î
�%i���.
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