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Abstract

The lattices have been studied by cryptographers for last decades, both in

the field of cryptanalysis and as a source of hard problems on which to build

encryption schemes. Interestingly, though, research about building secure and

efficient signature schemes using the theory of lattices is extremely sparse in

the cryptographic literature. An early scheme is due to Goldreich, Goldwasser

and Halevi [7], who proposed that one could sign a message by demonstrating

the ability to solve the approximate closest vector problem reasonably well for

a point in space (hereafter referred to as the message digest point) generated

from a hash of the message, and verify by checking that the “close lattice

point” returned was indeed a lattice point and that it was close enough to

the message digest point to make forgeries impractical. However, this idea

was not analyzed in detail by its authors.

Another public-key cryptosystem, NTRU encryption scheme, was pro-

posed at almost the same time by Hoffstein, Pipher, and Silverman. Af-

ter that they introduced a new type of authentication and digital signature

scheme called NTRUSign at CT-RSA’03 [11]. NTRUSign features reason-

ably short, easily created keys, high speed, and low memory requirements

like NTRU encryption scheme. Its security is also based on the hard problem

i



of solving the approximate shortest(or closest) vectors in a certain lattice,

called NTRU lattice. In this scheme, the signer uses secret knowledge to find

a point in the NTRU lattice close to the given point. He/She then exploits

this approximate solution to the closest vector problem as his signature.

There are two reasons for seeking this alternative hard problems (like

GGH or NTRU) on which cryptography may be based. First, it is pru-

dent to hedge against the risk of potential breakthroughs in factoring and

computing discrete logarithms. A second and more significant reason is effi-

ciency. NTRU-based algorithms, for example, run hundreds of times faster

while providing the same security as competing algorithms. The drawback

in using alternative hard problem is that they may not be well understood.

Although lattice theory has been studied for over 100 years, the algorithmic

nature of hard lattice problems such the shortest vector problem(SVP) was

not really studied intensively until Lenstra, Lenstra and Lovász discovered a

polynomial-time lattice basis reduction algorithm in 1982. Moreover, NTRU-

based schemes use specific types of lattices based on an underlying polynomial

ring, and these lattices generate specific types of lattice problems that may be

easier to solve than general lattice problems. Since these specific lattice prob-

lems have been studied intensively only since NTRUEncrypt’s introduction

in 1996, we can expect plenty of new results.

In this thesis, first we propose an attack method of NTRUSign signature

scheme. Our proposed attack will allow a passive adversary who observes

only a valid message-signature pair to generate another signature. Thus

NTRUSign signature scheme is not secure in the sense of malleability. From

this property, we can derive a second signature of the message from any

message-signature pair. In this case, one cannot distinguish the second one

from the original one generated by who knows the secret key, which can be in

practice regarded as a forgery. Although such a weakness does not allow the

attacker to change the message string, this forgery shows that the signature

scheme cannot be used for all kinds of applications. For example, if one would
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like to apply it to electronic cash, finding a second valid signature for a bill

should be impossible. Also, an entity receiving the message-signature pairs

(m, s) and (m, s′) such that s 6= s′ at the same time, neither s nor s′ will be

accepted as a valid signature for the message m by him. In this scenario if a

legitimate signer wants to assert s as his/her own signature for the message

m, then he/she should exhibit his/her private key.

Finally, we provide a simple technique to avoid this weakness in NTRUSign

scheme. Although our modification does not degenerate the security of the

original NTRUSign scheme, we are not sure whether or not the repaired

version of NTRUSign is non-malleable. We believe, however, that it is com-

putationally infeasible to find another shortest vector in repaired NTRUSign

because all lattice-based signature schemes use a lattice vector sufficiently

close to the vector derived from a message as its signature.
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Chapter 1

Introduction

1.1 Advent of new attacks

In the last twenty years provable security has dramatically developed, as a

means to validate the design of cryptographic schemes. Goldwasser, Micali

and Rivest introduced the notion of existential forgery against chosen-message

attacks for public key signature schemes [9]. This notion has become the de

facto security definition for digital signature algorithms, against which all new

signature algorithms are measured. The definition involves a game in which

the adversary is given a target user’s public key and is asked to produce a

valid message-signature pair with respect to this public key. The adversary

is given access to an oracle which will produce signatures on messages of his

choice.

Recently, Stern et al. described that there may be flaws in applying

provable security proof methodologies to digital signature schemes [28]. The

definition of provable security model does not directly deal with the most

important property of a digital signature, namely non-repudiation: the signer

should be unable to repudiate his signature. One should not permit that an

adversary against the non-repudiation property of a signature scheme would

be the legitimate signer himself. Hence, such an adversary has access to the

private key, and may even control the key generation process. Stern et al.

gave further examples of flaws in security proofs, related to signature schemes.

Two of them stem from a subtle point that has apparently been somehow
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overlooked: in non deterministic signature schemes, several signatures may

correspond to a given message. Accordingly, it should make clear whether

obtaining the second signature of a given message, different from a previously

obtained signature of the same message, is a forgery or not, and namely an

existential forgery. Next, if a legitimate signer can produce two messages

which have the same signature with respect to the same public key, then

he/she could publish the signature on one message and then claim it was

actually the signature on another. Such a signature we shall call a duplicate

signature, since it is the signature on two messages. If a signature scheme

allows an adversary to find an additional signature for a message of his choice,

already signed by the oracle, then the range of applications for the scheme will

be limited. For example, for electronic cash, finding a second valid signature

for a bill should not be possible. We call such a signature scheme malleable

signature.

1.2 Impact of malleability

If a signature scheme is malleable, we can derive the second signature of the

message from any message-signature pair. In this case, one cannot distinguish

the second one from the original one generated by who knows the secret key,

which can be in practice regarded as a forgery. Although such a weakness

does not allow the attacker to change the message string, this kind of forgery

shows that the signature scheme cannot be used for all kinds of applications.

For example, if one would like to apply it to electronic cash, finding a second

valid signature for a bill should be impossible. Also, an entity receiving the

message-signature pairs (m, s) and (m, s′) such that s 6= s′ at the same time,

neither s nor s′ will be accepted as a valid signature for the message m by

him. If a legitimate signer wants to assert s as his/her own signature for the

message m, then he/she should exhibit his/her private key.
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1.3 Motivation

Recently, Hoffstein et al. introduced a public-key signature scheme called

NTRUSign [12] related to the NTRU encryption scheme(now called NTRU-

Encrypt). NTRUEncrypt and NTRUSign are not based on traditional hard

problems such as factoring or computing discrete logarithms, like much of

today’s cryptography. Instead, NTRUEncrypt was originally conceived as

a cryptosystem based on polynomial arithmetic. Based on an early attack

found by Coppersmith and Shamir, however, the underlying hard problem

was soon reformulated as a lattice problem. There are two reasons for seek-

ing alternative hard problems on which cryptography may be based. First, it

is prudent to hedge against the risk of potential breakthroughs in factoring

and computing discrete logarithms. A second and more significant reason is

efficiency. NTRU-based algorithms, for example, are touted to run hundreds

of times faster while providing the same security as competing algorithms.

The drawback in using alternative hard problem is that they may not be

as well understood. Although lattice theory has been studied for over 100

years, the algorithmic nature of hard lattice problems such the shortest vec-

tor problem(SVP) was not so much studied intensively until Lenstra, Lenstra

and Lovász discovered a polynomial-time lattice basis reduction algorithm

in 1982. Moreover, NTRU-based schemes use specific lattice based on an

underlying polynomial ring, and this lattice generates specific types of lat-

tice problem that may be easier to solve than general lattice problem. Since

this specific lattice problem has been studied intensively only since NTRU-

Encrypt’s introduction in 1996, we can expect plenty of new results. In this

thesis, we propose a new method to find another shortest vector from given

a shortest vector in certain lattices that arise in NTRUSign, allowing us to

break the scheme in terms of malleability.
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1.4 Our Contributions

In this thesis, we contribute to suggest an attack method how a passive adver-

sary who observes only a valid message-signature pair can generate another

signature. The main idea of this forgery is to use specific polynomials of

which norm value is zero. While this weakness might be overlooked for a few

applications, NTRUSign is not secure in the malleability sense against known

message attack. Finally we propose a simple technique to avoid our proposed

attack.

1.5 Organization of the thesis

In Chapter 2, we provide background mathematics related to lattices in which

the security of NTRUSign is based. Then, in Section 2.2 we review the ba-

sic concepts of the digital signatures and provide a set of criteria to break

a signature scheme. In Chapter 3, we briefly describe the NTRUSign signa-

ture scheme. We do not give all the technical and theoretical details for the

functions used in the scheme. Only the general construction is described in

this thesis. We show how an attacker can forge an additional signature for a

message previously signed by using some specific polynomials in Chapter 4,

and then we introduce a simple method to avoid our proposed attack. Finally,

we conclude this thesis in Chapter 5.
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Chapter 2

Preliminaries

2.1 Lattices

In this section we describe some basic facts about lattices and hard problems

related to lattice theory. A lattice is a regular arrangement of points in space.

In particular, for linearly independent b1, b2, · · · , bn ∈ Rn, the lattice L =

L(b1, b2, · · · , bn) is the set of all integer linear combinations a1b1 + · · ·+ anbn,

where a1, a2, · · · , an ∈ Z. The vectors b1, b2, · · · , bn form a basis of the lattice.

Obviously, there are many different bases for any given lattice. We know that

some problems related to lattice theory are NP -complete.

Definition 2.1.1 Let b1, b2, · · · , bn ∈ Rm be linearly independent vectors.

We call the additive subgroup

L(b1, b2, · · · , bn) :=
n∑
i=1

biZ = {
n∑
i=1

tibi | t1, t2, · · · , tm ∈ Z}

of Rm a lattice with basis {b1, b2, · · · , bn}. The rank or the dimension of the

lattice is rank(L) := n.

We can consider an example: Zm is a lattice of rank m, the standard unit

vectors e1, e2 · · · , em form a basis.

We introduce two famous computational problems on lattices: the Short-

est Vector Problem (SVP) and the Closest Vector Problem (CVP). In SVP,

one is given a basis {b1, b2, · · · , bn} and must find the shortest non-zero vector

in L(b1, b2, · · · , bn). In CVP, one is given a basis {b1, b2, · · · , bn} and a target
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vector v (not necessarily in the lattice) and must find the lattice vector in

L(b1, b2, · · · , bn) closest to v.

Definition 2.1.2 (Shortest Vector Problem SVP)

The problem of the shortest lattice vectors in the l2-norm is

L2 − SV P :=





(k,m, n, b1, · · · , bn)

∣∣∣∣∣∣∣∣

k,m, n ∈ N, b1, b2, · · · , bn ∈ Zm,
∃x ∈ L(b1, b2, · · · , bn)\{0}

: ‖ x ‖2
2 ≤ k




,

where l2-norm means general Euclidean norm.

The complexity of this SVP problem is still unresolved. Although some

efforts to show that L2-SVP is NP -hard have failed, this problem is known

to be NP -hard with respect to randomized reductions by Ajitai [1]. However,

the CVP problem is known to be NP -complete for any norm.

Definition 2.1.3 (Closest Vector Problem CVP)

The problem of the closest lattice vectors in the l2-norm is defined as

L2 − CV P :=





(k,m, n, b1, · · · , bn, z)

∣∣∣∣∣∣∣∣

k,m, n ∈ N, b1, b2, · · · , bn, z ∈ Zm,
∃x ∈ L(b1, b2, · · · , bn)

: ‖ z − x ‖2
2 ≤ k




.

Given a lattice basis {b1, b2, · · · , bn} ∈ Zm, the following tasks are thought

to be hard lattice problems:

• Find a short non-trivial lattice vector.

• Find a basis comprised of short lattice vectors.

• Find for a given z ∈ span(b1, b2, · · · , bn) the closest lattice vector.

In contrast, given a system of generators b1, b2, · · · , bn ∈ Zm for a lattice

L, n ≥ rank(L), it is possible to construct a basis for L in polynomial time.
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2.2 Digital Signature

The notion of a digital signature may prove to be one of the most fundamental

and useful inventions of modern cryptography. A signature scheme provides a

way for each user to sign messages so that the signatures can later be verified

by anyone else. More specifically, each user can create a matched pair of

private and public keys so that only he can create a signature for a message

(using his private key), but anyone can verify the signature for the message

(using the signer’s public key). The verifier can convince himself that the

message contents have not been altered since the message was signed. Also,

the signer can not later repudiate having signed the message, since no one

but the signer possesses his private key.

A digital signature scheme within the public key framework, is defined as

a triple of algorithms (G, σ, V ) such that

• Key generation algorithm G is a probabilistic, polynomial-time algo-

rithm which on input a security parameter 1k, produces pairs (P, S)

where P is called a public key and S a secret key. (We use the nota-

tion (P, S) ∈ G(1k) to indicate that the pair (P, S) is produced by the

algorithm G.)

• Signing algorithm σ is a probabilistic polynomial time algorithm which

is given a security parameter 1k, a secret key S in range G(1k), and

a message m ∈ {0, 1}k and produces as output string s which we call

the signature of m. (We use notation s ∈ σ(1k, S,m) if the signing

algorithm is probabilistic, otherwise s = σ(1k, S,m). As a shorthand

when the context is clear, the secret key may be omitted and we will

write s ∈ σ(S,m) to mean meaning that s is the signature of message

m.)

• Verification algorithm V is a probabilistic polynomial time algorithm

which given a public key P , a digital signature s, and a message m, re-
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turns 1 (i.e., “true”) or 0 (i.e., “false”) to indicate whether the signature

is valid. We require that V (P, s,m) = 1 if s ∈ σ(m) and 0 otherwise.

(We may omit the public key and abbreviate V (P, s,m) as V (s,m) to

indicate verifying signature s of message m when the context is clear.)

Note that if V is probabilistic, we can relax the requirement on V to

accept valid signatures and reject invalid signatures with high probability for

all messages m, all sufficiently large security parameter k, and all pairs of keys

(P, S) ∈ G(1k). The probability is taken over the coins of V and S. Note also

that the signed message may be plaintext or encrypted, because the message

space of the digital signature system can be any subset of {0, 1}∗.

2.2.1 Attack Types on signature schemes

The goal of an adversary is to forge a signature, that is, produce a valid

signature which will be accepted by some other entity. There are two basic

attacks against digital signature scheme.

1. Key-only attack : In this attack, an adversary knows only the signer’s

public key.

2. Message attack : An adversary is able to examine signatures correspond-

ing either to known or chosen messages. Message attacks can be divided

into three classes:

• Known-message attack : An adversary has signatures for a set of

messages which are known to the adversary but not chosen by him.

• Chosen-message attack : An adversary obtains valid signatures

from a chosen list of messages before attempting to break the

signature scheme. This attack is non-adaptive in the sense that

messages are chosen before any signature are seen.
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• Adaptive chosen-message attack : An adversary is allowed to use

the signer as an oracle. The adversary may request signatures of

messages which depend on the signer’s public key and he may re-

quest signatures of messages which depend on previously obtained

signatures or messages.

We distinguish several levels of cryptanalyzed by an adversary.

1. Total break : An adversary is either able to compute the private key

information of the signer, or finds an efficient signing algorithm func-

tionally equivalent to the valid signing algorithm.

2. Selective forgery : An adversary is able to create a valid signature for a

particular message or class of messages chosen a priori. Creating the

signature does not directly involve the legitimate signer.

3. Existential forgery : An adversary is able to forge a signature for at least

one message. The adversary has little or no control over the message

whose signature is obtained, and the legitimate signer may be involved

in the deception. This forgery can be divided by two categories:

• Weak-existential forgery : An adversary can create a signature for

at least one message for which no signature has been issued by the

legitimate signer.

• Strong-existential forgery : An adversary can create a signature-

message pair that never been observed by the signer. Sometimes, s-

existential forgeable signature schemes are called malleable schemes.

Clearly, different levels of security may be required for different applica-

tions. Sometimes, it may suffice to show that an adversary who is capable

of a known-message attack can not succeed in selective forgery, while for

9



other applications it may be required that an adversary capable of a chosen-

message attack can not succeed even at existential forgery with non-negligible

probability. The security that we will focus on, in this thesis, is that with

high probability a polynomial time adversary would not be able to even s-

existentially forge in the presence of a chosen message attack.

We say that a digital signature is secure if an enemy who can use the

real signer as “an oracle” can not forge a signature for any message whose

signature was not obtained from the real signer in polynomial-time in the

size of the public key. Formally, let B be a black box which maps messages

m to valid signatures, i.e., V (P,B(m),m) = 1 for all message m. Let the

forging algorithm F on input the public key P have access to B, denoted as

FB(P ). The forging algorithm runs in two stages: it first launches a chosen

message attack, and then outputs a “new forgery” which is defined to be

any message-signature pair such that the message was not signed before and

that signature is valid. We require that for all forging algorithms F , for all

polynomials Q, for all sufficiently large k,

Prob(V (P, s,m) = 1 : (P, S)← G(1k); (m, s)← FB(P )) ≤ 1

Q(k)
.

The probability is taken over the uniformly distributed choice of the keys

(P, S) ∈ G(1k), the coin tosses of the forgery algorithm F , and the coins of

B.
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Chapter 3

NTRUSign Signature Scheme

3.1 History of NTRUSign scheme

The NTRU cryptosystem was first presented by Hoffstein, Pipher and Silver-

man at CRYPTO’96. It is a ring-based cryptosystem operating in the poly-

nomial ring Zq[x]/(xN − 1) where N is the security parameter. NTRU has

been received remarkable attention because of its encryption and decryption

speed and the easiness of creating public-key/secret-key pairs, which makes

it practical to change keys frequently. Its security is based on the hard math-

ematical problem of finding short and/or close vectors in a certain class of

lattices, called NTRU lattices. Since the advent of NTRU encryption scheme,

several related signature schemes such as NSS [14] and R-NSS [10] have been

proposed. A fast authentication and digital signature schemes called NSS,

based on the same underlying hard problem and using keys of the same form,

was presented at Eurocrypt 2001 [14]. However, this scheme was broken

by Mironov and Gentry et al., see [5, 20]. In their Eurocrypt presentation,

the authors of NSS sketched a revised version of NSS (called R-NSS) and

published in the preliminary cryptographic standard document EESS [31].

Although R-NSS was significantly stronger than the previous version(NSS),

Gentry and Szydlo proved that key recovery attack could be mounted [6].

The source of these weaknesses about NSS and R-NSS was an incomplete

linking of the NSS method with the approximate closest vector problem in

the NTRU lattice. In other words, the weaknesses of NSS and R-NSS arose
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from the fact that the signer did not possess a complete basis of short vec-

tors for the NTRU lattice LNTh . Later on, Hoffstein et al. proposed a new

NTRU based signature scheme called NTRUSign. Unlike previous signature

schemes, the link in NTRUSign between the signature and the underlying

approximate closest vector problem is clear and direct: the signer must solve

an “approximate CVP problem” in the lattice i.e., produce a lattice point

that is sufficiently close to a message digest point.

3.2 Overview of NTRUSign

In this section, we briefly describe the NTRUSign digital signature scheme.

As NTRU encryption scheme, basic operations take place in the quotient

ring R = Z[x]/(xN − 1), where N is the security parameter. A polynomial

a(x) ∈ R can be presented by a vector a of its coefficients as follows:

a =
N−1∑
i=0

aix
i = (a0, a1, · · · , aN−1).

For the sake of simplicity, we will use the same notation for the polynomial

a(x) and the vector a. The product of two polynomials a and b in R is simply

calculated by a ∗ b = c, where the k-th coefficient ck is

ck =
k∑
i=0

aibk−i +
N−1∑

i=k+1

aibN+k−i =
∑

i+j≡k (mod N)

aibj.

Hereafter, we sometimes write a polynomial a(x) as simply a. In some

steps, NTRUSign uses the quotient ring Rq = Zq[x]/(xN − 1), where the

coefficients are reduced by modulo q, where q is typically a power of 2, for

example 128. The multiplicative group of units in Rq is denoted by R∗q . The

inverse polynomial of a ∈ R∗q is denoted by a−1. If a polynomial a has all

coefficients chosen from the set {0, 1}, we call this binary polynomial.

The security of NTRUSign scheme is based on the approximately closest

vector problem in a certain lattice, called NTRU lattice. In this scheme, the
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signer can sign a message by demonstrating the ability to solve the approx-

imately closest vector problem reasonably well for the point generated from

a hashed message in a given space. The basic idea is as follows: The signer’s

private key is a short basis for an NTRU lattice and his public key is a much

longer basis for the same lattice. The signature on a digital document is a

vector in the lattice with two properties:

• The signature is attached to the digital document being signed.

• The signature demonstrates an ability to solve a general closest vector

problem in the lattice.

The way in which NTRUSign achieves these two properties may be briefly

summarized as follows:

Key Generation: The private key includes a short 2n-dimensional vector

denoted (f, g). The public key is the large n-dimensional vector h that

specifies the NTRU lattice LNTh , that is, h is generated from f and g by

h ≡ f−1 ∗ g (mod q). The private key also includes a complementary

short vector (F,G) that is chosen so that (f, g) and (F,G) generate the

full NTRU lattice LNTh .

Signing: The digital document to be signed is hashed to create a random

vector (m1,m2) modulo q. The signer uses the secret short generating

vectors to find a lattice vector (s, t) that is close to (m1,m2).

Verification: The verifier uses the public key h to verify that (s, t) is in-

deed the lattice LNTh and he verifies that (s, t) is appropriately close to

m1,m2).

NTRUSign algorithm uses the centered norm concept instead of Euclidean

norm in verification step to measure the size of an element a ∈ R.
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Definition 3.2.1 Let a(x) be a polynomial in ring R = Z[x]/(xN −1). Then

the centered norm of a(x) is defined by

‖ a(x) ‖2 =
N−1∑
i=0

(ai − µa)2 =
N−1∑
i=0

ai
2 − 1

N
(
N−1∑
i=0

ai)
2

, where µa =
1

N

N−1∑
i=0

ai is the average of the coefficients of a(x).

The centered norm of an n-tuple (a1, a2, · · · , an) with a1, a2, · · · , an ∈ R
can be defined by this formula

(‖ (a1, a2, · · · , an) ‖)2 =‖ a1 ‖2 + ‖ a2 ‖2 + · · ·+ ‖ an ‖2 .

Note that the signature on a document D is a vector (s, t) in NTRU

lattice LNTh , which is very close to m. To solve an approximately closest

vector problem in the lattice, a signer uses a his secret “short basis” defined

as below:

Definition 3.2.2 A basis {(f, g), (F,G)} is called a short basis in LNTh if

‖ f ‖, ‖ g ‖= O(
√
N), and ‖ F ‖, ‖ G ‖= O(N),

where N is a half dimension of NTRU lattice LNTh .

3.3 NTRUSign scheme

In this section we describe NTRUSign key generation and the NTRUSign

signing and verification protocols.

The system parameters of NTRUSign include

N : a (prime) dimension.

q: a power of 2.

14



df , dg: key size parameters.

NormBound: a bound parameter of verification.

Key generation. A signer creates his public key h and the corresponding

private key {(f, g), (F,G)} as follows:

1. Choose binary polynomials f and g with df 1’s and dg 1’s, respectively.

2. Compute the public key h ≡ f−1 ∗ g (mod q).

3. Compute small polynomials (F,G) satisfying f ∗G− g ∗ F = q.

Signing. To sign a digital document D, the signer first hashes D to produce

a message digest m = (m1,m2) composed of two random mod q polynomials

m1 and m2. We do not discuss this hash function proposed in [11]. From

now, we assume that it is a randomized mapping that fulfills the necessary

security requirements.

A signer generates his signature s on the digital document D as follows:

1. Obtain the polynomials (m1,m2) mod q for the document D by using

the public hash function.

2. Write
G ∗m1 − F ∗m2 = A+ q ∗B
−g ∗m1 + f ∗m2 = a+ q ∗ b,

(3.1)

where A and a have coefficients between −q/2 and q/2.

3. The signature on D is a vector (s, t) ∈ LNTh , which is very close to

m = (m1,m2).

s ≡ f ∗B + F ∗ b (mod q)

t ≡ g ∗B +G ∗ b (mod q).
(3.2)

4. The polynomial s is the signature on the digital document D for the

public key h.
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Verification. Let s be a NTRUSign signature for the message digest m =

(m1,m2) and public key h. The signature will be valid if it demonstrates

that the signer knows a lattice point in LNTh that is sufficiently close to the

message digest vector m. Verification thus consists of the following steps:

1. Hash the document D to recreate (m1,m2).

2. With the signature s and public key h, compute the corresponding

polynomial

t ≡ s ∗ h (mod q).

(Note that (s, t) is a point in the NTRU lattice LNTh .)

3. Compute the distance(i.e., centered norm) from (s, t) to (m1,m2) and

verify that it is smaller than the NormBound parameter. In other

words, check that

‖ s−m1 ‖2 + ‖ t−m2 ‖2 ≤ NormBound2,

where the norm( ‖ · ‖) is a centered norm.

The signing process of NTRUSign may be explained by the following ma-

trix equation, which shows that the signer is using his short basis {(f, g), (F,G)}
to find approximate solutions to the closest vector problem:

(
s t

)
=

(
B b

)( f g

F G

)

=

⌊(
m1 m2

)( G/q −g/q
−F/q f/q

)⌉(
f g

F G

)

=


(
m1 m2

)( f g

F G

)−1



(
f g

F G

)
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A valid signature demonstrates that the signer knows a lattice point that is

within NormBound of the message digest vector m. The designers argue that

the suggested parameters (N, q, df , dg, NormBound) = (251, 128, 73, 71, 300)

offer an equivalent security as 1,024 bit RSA [12].

The correctness of verification. A valid signature demonstrates that the

signer knows a lattice point that is within NormBound of the message digest

vector m. Clearly the smaller that NormBound is set, the more difficult

it will be for a forger, without knowledge of the private key, to solve this

problem. It is thus important to analyze how small we can set the bound

NormBound, while still allowing valid signatures to be efficiently generated

by the signer.

From Eqs. (3.1) and (3.2), we can calculate

(m1,m2)− (s, t) =
(
A/q a/q

)( f g

F G

)
. (3.3)

We recall that the coefficients of a and A are between − q
2

and q
2
, and

hence

m1 − s = ε1 ∗ f + ε2 ∗ F and m2 − t = ε1 ∗ g + ε2 ∗G, (3.4)

where ε1 = A/q and ε2 = a/q are polynomials whose coefficients are

between −1
2

and 1
2
.

As m1 and m2 vary across all mod q polynomials, it is easy to check that A

varies uniformly across all mod q polynomials, so to all intents and purpose,

the coefficients of ε1 may be treated as independent random variables that

are uniformly distributed in the interval (−1
2
, 1

2
). Hence on average we have

‖ ε1 ‖≈‖ ε2 ‖≈
√
N/12.

We can now estimate the distance from (s, t) to (m1,m2) using ‖ ε1 ‖≈
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‖ ε2 ‖≈
√
N/12 and the quasi-multiplicativity of the norm:

‖ (m1 − s,m2 − t) ‖2 = ‖ (ε1f + ε2F, ε1g + ε2G) ‖2 ≈ c2N3

72
(1 +

12

N
), (3.5)

where c is calculated as 0.45 when (N, q, df, dg) = (251, 128, 73, 71). From

these parameters the right hand side of Eq. (3.5) yields a bound of 46601 ≈
215.872. This is the average expected distance. Thus the verification of

NTRUSign works well.

3.3.1 Method for Generating NTRUSign Keys

In signing step, we need to compute another short vector (F,G) such that

f ∗ G − g ∗ F = q for a given short vector (f, g). For an NTRU lattice,

the first short vector (f, g) and the public parameters N and q completely

determine the lattice LNTh , so the signer only has a short basis for half of

the lattice. Thus he needs to use the known short vector (f, g) to find a

complementary short vector (F,G) that, together with (f, g), generates LNTh .

The general strategy for computing another short vector (F,G) is to project

f and g down to Z via the resultant mapping. The definition of resultant is

as following [2]:

Definition 3.3.1 Let A and B be two polynomials over an integral domain

R with quotient field K, and let K be an algebraic closure of K.

Let A(x) = a(x− v1) · · · (x− vm) and B(x) = b(x−w1) · · · (x−wn) be the

decomposition of A and B in K. Then the resultant R(A,B) of A and B is

given by one of the equivalent formulas:

R(A,B) = anB(v1) · · ·B(vm)

= (−1)mnbmA(w1) · · ·A(wn)

= anbm
∏

1≤i≤m,1≤j≤n
(vi − wj).

18



From this definition, we use the fact that

Rf ≡
N−1∏
i=0

f(xi) mod Φ ∈ Z,

where Rf means the resultant of f with xN − 1 and Φ(x) =
∑N−1

i=0 xi.

We then begin by using standard method to find polynomials u, v ∈ Z[x]

satisfying

f ∗ v + k1 ∗ (xN − 1) = Rf ,

g ∗ u+ k2 ∗ (xN − 1) = Rg.

Assuming that the resultants Rf and Rg are coprime, we apply the integer

extended Euclidean algorithm to obtain integers γ and δ satisfying

γRf + δRg = 1.

Combining these relations gives the formula

(γv) ∗ f + (δu) ∗ g = 1 (mod xN − 1).

Thus by setting F = −qδu and G = qγv we can get (F,G) satisfying

f ∗G− g ∗ F = q.

Remark 1. Although the {(f, g), (F,G)} generated as the above com-

plete a basis for LNTh , the vector (F,G) typically has very large coefficients.

However, we can dramatically reduce the size of F and G by adding or sub-

tracting some polynomials, see [12].

19



Chapter 4

Cryptanalysis of NTRUSign

4.1 Proposed attack

In this section we describe that the NTRUSign is strong existential forgeable,

sometimes this notion is called as malleable. Strong existential forgeability

for a given signature scheme means that one can create a message-signature

pair that has never been observed by the signer [28]. A different signature for

a once legitimately signed message can be regarded as a forgery. In practice,

this forgery shows that the NTRUSign scheme cannot be used for all kinds of

applications. For example, in electronic cash system, finding a second valid

signature for a bill should be impossible. Thus the application area of this

scheme is limited, because a digital signature scheme is selected according to

both its security level and the context of use.

Now we will describe how we can generate a valid signature different from

a previous valid signature for a given message. Remind that NTRUSign

signature scheme uses the centered norm in verification step. The centered

norm is quasi-multiplicative, that is, ‖ a(x) ∗ b(x) ‖≈‖ a(x) ‖ ∗ ‖ b(x) ‖ for

randomly chosen polynomials a(x) and b(x) in R, which was well discussed in

[13]. The properties of the centered norm will be employed to induce a new

signature from a given signature without knowing the private keys.

The following lemma describes the centered norm properties.

Lemma 4.1.1 Let R be a quotient polynomial ring Z[x]/(xN − 1). Then
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(i) In Rq = Zq[x]/(xN − 1), there exist exactly q polynomials α(x) such that

‖ α(x) ‖= 0.

(ii) If ‖ α(x) ‖= 0, then ‖ α(x) ∗ β(x) (mod q) ‖= 0 for every polynomial

β(x) ∈ R.

Proof:

(i) It is obvious that α0 = · · · = αN−1 for αi ∈ (−q/2, q/2] if and only if∑N−1
i=0 (ai − µa)2 = 0 where µa = 1

N

∑N−1
i=0 ai, namely ‖ a(x) ‖= 0.

(ii) From the result of (i), all coefficients of α are the same, say α =

(α0, α0, · · · , α0). Then, clearly the k-th coefficient of α∗β is
∑N−1

i=0 (α0βk−i)+∑N−1
i=k+1(α0βN+k−i) = α0(β0 + · · ·+βk +βk+1 +βN−1) = α0 ∗β, and so are the

other coefficients of α ∗ β the same. Again by applying to (i), we complete

the proof of this lemma. �

We call these q polynomials α(x) ∈ Rq satisfying ‖ α(x) ‖= 0 annihi-

lating polynomial. These annihilating polynomials may be used to make the

NTRUSign algorithm malleable.

Hoffstein et al. argued that forgery of a signature in NTRUSign is equiv-

alent to the ability to solve an approximately closest vector problem in high

dimension for the class of NTRU lattices. It seems to be true if we do not con-

sider the stronger attack model. Historically, Goldwasser, Micali and Rivest

[9] introduced the notion of existential forgery against chosen-message attacks

for public key signature scheme. This notion has become the de facto security

definition of digital signature algorithm, against which all new signature algo-

rithms are measured. In this scenario, an adversary with access to the public

key of the scheme and to a signing oracle, should not be able to forge a valid

signature for some new message or for a message of his choice(existential

forgery and selective forgery, respectively). An even stronger requirement

called the non malleability, or strong unforgeability, also forbids an adversary
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to forge an additional signature for a message which might already have been

signed by the oracle [28]. We can see more detail security notions for digital

signature scheme and the relation between them in [9, 22].

Now we will show that one can easily generate a message-signature pair

that has never been observed by the signer. To create additional valid signa-

tures we use the following Remark and Lemma. Recall that all coefficients

of polynomials are reduced by modulo q.

Remark 1. Let α ∈ Rq be an annihilating polynomial. Then ‖ r ‖≈
‖ r + α (mod q) ‖ for randomly chosen polynomial r ∈ Rq.

If both “reduced form” and “not reduced form” of polynomial r + α are

equal, then the centered norm values of ‖ r ‖ and ‖ r+α (mod q) ‖ are exactly

the same. The differences between ‖ r + α (mod q) ‖ and ‖ r ‖ are caused

from only the gap failure. The concepts of gapping and wrapping failure are

presented in [25]. We have implemented the above remark with the suggested

parameters 1,000 times for each α by using Mathematica 4.2. It is clear that

as the coefficients of annihilating polynomial α gets smaller, the probability

of having the same norm gets higher. When the coefficient of α is ±1 or ±2,

our experiment shows that each probability which two centered norm values

are exactly the same becomes 0.15 and 0.015 approximately. Figure 4.1 de-

scribes the distribution of differences between ‖ r + α (mod q) ‖ and ‖ r ‖
for random polynomial r ∈ Rq, where the αi-axis denotes the coefficient of

annihilating polynomial.

We will see some results induced from the properties of these annihilating

polynomials. For any polynomial f = (f0, f1, · · · , fN−1) ∈ R, V(f) denotes

the sum of all coefficients of f modulus q, that is,

22



V(f) = f(1) =
N−1∑
i=0

fi (mod q) ∈ Zq. (4.1)

For any f ∈ R, the product f ∗ α can be presented by V(f)α, where α is

an annihilating polynomial(See the proof of Lemma 4.1.1). From Eq. (4.1)

it is trivial that V has the following properties:

Lemma 4.1.2 Let f and g be two polynomials in R.

(i) V(f)V(g) ≡ V(f ∗ g) (mod q).

(ii) V(f−1) ≡ V(f)−1 (mod q) if f has an inverse in Rq.

Proof: For an arbitrary annihilating polynomial α, we know that f ∗ α =

V(f)α (mod q). From this property, we can obtain the following equation:

V(f ∗ g)α ≡ (f ∗ g) ∗ α = f ∗ (g ∗ α)

≡ f ∗ (V(g)α) = V(g)f ∗ α
≡ V(f)V(g)α (mod q).

20 40 60 80 100 120

2000

4000
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Figure 4.1: Distance between ‖ r + α (mod q) ‖ and ‖ r ‖
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Therefore we have V(f)V(g) ≡ V(f ∗g) (mod q). Obviously V(f−1)V(f) ≡
V(f−1 ∗ f) ≡ V(1) ≡ 1 (mod q), hence V(f−1) ≡ V(f)−1 (mod q). �

Assume that one chooses two polynomial pair (f, g), where f has an in-

verse in Rq. If there exists somewhat small integer α0 ∈ (−q/2, q/2] satisfying

α0V(f)−1V(g) (mod q) is also small, then we can know that both polynomial

α = (α0, α0, · · · , α0) and (f−1∗g)∗α are annihilating polynomials with some-

what small coefficients from Lemma 4.1.2.

Remark 2. In the suggested parameters (df , dg) = (73, 71) given in

[12], one has V(f) = −55 and V(g) = −57. In this case one can choose

α = 8
∑N−1

i=0 xi so that

h ∗ α (mod q) = V(h)α = V(f−1 ∗ g) ∗ α
= V(f)−1V(g) ∗ α

= −8
N−1∑
i=0

xi.

For a given signature (s, t) ∈ LNTh generated under the suggested pa-

rameters, we take s′ = s + α (mod q), where α = 8
∑N−1

i=0 xi. Then the

corresponding signature pair t′ is

t′ = s′ ∗ h (mod q) = s ∗ h+ α ∗ h (mod q)

= t− 8
N−1∑
i=0

xi (mod q).

At this time, we can expect that both ‖ s − m1 ‖ and ‖ t − m2 ‖ are

small. Moreover, it is plausible that the small number of their coefficients are

out of the range (−64 + 8, 64− 8]. Form these reasons, the new lattice point

(s′, t′) = (s + 8
∑N−1

i=0 xi, t − 8
∑N−1

i=0 xi) will be another valid signature with

high probability. Simply speaking, if one has s−m1 without any coefficients

greater than 56 and t−m2 without any coefficients less than −55, then one
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can have the following equation exactly:

‖ s′ −m1 ‖2
+ ‖ t′ −m2 ‖2

= ‖ s−m1 ‖2 + ‖ t−m2 ‖2

≤ NormBound2,

which means (s′, t′) is always another valid signature.

A numerical experimental result shows that one has much more chance to

succeed in the proposed attack: we examine a set P that consists of 128,000 el-

ements from Z128[x]/(x251−1) generated in such a way that all coefficients are

randomly chosen from normal distribution with uniformly chosen means µ ∈
(−64, 64] and a fixed standard deviation σ =

√
Normbound2/N ≈ 18.9. For

two sets P ′ = {s ∈ P | ‖ s ‖2 < 3002} and P ′′ = {s ∈ P ′ | ‖ s+ 8
∑N−1

i=0 xi ‖2
<

3002}, we obtained the result that the set P ′ consists of 20,650 distinct ele-

ments and that P ′ and P ′′ coincide exactly.

We implemented the full NTRUSign signature scheme with suggested pa-

rameters using GNU MP version 4.1.2. Our experiment illustrates that the

proposed forgery (s′, t′) almost always succeeds for given message document

D and valid signature (s, t). Table 4.1 describes the number of forged valid

signatures among valid signatures as the coefficients of annihilating polyno-

mial α change. Table 4.2 depicts the approximate probability that new pair

(s′, t′) = (s+ α, t+ h ∗ α) ( mod q) would be the second signature for given

valid signature (s, t). Note that αi denotes the coefficient of annihilating

polynomial α. One detail example of this forgery is given in Appendix.

Although the NTRUSign signature scheme is deterministic, several valid

signatures are associated to the same message. This property allows an adver-

sary to find an additional signature for a message of his choice, already signed

by the oracle without solving the hard closest vector problems. This attack

represents a failure of the strong unforgeability security, thus malleability.
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Coefficient # of # of Success Prob.

of valid signatures forged signatures for forgery

α (A) (B) (B/A)

1 944 790 0.836

2 944 608 0.644
...

...
...

...

7 944 668 0.707

8 944 840 0.889 *

9 944 805 0.852
...

...
...

...

63 944 158 0.167

64 944 156 0.165 **

Table 4.1: Experimental result using GNU MP

Coefficient αi When (s, t) is valid

of an annihilating the approx. probability that

polynomial (s′, t′) is valid

1 0.836

2 0.644
...

...

7 0.707

8 0.889

9 0.852
...

...

63 0.167

64 0.165

Table 4.2: Approximate forgery probability - s′ = s+ α
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4.2 Repairing of NTRUSign

In this section we present a simple way in order to avoid the weakness in

the NTRUSign signature scheme. The strategy for repairing NTRUSign is to

make the signing transformation one-to-one correspondence for a given mes-

sage and secret key. It can be achieved by adding an annihilating polynomial

in the signing step. Our idea is to make the top-coefficient (i.e., the coeffi-

cient of xN−1) of the signature s obtained from the original NTRUSign to be

zero. If the distance between the new signature s′ computed by this process

and given point is not as close as to the expected distance, then we simply

add the annihilating polynomial
∑N−1

i=0 xi to the signature s′ until it becomes

to a valid signature.

The repaired version of NTRUSign scheme is as follows:

Signing Signer generates his signature s′ on the digital document D

INPUT: private key {(f, g), (F,G)} and hashed message (m1,m2)

OUTPUT: valid signature s′

1. Obtain the signature s from the original NTRUSign.

2. Set s′ ←− s− sN−1

∑N−1
i=0 xi (mod q).

3. While ‖ s′ −m1 ‖2+‖ t′ −m2 ‖2 > NormBound2 do the following:

3.1. Set s′ ←− s′ +
∑N−1

i=0 xi (mod q).

4. Return(s′).
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Verifying Receiver verifies the signature s′

INPUT: signature s′ and sender’s public key h

OUTPUT: “Accept” or “Reject”

1. Compute t′ = s′ ∗ h (mod q).

2. If ‖ s′ −m1 ‖2 + ‖ t′ −m2 ‖2 > NormBound2,

then return(“Reject”).

3. While s′N−1 6= 0:

3.1. Set s′ ←− s′ −∑N−1
i=0 xi (mod q).

3.2. If ‖ s′ −m1 ‖2 + ‖ t′ −m2 ‖2 ≤ NormBound2,

then return(“Reject”).

4. Return(“Accept”).

It is obvious that our modification does not degenerate the security of

the original NTRUSign scheme. Actually two problems based on original

NTRUSign and Repaired NTRUSign are computationally equivalent. The

reason is that in the repaired NTRUSign, after making specific coefficient of

s to be zero, we add the annihilating polynomial having coefficient 1, which is

public information. Although our proposed attack cannot be applied for the

repaired NTRUSign anymore, we do not know whether it is non-malleable

or not yet. In worst case, there exist 2N shortest vectors for a given target

point m in NTRU lattice. We believe, however, that it is computationally

infeasible to find another shortest vector because in all lattice-based signature

schemes a signature is lattice vector sufficiently close to a vector derived from

the message. In other words, if one could obtain two non-trivial short lattice
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vectors for the same message, then one could also obtain a short nonzero

lattice vector by subtraction, where “non-trivial short lattice vectors” mean

that each lattice vector is not related to an annihilating polynomial. This

sounds strange because it is supposedly very hard and would probably help

lattice reduction if one could collect many such short vectors.
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Chapter 5

Conclusions and Further Work

In this thesis we have described a weakness of the NTRUSign digital signature

scheme that can cause significant problems in some real applications if one

is unaware of it. We showed that NTRUSign signature scheme is not secure

in terms of strongly existential forgery, in other words it is malleable. This

notion allows an adversary to find new signatures for a message of his choice,

given a signature for this message. This forgery requires a specific polyno-

mial with small coefficient satisfying its norm value equal to zero. Even if

this forgery does not admit an adversary to change the message, NTRUSign

scheme cannot be used for all applications. We also proposed a simple method

to repair the scheme. Although our modification does not degenerate the se-

curity of the original NTRUSign scheme, we do not know whether or not the

repaired version of NTRUSign is non-malleable.

As the future work, it remains as our task to prove that the repaired

NTRUSign is non-malleable signature scheme.
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Appendix

An Example of Signature Forgery

Here we give an example of how to generate another signature from a given

message-signature pair. Let parameters be as defined in Efficient Embedded

Security Standards (EESS) [30]; N = 251, q = 128, df = 73, dg = 71, and

NormBound = 300.

The binary private key f, g and complementary private key F,G satisfying

f ∗G− g ∗ F = q are as following:

f (df = 73)

0 , 1 , 0 , 1 , 0 , 1 , 1 , 1 , 0 , 0 , 1 , 0 , 1 , 1 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 1 , 1 , 0 , 1 , 1 ,

0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 1 , 0 , 0 , 0 , 0 ,

0 , 0 , 0 , 1 , 1 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 0 , 1 , 1 , 1 , 0 , 0 , 1 , 1 , 1 , 0 , 0 , 1 , 1 , 0 , 1 , 0 ,

0 , 0 , 0 , 0 , 0 , 1 , 0 , 1 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 1 , 1 , 0 , 1 , 1 , 1 ,

0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 1 , 1 , 0 , 1 , 0 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 ,

0 , 1 , 0 , 0 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 0 , 1 , 1 , 0 , 1 , 0 , 0 , 1 , 0 , 0 , 0 , 0 ,

0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 1 , 1 , 0 , 0 , 1 , 0 , 1 , 0 , 0 , 1 , 0 , 0 ,

0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 1 , 0 , 1 , 0 , 1 ,

0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 1 , 0 , 0 , 0

g (dg = 71)

1 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 1 , 1 , 1 , 0 , 0 , 0 ,

1 , 0 , 1 , 0 , 1 , 0 , 1 , 1 , 1 , 0 , 1 , 1 , 0 , 0 , 1 , 1 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 ,

0 , 0 , 0 , 1 , 1 , 1 , 1 , 0 , 1 , 1 , 0 , 0 , 1 , 1 , 0 , 1 , 1 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 ,

0 , 1 , 0 , 0 , 0 , 0 , 0 , 1 , 1 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 1 , 1 , 1 , 1 , 0 , 0 , 0 , 1 ,

0 , 1 , 1 , 0 , 0 , 1 , 1 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 0 , 1 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 ,

0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 1 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 1 , 1 , 0 , 0 , 0 , 0 , 0 , 1 , 0 ,

0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 ,

0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 ,

0 , 0 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0 , 1 , 1 , 0 , 0 , 1 , 1 , 0 , 1 , 0 , 1 , 0 , 0 , 0 , 0 , 0 , 0
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F

-1 , 4 , -1 , 1 , -1 , 0 , -1 , 1 , -4 , 5 , -3 , 3 , 1 , 1 , 0 , -1 , 0 , 3 , 5 , 2 , 0 , 2 , -3 , 1 , -1 , 0

, 3 , -2 , 2 , -2 , 2 , 2 , 2 , 3 , 1 , -2 , 5 , 0 , 1 , 1 , 4 , 2 , -3 , 0 , 1 , 2 , 2 , 0 , 1 , -1 , 0 , 2 ,

3 , 0 , -1 , 1 , 1 , 3 , 2 , 0 , -1 , 1 , -3 , 1 , 1 , 2 , -5 , 0 , 0 , -4 , 2 , -1 , 2 , -2 , 1 , 2 , 5 , 1 ,

0 , 4 , 0 , 1 , -1 , 1 , 0 , 3 , 0 , 5 , 4 , -1 , 3 , -1 , 1 , 0 , 1 , 0 , 2 , 2 , -1 , 0 , -1 , 3 , 2 , -2 ,

-2 , -1 , 0 , 2 , 0 , 0 , 3 , 1 , 5 , -3 , 1 , 3 , 3 , 0 , -2 , 0 , -2 , 2 , -3 , -3 , -1 , 2 , 1 , 0 , 0 , 7 ,

2 , -1 , 3 , -4 , 3 , -1 , 4 , -3 , 3 , 4 , 3 , 3 , 1 , -1 , 1 , -2 , 0 , -2 , 0 , 2 , 2 , 3 , 3 , 3 , 3 , 0 ,

1 , 2 , 1 , 3 , -3 , 0 , -7 , 0 , 0 , -2 , 0 , 0 , 1 , 2 , 2 , 3 , -1 , 3 , 1 , -3 , 3 , 1 , 2 , 2 , 1 , -1 , 4

, -3 , 1 , 2 , -1 , -2 , 5 , 0 , 3 , 1 , 0 , 4 , 3 , 0 , 2 , 2 , 4 , 1 , 1 , -1 , 1 , 2 , 1 , -3 , 2 , 3 , 3 ,

0 , 3 , 0 , -2 , 0 , -1 , 0 , -1 , -2 , 3 , -3 , 1 , -3 , 3 , -1 , -1 , -1 , 1 , -1 , 1 , 0 , -1 , 0 , -1 , 5 ,

1 , 3 , -1 , 0 , 6 , 5 , 0 , -2 , 1 , 2 , 3 , 0 , 0 , 1 , 1 , 1 , 2 , 0

G

1 , -2 , -3 , 2 , 1 , 2 , 2 , -3 , 1 , 0 , -1 , -1 , 2 , 4 , -3 , 2 , 0 , -1 , 2 , 1 , 0 , -1 , -1 , 1 , -2 , 0

, -2 , 2 , 1 , 0 , 4 , 0 , 0 , 1 , -1 , 1 , 2 , 7 , 3 , -1 , 3 , -3 , 2 , 2 , -2 , 1 , 1 , 4 , -2 , 0 , 3 , -1

, 3 , 0 , 2 , 2 , -4 , -2 , 1 , -1 , 2 , 1 , 0 , -1 , -2 , 1 , 4 , 3 , 0 , -1 , -2 , -2 , 1 , 4 , -1 , 1 , 0 ,

3 , -1 , 2 , 1 , 2 , 4 , 1 , 3 , 0 , 0 , 1 , 0 , -1 , -3 , 4 , 4 , 3 , -2 , -2 , -2 , 1 , -2 , 0 , 1 , 1 , -3 ,

-3 , 2 , 1 , 1 , 4 , -1 , 2 , 1 , 3 , 1 , 1 , 0 , 0 , -3 , 1 , 2 , 3 , 2 , 3 , 0 , 5 , 0 , 2 , 3 , 3 , -2 , 2 ,

1 , 2 , 0 , 1 , -3 , 2 , 0 , 0 , -2 , -1 , -1 , 4 , 1 , 3 , -2 , 4 , 1 , 2 , 0 , 2 , 0 , 4 , 2 , 5 , 1 , 0 , 1

, -1 , -1 , -1 , 0 , 1 , 3 , 0 , 0 , 2 , 0 , 2 , 3 , 5 , 1 , 2 , -1 , 3 , 2 , 5 , 2 , 0 , 1 , 0 , 0 , -1 , 1 ,

1 , -1 , -3 , -4 , 3 , 2 , 0 , -1 , 4 , 2 , 3 , -1 , 1 , -1 , -1 , -2 , 0 , 2 , 2 , 4 , 0 , 0 , 2 , 1 , 3 , -3

, -1 , 0 , 2 , 4 , -1 , 0 , 1 , -1 , 1 , 2 , 0 , 4 , -2 , 0 , -4 , 0 , 2 , 0 , -1 , 4 , 0 , 0 , -3 , 1 , 0 , 1

, 2 , 3 , -3 , 2 , 2 , 2 , 2 , 3 , -1 , 4 , 4 , 1 , 0 , 5 , 2 , 2 , 0
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The correspondent public key h = f−1 ∗ g(mod q) is

h ≡ f−1 ∗ g (mod q)

-23 , 36 , -50 , -28 , -4 , -17 , 14 , -16 , -40 , -4 , 40 , -39 , 1 , 14 , -55 , 8 , -62 , -42 , -21 , 6

, -49 , 64 , -63 , 9 , 35 , 18 , -44 , -14 , -2 , -17 , 5 , -4 , -7 , -30 , 49 , 27 , 62 , -28 , 46 , -15

, -16 , 41 , 42 , -53 , -22 , -42 , -29 , 15 , -24 , 37 , -52 , 39 , -23 , 56 , 43 , 53 , -22 , 50 ,

37 , -51 , 60 , -31 , 52 , -16 , -34 , -5 , 37 , -61 , -5 , -50 , -3 , 61 , 40 , -42 , 25 , -57 , 20

, -45 , -1 , 36 , -6 , 62 , 17 , 54 , 32 , -55 , 52 , 16 , 12 , -49 , -30 , 2 , -30 , -62 , -34 , -27

, 15 , 25 , 22 , -37 , 31 , 64 , 49 , 56 , -10 , -15 , 1 , -43 , 18 , -63 , -16 , -29 , 6 , -4 , 11 ,

34 , -61 , -47 , 22 , 15 , 47 , 14 , -18 , 6 , -36 , 43 , 26 , 34 , -39 , 19 , 25 , -60 , 28 , -16 ,

-12 , 39 , -35 , 38 , -43 , 2 , 8 , 24 , -18 , 12 , 20 , 26 , -16 , 3 , 15 , -7 , 32 , -38 , -28 , 41

, 45 , 8 , 0 , 57 , 29 , 1 , 6 , 23 , -18 , 24 , 48 , 38 , -36 , 17 , -33 , 60 , 30 , 43 , -38 , -56

, 38 , -33 , -24 , 3 , 58 , -10 , 56 , -37 , 4 , -17 , 62 , 23 , 57 , -52 , 5 , 19 , 64 , -41 , 34 ,

45 , -23 , 21 , 55 , -29 , -7 , 49 , 19 , 9 , -41 , -14 , 10 , -46 , 57 , -49 , 17 , -22 , -31 , -25 ,

36 , -12 , -9 , 10 , -31 , 58 , -20 , 13 , 55 , 25 , 47 , -36 , 44 , -61 , -25 , 11 , -21 , -6 , 8 ,

-61 , -45 , 48 , -52 , 12 , 52 , 30 , -12 , -2 , -59 , -22 , 48 , -58 , -26 , -52 , -22 , 1 , -49 , 19 , 29 , 0

Let the message m1 and m2 to be signed be

m1

26 , 8 , 30 , -48 , 64 , -10 , 3 , 41 , -41 , 14 , 51 , -31 , 62 , 19 , 40 , -14 , 49 , -12 , -59 , -24

, 7 , -47 , -37 , 22 , -61 , -29 , -48 , 17 , 41 , 64 , 2 , 2 , 8 , -32 , 18 , 7 , 22 , -43 , -16 , 46 ,

36 , -29 , -50 , 33 , 54 , 54 , -46 , 39 , -22 , -40 , -50 , 50 , -22 , -22 , 8 , -18 , 13 , 24 , 63 ,

-10 , 24 , 1 , 56 , -33 , 33 , 10 , 39 , -10 , 32 , -42 , -28 , 4 , -7 , -14 , -28 , -17 , -24 , -9 ,

-42 , 19 , 16 , -27 , 5 , 58 , 15 , -51 , -25 , -36 , 37 , -26 , 18 , -3 , 40 , 10 , 28 , 8 , -44 , 2 ,

63 , 53 , 25 , -29 , -8 , -46 , 21 , 28 , 1 , 62 , -45 , 24 , 17 , 36 , 61 , -43 , 30 , 12 , -29 , -60 ,

40 , -57 , -21 , -6 , 4 , -45 , -61 , -32 , 27 , -40 , 35 , 26 , -52 , -5 , 61 , 4 , 13 , 18 , -32 , -50

, 16 , -12 , 38 , -31 , -41 , 34 , -9 , 53 , -19 , 26 , 58 , -43 , 33 , -27 , 15 , -27 , -8 , 19 , 5 ,

-45 , 43 , -25 , 46 , 55 , 35 , 42 , -5 , -17 , -4 , 27 , -3 , -52 , -50 , -30 , -19 , -26 , -60 , 36 ,

-38 , -15 , -3 , -44 , 7 , -35 , -7 , -43 , 3 , 50 , 40 , -56 , -60 , 19 , -17 , 50 , 9 , -47 , 28 , -61

, 1 , -41 , 31 , 62 , -28 , 45 , -32 , 17 , -45 , -28 , -12 , -19 , 22 , 49 , 2 , -36 , -50 , 59 , -14 ,

18 , 45 , -39 , 26 , 49 , 44 , -56 , 35 , -11 , -38 , -2 , -7 , 28 , 22 , -41 , 26 , 58 , -60 , 58 , 10

, -41 , -34 , 63 , 5 , 53 , 47 , -58 , -47 , 62 , -63 , 3 , 15 , 46 , 29 , -24 , 31 , 0
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m2

9 , -15 , 1 , 63 , 12 , 64 , -9 , -25 , 21 , 15 , -64 , 15 , 20 , 59 , -40 , 43 , -40 , -41 , -16 , -51

, -58 , -9 , -34 , -61 , -7 , 34 , 19 , -26 , -1 , 60 , -59 , -57 , -20 , 6 , -59 , 56 , 5 , -3 , -33 ,

-38 , -53 , -33 , 41 , 31 , -39 , -63 , 10 , -14 , -40 , 59 , 0 , -34 , -15 , 30 , -30 , 42 , 0 , 53 ,

-48 , 63 , 48 , -43 , -58 , -36 , 28 , -53 , -45 , -32 , 9 , -13 , -6 , 21 , 18 , -29 , -12 , 44 , -28 ,

63 , -35 , -4 , 57 , 29 , 27 , -22 , -5 , 61 , -44 , 60 , 50 , -28 , 58 , 33 , -6 , 64 , 62 , -43 , -53

, -48 , -10 , 21 , 4 , 49 , -23 , -43 , -45 , 29 , -64 , -9 , 27 , -34 , 52 , 20 , 60 , 14 , 63 , -9 ,

10 , -46 , -14 , -5 , -9 , -20 , -36 , 49 , -21 , -39 , -58 , -9 , -22 , -3 , -53 , 46 , -19 , -11 , -61

, 1 , -46 , -60 , 56 , 45 , -30 , 44 , 1 , -34 , -7 , -1 , 21 , -61 , 17 , -58 , -1 , -56 , -14 , 28 , 57

, 30 , 53 , 64 , -43 , -33 , -4 , -31 , -51 , 42 , 22 , -48 , -22 , 40 , -44 , -30 , 21 , -9 , -51 , -43

, 21 , 6 , 21 , -23 , 10 , -26 , -16 , -56 , -18 , 35 , 36 , -25 , 0 , 25 , -26 , 21 , 56 , 35 , 55 ,

-59 , 12 , 12 , -43 , 54 , -12 , -22 , -40 , -56 , 33 , -27 , -34 , -10 , 44 , 51 , 32 , -11 , -39 ,

-49 , -3 , 7 , 50 , -31 , 46 , -14 , 58 , -45 , -57 , 50 , 55 , 62 , 55 , 2 , 9 , -52 , -8 , 61 , -10 ,

16 , -59 , -41 , 54 , -29 , 13 , 33 , -42 , -20 , -43 , -17 , -4 , 19 , 55 , -18 , 52 , 36 , 32 , 45 , 56 , 0

We now observe a valid signature (s, t) which is made by a legitimate

signer.

s

26 , 26 , 40 , -43 , -52 , 0 , 16 , 38 , -37 , 29 , 47 , -9 , -41 , 43 , -56 , 4 , -60 , -12 , -51 , -12

, 21 , -40 , -34 , 45 , -43 , -16 , -9 , 28 , 53 , -51 , 8 , 0 , 3 , -12 , 24 , 1 , 33 , -44 , -4 , 59 ,

52 , -25 , -51 , 36 , 58 , 57 , -33 , 29 , -13 , -50 , -42 , -59 , 2 , 0 , 18 , -16 , 28 , 32 , -52 , -4

, 36 , -4 , 58 , -20 , 55 , 39 , 41 , 8 , 46 , -37 , -4 , 6 , 14 , 6 , -22 , 3 , -17 , -1 , -19 , 20 , 37

, -19 , 11 , -53 , 36 , -52 , -36 , -27 , 45 , -17 , 44 , -3 , 61 , 28 , 30 , 14 , -42 , 14 , -60 , 61 ,

16 , -34 , 12 , -41 , 40 , 36 , -11 , -54 , -34 , 30 , 49 , 37 , -59 , -48 , 55 , 29 , -11 , -45 , 50 ,

-41 , -16 , 9 , 21 , -46 , -37 , -48 , 46 , -34 , 47 , 56 , -34 , -9 , -30 , 23 , 39 , 22 , -29 , -36 ,

7 , 5 , 33 , -24 , -33 , 40 , 0 , 41 , -6 , 30 , -60 , -45 , 27 , -15 , 31 , -12 , 11 , 23 , 15 , -25 ,

32 , -6 , 43 , -55 , 32 , 42 , 17 , -10 , 15 , 34 , 21 , -44 , -38 , -10 , 0 , -9 , -61 , 54 , -26 , -9 ,

6 , -33 , 14 , -26 , -3 , -29 , 35 , 53 , 60 , 63 , -40 , -5 , -5 , -63 , 16 , -26 , 28 , -43 , 2 , -22 ,

47 , -52 , -33 , 56 , -32 , 18 , -36 , -20 , 7 , -9 , 48 , 55 , 17 , -14 , -27 , -32 , -14 , 29 , 49 ,

-26 , 36 , 53 , 53 , -38 , 52 , 6 , -18 , 20 , 19 , 37 , 33 , -28 , 32 , 64 , -49 , -53 , 10 , -21 ,

-30 , -57 , 15 , 47 , 57 , -58 , -43 , 54 , -61 , 6 , 25 , 54 , 35 , -16 , 56 , 0
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t = s ∗ h (mod q)

12 , 5 , 9 , -48 , -14 , -38 , 6 , -16 , 52 , 31 , 59 , 23 , 17 , -58 , -27 , -56 , -25 , -21 , 6 , -50 ,

-54 , 7 , -29 , -28 , -5 , 46 , 20 , -17 , 5 , -62 , -40 , -60 , -22 , 22 , -63 , -62 , 20 , 3 , -30 ,

-37 , -33 , -19 , 46 , 41 , -44 , -40 , 8 , 6 , -20 , -50 , 15 , -27 , 1 , 45 , -23 , 58 , 15 , -57 ,

-41 , -62 , 61 , -23 , -37 , -11 , 34 , -39 , -31 , -15 , 14 , 2 , 8 , 17 , 34 , -29 , 8 , 57 , -29 ,

-52 , -27 , 2 , 45 , 30 , 46 , -18 , 5 , -55 , -27 , -52 , 52 , -18 , -58 , 37 , 21 , -57 , -39 , -29 ,

-53 , -56 , -9 , 33 , 21 , -60 , -7 , -40 , -20 , 58 , -44 , -3 , 46 , -20 , 62 , 33 , -62 , 40 , -56 ,

-3 , 24 , -44 , 3 , 10 , -3 , -13 , -45 , 62 , -10 , -32 , -47 , -6 , -14 , 7 , -50 , -60 , -2 , 0 , -51 ,

7 , -29 , -46 , -48 , 50 , -21 , 54 , 8 , 1 , 9 , 4 , 37 , -60 , 16 , -41 , 21 , -37 , -1 , 25 , 59 , 34

, -52 , -58 , -29 , -30 , -7 , -29 , -38 , -59 , 50 , -17 , -21 , 44 , -29 , -20 , 45 , 3 , -47 , -19 ,

38 , 10 , 30 , 8 , 36 , -17 , 9 , -40 , -4 , 60 , 44 , -9 , 10 , 53 , -3 , 53 , -61 , 36 , -59 , -35 ,

23 , 21 , -34 , -63 , -4 , -14 , -20 , -48 , 40 , -36 , -24 , 2 , 44 , -54 , 49 , -6 , -23 , -49 , 0 ,

11 , -56 , -23 , 54 , 5 , -46 , -27 , -22 , 52 , -56 , -47 , 54 , 16 , 25 , -28 , 20 , -56 , 11 , 18

, -25 , -41 , -57 , -31 , 13 , 24 , -20 , -11 , -41 , -13 , 10 , 34 , -62 , -5 , -51 , 60 , 33 , 47 , -56 , 0

Obviously, the above signature (s, t) is valid and its norm value

‖ s−m1 ‖2 + ‖ t−m2 ‖2 = 48203 ≤ 90000

, where ‖ s−m1 ‖2 = 25335 and ‖ t−m2 ‖2 = 22868, respectively.

We can now generate the second signature (s′, t′) from previous signature

(s, t) by adding annihilating polynomial α = 8 ∗∑N−1
i=0 xi to s.

s′ = s+ α (mod q)

34 , 34 , 48 , -35 , -44 , 8 , 24 , 46 , -29 , 37 , 55 , -1 , -33 , 51 , -48 , 12 , -52 , -4 , -43 , -4 ,

29 , -32 , -26 , 53 , -35 , -8 , -1 , 36 , 61 , -43 , 16 , 8 , 11 , -4 , 32 , 9 , 41 , -36 , 4 , -61 , 60

, -17 , -43 , 44 , -62 , -63 , -25 , 37 , -5 , -42 , -34 , -51 , 10 , 8 , 26 , -8 , 36 , 40 , -44 , 4 ,

44 , 4 , -62 , -12 , 63 , 47 , 49 , 16 , 54 , -29 , 4 , 14 , 22 , 14 , -14 , 11 , -9 , 7 , -11 , 28 , 45

, -11 , 19 , -45 , 44 , -44 , -28 , -19 , 53 , -9 , 52 , 5 , -59 , 36 , 38 , 22 , -34 , 22 , -52 , -59 ,

24 , -26 , 20 , -33 , 48 , 44 , -3 , -46 , -26 , 38 , 57 , 45 , -51 , -40 , 63 , 37 , -3 , -37 , 58 ,

-33 , -8 , 17 , 29 , -38 , -29 , -40 , 54 , -26 , 55 , 64 , -26 , -1 , -22 , 31 , 47 , 30 , -21 , -28 ,

15 , 13 , 41 , -16 , -25 , 48 , 8 , 49 , 2 , 38 , -52 , -37 , 35 , -7 , 39 , -4 , 19 , 31 , 23 , -17 ,
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40 , 2 , 51 , -47 , 40 , 50 , 25 , -2 , 23 , 42 , 29 , -36 , -30 , -2 , 8 , -1 , -53 , 62 , -18 , -1 , 14

, -25 , 22 , -18 , 5 , -21 , 43 , 61 , -60 , -57 , -32 , 3 , 3 , -55 , 24 , -18 , 36 , -35 , 10 , -14 ,

55 , -44 , -25 , 64 , -24 , 26 , -28 , -12 , 15 , -1 , 56 , 63 , 25 , -6 , -19 , -24 , -6 , 37 , 57 ,

-18 , 44 , 61 , 61 , -30 , 60 , 14 , -10 , 28 , 27 , 45 , 41 , -20 , 40 , -56 , -41 , -45 , 18 , -13 ,

-22 , -49 , 23 , 55 , -63 , -50 , -35 , 62 , -53 , 14 , 33 , 62 , 43 , -8 , 64 , 8

t′ = s′ ∗ h = t+ α ∗ h = t− α (mod q)

4 , -3 , 1 , -56 , -22 , -46 , -2 , -24 , 44 , 23 , 51 , 15 , 9 , 62 , -35 , 64 , -33 , -29 , -2 , -58 ,

-62 , -1 , -37 , -36 , -13 , 38 , 12 , -25 , -3 , 58 , -48 , 60 , -30 , 14 , 57 , 58 , 12 , -5 , -38 ,

-45 , -41 , -27 , 38 , 33 , -52 , -48 , 0 , -2 , -28 , -58 , 7 , -35 , -7 , 37 , -31 , 50 , 7 , 63 , -49

, 58 , 53 , -31 , -45 , -19 , 26 , -47 , -39 , -23 , 6 , -6 , 0 , 9 , 26 , -37 , 0 , 49 , -37 , -60 , -35

, -6 , 37 , 22 , 38 , -26 , -3 , -63 , -35 , -60 , 44 , -26 , 62 , 29 , 13 , 63 , -47 , -37 , -61 , 64 ,

-17 , 25 , 13 , 60 , -15 , -48 , -28 , 50 , -52 , -11 , 38 , -28 , 54 , 25 , 58 , 32 , 64 , -11 , 16

, -52 , -5 , 2 , -11 , -21 , -53 , 54 , -18 , -40 , -55 , -14 , -22 , -1 , -58 , 60 , -10 , -8 , -59 ,

-1 , -37 , -54 , -56 , 42 , -29 , 46 , 0 , -7 , 1 , -4 , 29 , 60 , 8 , -49 , 13 , -45 , -9 , 17 , 51 ,

26 , -60 , 62 , -37 , -38 , -15 , -37 , -46 , 61 , 42 , -25 , -29 , 36 , -37 , -28 , 37 , -5 , -55 ,

-27 , 30 , 2 , 22 , 0 , 28 , -25 , 1 , -48 , -12 , 52 , 36 , -17 , 2 , 45 , -11 , 45 , 59 , 28 , 61 ,

-43 , 15 , 13 , -42 , 57 , -12 , -22 , -28 , -56 , 32 , -44 , -32 , -6 , 36 , -62 , 41 , -14 , -31 ,

-57 , -8 , 3 , 64 , -31 , 46 , -3 , -54 , -35 , -30 , 44 , 64 , -55 , 46 , 8 , 17 , -36 , 12 , 64 , 3 ,

10 , -33 , -49 , 63 , -39 , 5 , 16 , -28 , -19 , -49 , -21 , 2 , 26 , 58 , -13 , -59 , 52 , 25 , 39 , 64 , 0

In this example, we can have the following equation exactly:

‖ s′ −m1 ‖2
+ ‖ t′ −m2 ‖2

= ‖ s−m1 ‖2 + ‖ t−m2 ‖2

≤ 90000,

, where ‖ (s′ −m1) ‖2 = 25335 and ‖ (t′ −m2) ‖2 = 22868, respectively.
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�>� �)a��. ¢̧ô�Ç ���7£x��_� �â
Äº\���H "f"î
 °úכÜ¼�Ð ~ÃÎ�Ér  7�'��� z�́]j�Ð A�w�

Û¼ �©�\� e����H &h�s� 9 Bjr�t�_� K�/'°úכõ� Ø�æì�ry� ����¹¡§�̀¦ SX�����<ÊÜ¼�Ð"f "f

"î
 °ú̀�כ¦ 7£x"î
�>� �)a��. Õª�Q�� s��Qô�Ç ��s�n�#Q�� Õª $���[þt\� _��#� �©�

[j�>� ì�r$3�÷&t� ·ú§��¤%3���.

°ú �Érr�l�\� ¢̧���Ér/BN>hv���� ñr�Û¼%7���� NTRU��� ñ·ú��¦o�7£§s� Hoff-

stein, Pipher, Õªo��¦ Silverman\� _��#� ]jîß�÷&%3���. Õª Êê Õª[þt�Ér CT-

RSA’03 \�"f NTRUSigns��� Ô�¦o���H Dh�Ðî�r +þAI�_� ���7£x x9� ����� "f"î
 l�

ZO��̀¦ �è>h�%i���. NTRU /BN>hv� ��� ñ ·ú��¦o�7£§õ� ��ðøÍ��t��Ð, NTRUSign

"f"î
 l�ZO��Ér Âúª�¦ ~1�>� Òqt$í
÷&��H v�[þt, B�Äº ���Ér 5Åq�̧, Õªo��¦ &h��Ér Bj�̧

o��ª��̀¦ ̈½¹כ���H �©�&h��̀¦ ��t��¦ e����. Õª��_	כ îß����$í
 ¢̧ô�Ç NTRU A�w�Û¼

�� Ô�¦o���H e��_�_� A�w�Û¼ �©�\�"f_� @/|ÄÌ&h� ���©� Âúª�Ér  7�'� ¹1Ô��H ë�H]j\� l�

ìøÍ��¦ e����. s� NTRUSignl�ZO�\�"f, "f"î
����H e��_�_� &h�\� ����î�r A�w�Û¼

�©�_�&h��̀¦ ½̈�l�0A�#�Õª_�q�x9�&ñ
�Ð\�¦��6 xô�Ç��.s�M:,���©�����î�r 7�

'�ë�H]j_� @/|ÄÌ&h� K��� Õª_� "f"î
 °úכs� �)a��.

s�XO�>� GGH Õªo��¦ NTRU \�"f %�!3� l��>r_� #Q�9î�r ë�H]j[þt(\V\�¦ [þt

���, ���Ãºì�rK� ë�H]j Õªo��¦ s�íß�@/Ãº ë�H]j)õ� ���Ér ë�H]j[þt�̀¦ ¹1Ô�¦�� ���H X<

\���H ß¼>� ¿º ��t�_� s�Ä»�� e����. 'Í	P:, ���Ãºì�rK� ë�H]j x9� s�íß�@/Ãº ë�H]j
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[þt\� �'a�#� K������¦�����H ú́§�Ér ���½̈[þts� ���'�� ÷&�¦ e����. ¿º ���P: �8¹¡¤

×�æ¹כô�Ç s�Ä»��H ò́Ö�¦$í
\� e����. \V\�¦ [þt#Q, NTRU l�ìøÍ_� ·ú��¦o�7£§[þt�Ér ��

�Ér ��� ñ·ú��¦o�7£§[þtõ� q��§�#� °ú �Ér îß�&ñ
$í
�̀¦ ]j/BN����"f Õª[þt�Ð�� ÃºÑþ�

C� s��©�s� ��ØÔ���¦ ·ú��94R e����. Õª�Q�� s��Qô�Ç #Q�9î�r ë�H]j\� l�ìøÍ ���H

·ú��¦o�7£§[þt_� ���&h��Ér ��f����t� Õª îß����$í
\� �'a�#� ú̧� ���½̈÷&#Qt�t� ·ú§��¤

����HX< \� e����. q�2�¤ A�w�Û¼ s��:rs� 100�̧� s��©�1lxîß� ���½̈ ÷&#Q�:r ��Ér	כ ��

z�́s�t�ëß�, ���©� Âúª�Ér  7�'� ë�H]jü< °ú �Ér #Q�9î�r A�w�Û¼ ë�H]j[þt_� :£¤$í
[þt�Ér

Lenstra, Lenstra, õ� Lovász [þts� 1982�̧�\� ���½Ód�� r�çß� A�w�Û¼ l�$� »¡¤�è

·ú��¦o�7£§(polynomial-time lattice basis reduction algorithm)�̀¦ µ1Ï|
�ô�Ç Êê\�

��q��Ð�è|9�×�æ&h�Ü¼�Ð���½̈÷&%3���.�8¹¡¤s�, NTRU-l�ìøÍ_�l�ZO�[þt�Ér���½Ód��

8̈�\� l�ìøÍ ���H :£¤&ñ
 +þAI�_� A�w�Û¼[þt�̀¦ ��6 x��¦ e��Ü¼ 9, s��Qô�Ç A�w�Û¼

[þt�Ér {9�ìøÍ&h���� A�w�Û¼ ë�H]j[þt�Ð�� K�����l�\� �8 /'Ö�¦t��̧ �̧ØÔ��H :£¤&ñ
 +þA

I�_� A�w�Û¼ ë�H]j[þt�̀¦ ëß�[þt#Q �·p��. s��Qô�Ç :£¤&ñ
 +þAI�_� A�w�Û¼ ë�H]j[þt�Ér

éß�t� 1996�̧� NTRU��� ñ·ú��¦o�7£§_��è>hs�ÊêÂÒ'��Ö̧µ1Ïô�Ç���½̈��÷&#QM®ol�

M:ë�H\�, Äºo���H B�Äº Ä»6 xô�Ç Dh�Ðî�r ���õ�[þt�̀¦ l�@/½+É Ãº e����.

�:r �7Hë�H\�"f, 'Í	P: Äºo���H NTRUSign "f"î
 ·ú��¦o�7£§\� @/ô�Ç /BN��� ~½ÓZO�

�̀¦ ]jîß�ô�Ç��. Äºo��� ]jîß����H /BN��� l�ZO��̀¦ :�x�#� ��{©�ô�Ç Bjr�t�-"f"î
 �©�

ëß��̀¦ �'a¹1Ï���H Ãº1lx&h� /BN������Ð �#��FK q�x9� v�\�¦ �̧ØÔ�¦�̧ ¢̧ ���Ér "f"î


°ú̀�כ¦ ëß�[þt#Q ?/��H �¦̀�	כ ��0px�>� ô�Ç��. Õª�QÙ¼�Ð NTRUSign "f"î
 ·ú��¦o�7£§

�Ér Ä»���$í
(malleability) $í
|9��̀¦ ��t��¦ e������H &h�\�"f îß����ô�Ç "f"î
 ·ú��¦o�

7£§s���m���.s�Ä»���$í
_�$í
|9��ÐÂÒ'�,Äºo���He��_�_�Bjr�t�-"f"î
�©� �̀¦��

t��¦ Õª Bjr�t�\� @/ô�Ç ]j 2_� "f"î
 °ú̀�כ¦ Ä»�̧K� èq Ãº e����. s� �â
Äº, Äºo�

��H ¿º ���P:_� "f"î
 °úכõ� q�x9� v�\�¦ ·ú��¦ e����H ��6 x��\� _��#� Òqt$í
�)a "é¶

A�_� "f"î
�̀¦ ½̈ì�r ½+É Ãº \O���. q�2�¤ s��Qô�Ç 2[���&h�s� /BN������Ð �#��FK Bjr�

t� Û¼àÔa�A�̀¦ ��Ë̈��H �¦̀�	כ )�|ÃÌ�t���H ·ú§t�ëß�, s��Qô�Ç 7áxÀÓ_� 0A�̧��H Õª "f

"î
 ·ú��¦o�7£§s� �̧��H 6£x6 x"fq�Û¼\�"f ��6 x÷&#Q|9� Ãº e����H ��Ér	כ ��m���. \V

\�¦ [þt#Q, ������o�̀_� �â
Äº\� e��#Q"f, �o�̀\� @/ô�Ç ¿º ���P: ��{©�ô�Ç "f"î
 °úכ

�̀¦ ¹1Ô��?/��H ��Ér	כ Ô�¦��0px K���ëß� ô�Ç��. ¢̧ô�Ç, e��_�_� ��6 x���� s 6= s′ �̀¦ ëß�

7á¤���H Bjr�t�-"f"î
 �©�[þt (m, s) õ� (m, s′)�̀¦ 1lxr�\� ~ÃÎ��¤�̀¦ �â
Äº, s ÷�rëß� ��

m��� s′ �̧ Bjr�t� m \� @/ô�Ç ��{©�ô�Ç "f"î
 °úכÜ¼�Ð"f ����ï ~ÃÎ��[þt#�t�t� ·ú§
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�̀¦ �.���s	כ ëß���� ½+ËZO�&h���� "f"î
���� Bjr�t� m\� @/ô�Ç "f"î
 s��H Õª_� "f"î


°úכs�����H �¦̀�	כ ÅÒ�©���¦ z�·�̀¦ �â
Äº, Õª��H Õª_� q�x9� v�\�¦ ×¼�Q?/��ëß� ô�Ç��.

��6£§Ü¼�Ð,Äºo���H NTRUSign"f"î
·ú��¦o�7£§s���t��¦e����Hs����2[���&h�

�̀¦x��l�0Aô�Çl�ZO��̀¦]j/BNô�Ç��.q�2�¤,Ãº&ñ
�)a NTRUSign�Ér·ú¡\�"f]jîß�ô�Ç

/BN���Ü¼�ÐÂÒ'� îß�����t�ëß�, Õª��s	כ Ä»����t� ·ú§����H ��z�́�̀¦ ��f�� 7£x"î
�t�

3lw�%i���. z�́]j�Ð, ]jîß�ô�Ç Ãº&ñ
 NTRUSigns� Ä»���$í
�̀¦ �rx����H "f"î
 ·ú��¦

o�7£§s�����H �¦̀�	כ 7£x"î
���H ��Ér	כ ·ú¡Ü¼�Ð Äºo��� K����K������H ���_� õ�]j

�Ð"f z����e����.
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