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Abstract

In the ubiquitous computing, user’s availability will be maximized with
the wireless network. Users get the proper service anytime, anywhere without
any restriction of time and location. Without user’s concerns, user’s contexts
are sensed by the network to provide the proper service.

However, the increasing of user’s availability also will occur the increasing
of security risks. Sensing user’s context cause privacy issues. Also, forgery of
contexts is also problem.

Forgery on location information is critical risk of context based service.
There are several researches on location authentication. Denning [11] pro-
posed Differential GPS based location authentication method, while Sastry
[12] proposed location authentication method using the time difference from
the velocity of radio frequency and sonic. Nakanishi [13] adopted RFID for
location information. And, Kindberg [14] showed general model using con-
strained channel with Wi-Fi, Bluetooth, and etc. But these works are only
focused on authentication of location information, there is no consideration
of privacy of user. Moreover, they require specific device for protocol.

We generalize the risks in the location based service model, and define

security requirements in this paper. We also introduce new model of privacy



preserving location authentication method which can be adopted in universal.
Based on the model, we propose several protocol using asymmetric/symmetric
key encryption and one-time key or timestamp.

Finally, we discuss DRM in ubiquitous computing environments with lo-

cation authentication.
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Chapter 1

Introduction

1.1 Location authentication

In the ubiquitous computing environment, users are possibly connected in
wireless network, and user will move dynamically anywhere maintaining net-
work connection. Ubiquitous computing is the method of enhancing computer
use by making many computers available throughout the physical environ-
ment, but making them effectively invisible to the user.

The concept of the pervasive computing environment is based on the idea
that future communications systems will allow mobile and fixed devices access
to a wide range of services over a diversity of mobile inter-working, or collab-
orating networks. The devices available to the user will form a Mobile Ad hoc
network (MANET) and may or may not be available with anyone, any organi-
zations, any time, anywhere, any networks and any devices (A6). According
to [1], the ubiquitous computing devices “encompasses a user perspective
of multiple devices (both local and remote) accessing multiple services via
multiple networks, all of which can be changing dynamically”.

Many researches about ubiquitous environment like Oxygen project of
MIT [2], Portolano project of Washington University [3], Aura project of
CMU [4] are studied. These works focused on how to keep users away from
complicated computer controlling. Daedalus project of Berkeley University
[5] focused on wide overlay network which connecting buildings, cities, even

nations. In these pervasive computing environments users expect to access



resources and services anytime and anywhere. Users only care about service
they get, not the computing itself in pervasive computing environment. For
the availability, those researches focus on context awareness. With sensing
user’s situation, the proper service can be provided.

But, risks on security are increasing in the ubiquitous computing envi-
ronment. It is well known that User’s context sensing can occur the privacy
problem. There are many studies on the privacy problem [6, 7, 8, 9, 10] But
also, the forgery on location information is important risk in the ubiquitous
environment. Forgery on location information is critical risk of context based
service. When user’s contexts are forged, the service may provide in proper

service.

1.2 Owur Contributions

Several location authentication methods were studied. Those studies focus on
the authentication of user for service provider. Denning [11] proposed Differ-
ential GPS based location authentication method, while Sastry [12] proposed
location authentication method using the time difference from the velocity of
radio frequency and sonic. Nakanishi [13] adopted RFID for location infor-
mation. And, Kindberg [14] showed general model using constrained channel
with Wi-Fi, Bluetooth, and etc. But these works are only focused on au-
thentication of location information, there is no consideration of privacy of
user.

We generalize the risks in the location based service model, and define
security requirements in this paper. We also introduce new model of loca-
tion authentication method which can be adopted in universal. Based on the
model, we propose several protocol using asymmetric/symmetric key encryp-
tion and one-time key or timestamp. Also, we show the application model of

location authentication.



1.3 Outline of the Thesis

The remainder of the thesis is organized as follows: In Chapter 2, we describe
risks on location based services in the aspect of security at first and describe
several previous works. In Chapter 3 we introduce our model and propose
several schemes. In Chapter 4 we analyze the security of our protocols. In

Chapter 5 we show the DRM model of location authentication.



Chapter 2

Risks on Location Based Services

2.1 Location Based Service Model

Location is the context most related in ubiquitous computing environments.

Several examples follow.

2.1.1 Taxi Calling Service

Divyan proposed taxi calling service scenario in [15]. In the scenario, a user
wants to catch a taxi. The user request to a taxi center that his position.
The center find the nearest taxi from the user. When the center finds the
proper taxi, the taxi get the user’s location information and arrive at the

user’s location.

2.1.2 Content Distribution

K. Han proposed digital content distribution scenario in [16]. In the scenario,
a user wants to buy a music from online store. The store ask the user where
he located currently. The user send his location information to the store. The
store transfer to the user i f the condition holds. (In real, each country has the
different rule about contents. For example, Japanese music was prohibited in

Korea until recent years.)



2.1.3 Company’s Critical Information Access Control

A company want to keep the critical marketing information in secret. Even
employees of the company cannot access that information, also low-level man-
agers. To keep the secret perfectly, the information can be accessed only in
the company building. When the manager want to access that information,
the manager send his/her location information to server. Even the legitimate

user cannot access from outside of building.

Figure 2.1: Location based service model

2.2 Risks on Location Based Service

Most of all, service provider has to be able to verify user’s location. (Authen-
tication). As cases above, users will inform their location to service provider,
and some of users will forge their location to cheat their real status. (Un-
forgeability) Also, it is possible to think that any adversary forge user’s loca-
tion. (Unforgeability) When the user succeed to be authenticated by service

provider with the location, the user probably try to re-use accepted parame-



ter. (Unreusable)

Adversaries can try to track user’s moving by catching user’s location.
(Privacy) And User want to reveal only sufficient location information to
service provider. (Privacy)

Of course, the message transmitting to service provider can be eaves-
dropped by the adversary. (Confidentiality)

We analyzed security requirements as following section.

2.3 Security Requirements

We define security requirements for the risks as following.
1. Authentication of location : Service provider can verify user’s location.
2. Privacy of user from Attacker : Attacker cannot know user’s location.

3. Privacy of user from Service provider : Service provider only knows

sufficient location information of user.
4. Confidentiality of message : Attacker cannot know the message.

5. Un-forgeability of location from Attacker : Attacker cannot forge user’s

location

6. Un-forgeability of location from User : User cannot forge user’s location

2.4 Related Works

2.4.1 Location Sensing

In this section, we briefly describe several location sensing technologies, Tran-
gulation, GPS, and Circket.



Trangulation

Location is established by overlaying the existing cellular network with equip-
ment that measures aspects of the interaction between the network and the
mobile device. One method in this category relies upon Time of Arrival
(TOA) where the time it takes the signal to travel from the mobile device to
an upgraded base station is measured and sometimes augmented with Angle
of Arrival (AOA) information. A second method in this category involves the
use of Trangulation between multiple base stations to compute a fix on the
transmitting device. The main cost of network based location methods is the
additional equipment required for base stations - between 9, 000and30,000 per
cell. The cost of the upgrade is offset by two factors. First, network-based
solutions work with existing cellular phones and would not require carriers
to institute a mandatory upgrade policy for their subscriber base. Second,
by not requiring upgrade, the carrier mitigates the risk that a subscriber will

choose to change providers in search of a better service package.

GPS

The frontrunner in this category are phones equipped with Global Positioning
System receiver technology embedded within the mobile unit itself. Since the
required network hardware infrastructure upgrades are a fraction of the cost
(10 to 25 percent) of that required by network based solutions, the initial cost
to the carrier is lower. However, in order to take advantage of this type of
location solution, it will be necessary for the consumer to receive a new phone,
thereby exposing the carrier to the risk of losing the subscriber. Also, GPS
traditionally suffers from long initial startup times of 45 to 60 seconds when
the receiver has been inactive and needs to locate the necessary satellites
to determine its initial position. The use of GPS, a satellite technology,
is more susceptible to problems associated with line of site issues and loss

of signal strength, most notably inside of buildings and "urban canyons”.



Qualcomm announced the purchase of SnapTrack for $1 billion dollars thereby
providing a high profile endorsement of the ability to embed GPS functionality
into existing cellular phone designs. Second, the US government turned off
Selective Availability (SA), the intentional degradation of the GPS signal
to introduce inaccuracies in the computed location, several years earlier than
expected thereby increasing the accuracy of location to within several meters.
Finally, the GPS technology as developed by SnapTrack had made technical
gains that addressed both the time to compute position and signal loss issues
such that locations could be computed within 5-10 seconds for the initial fix

even while inside of a building.

Cricket Indoor Location System [17], [18]

Location information in outdoor environments may be obtained by GPS. But
in indoor environments, using GPS is usually unavailable. Cricket is location-
aware application for inside building. Cricket uses a combination of RF and
ultrasound technologies to provide a location-support service to users and ap-
plications. Beacons are spread through the building, publishing information
on an RF signal operating in the 418MHz AM band. Listeners attached to de-
vices and mobiles listen for RF signals, and upon receipt of the first few bits,
listen for the corresponding ultrasonic pulse. When this pulse arrives, they
obtain a distance estimate for the corresponding beacon. The listeners run
maximum-likelihood estimators to correlate RF and ultrasound samples and
to pick the best one. Cricket Compass [19] provides position (x,y,z coordinate)
information and orientation (the direction at which the device is pointing) in-
formation. Cricket uses active beacons and passive listeners, which has two
significant benefits. First, it is not a tracking system where a centralized con-
troller or database receives transmissions from users and devices and tracks
them. Second, it scales well as the number of devices increases; a system
with active transmitters attached to devices wouldn’t scale particularly well

with the density of instrumented devices. Third, its decentralized architec-
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ture makes it easy to deploy. This does not mean it is hard to manage; a
centralized front-end allows easy management and control. Cricket can es-
timate position to a few centimeters of accuracy and angles to within 3-5
degrees of the true value. It can determine which space a device is in by
detecting boundaries to within about 2 feet. These combined capabilities are

better than other available location systems that we know of.

2.4.2 Location Authentication Method
GPS Based Authentication [11]

Main idea is generation of ‘Location Signature’ using Location Signature Sen-
sor (LSS) from GPS. They adopted differential GPS (DGPS) technique [21]
for sharing the same location information between prover and verifier. Since
both prover and verifier share prover’s location information, forgery by prover
or any attacker is impossible. But, for adopting this method, high cost in sys-

tem design is most problem. Also, it is difficult to use in indoor environment.

Time-Bound Based Authentication [12]

Main idea is speed of sound and light. Physical distance can be measured by
elapsed time of signal. When the elapsed time from prover to verifier is within
the maximum allowed time, prover is authenticated. They proposed ‘ECHO’
protocol for this concept in [12]. It is lightweight protocol and available in
both indoor and outdoor authentication. But physical state severally affect

on the success of operation. Basic ‘ECHO’ protocol is following.

1. p ——radiogy |

2. v ——=rwdioy . N

3. p——sound g N. v accepts iff | € R and elapsed time time < d(v,1) -
(ct—1)+s7!



v denotes verifier, [ denotes location, and N denotes nonce. s denotes speed

of sound, 331m/s, and ¢ denotes speed of light, 3 x 10%m/s.

Figure 2.2: Time Based Location Authentication

Via Constrained Channel [14]

The basic idea is from devices has their constrained channel like Transport
Layer Security (TLS) [20]. Using Bluetooth, Wi-Fi, if the authenticator
has direct access to a physically constrained (e.g. range-bounded) channel,
it is trivial to implement location authentication. For example, Bluetooth
transceiver located at location L, within the range of transceiver, the princi-

pal can employ a challenge-response protocol.
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If the authenticator does not have direct access to a physically constrained
communication channel, the authenticator us a trusted channel proxy to be
connected with the constrained channel.

Figure 2.3 shows the system model for location authentication via con-

strained channel.

Figure 2.3: Location Authentication via Constrained channel

LEXP : Location Information Exchange Protocol [13]

Protection of user’s anonymity and validation of location information. Four
principals are in the model, a detector, a client, a service provider, and a
resolver. The detector is a detection entity, connected to an RFID-reader.
The resolver is the entity which manages a mapping table between clients’
RFID and IP address. Clients send their address to the resolver every time
the address has changed. (Address notification). When detectors detect

an RFID inside their sensing area, they request the resolver to resolve the

11



client’s address that corresponds to the RFID (Address resolution), and send
a notification to the address that a ticket is available. Then the client can
obtain the ticket, which is a presence evidence at the detector’s sensing area.
(Ticket publication) When clients are requested a ticket by a service provider,
they decide whether they consume the ticket based on user’s intention or a
formulated policy. After service providers obtain a ticket, they request the
detector, which published the ticket, to verify it. (Ticket verification)

Figure 2.4: LEXP

12



2.4.3 Summary

The model of Time-bound based authentication method [12] and Authentica-
tion method via constrained channel [14] is that only a prover has his location
information initially, and a verifier verifies prover using specific method like
time. For that, they have to be synchronized physically, and when the com-
munication is disconnected, it fails. Since they rely on the time variance,
their methods are only be able to be used in short distance where the a little
distance changing occurs big difference. And, in practical, they require large
number of host (verifiers) to cover wide range for general use.

The model of LEXP [13] and GPS based authentication [11] is that prover
and verifier share prover’s location information. LEXP adopted RFID which
is actively studied currently. Actually the service provider who wants to verify
user’s location doesn’t have the exact location information of user, but the
range of RFID is to small, it can be considered that service provider knows
user’s location. GPS based method used differential GPS which there two
kinds of GPS receiver, one is static receiver and the other is roving receiver.
When satellite transmit signal of prover’s position, both prover and verifier
receive the same information. From this, verifier can check if prover is valid.
But those method are device specific methods that LEXP relies on RFID and
GPS based method relies on Location Signature Sensor (LSS) which is built
for that specific purpose.

13



Chapter 3
The Proposed Scheme

3.1 Model

In the model, there are three entities, a client C, a service Provider SP, and
a trusted operator OP. C' want to prove his location to SP, while SP wants
to verify (s location information.

We discuss about sharing location information of client with operator here.

In our model, we do not consider receiving location information from
location sensors like the satellite (In case of GPS), the station (In case of
Trangulation) and the beacon (In case of Cricket).

In the aspect of security, attack on receiving the location information is
meaningless. While location sensors like satellite broadcast signals, C' and
OP passively receive the message. In this case, attacker can not even know
whether C' and OP received the information from location sensors or not.

Figure 3.1 shows an example that a satellite broadcast signals to the large
number of clients. While the satellite send the signals, some clients receive
the signals, but the other clients do not receive the signals. It is like the
Television broadcasting station broadcasts TV programs.

Fault resistance from inaccuracy of satellite signals or radio signals is out

of focus.

Now, we introduce a basic location authentication protocol which only

considers authentication of C’s location.

14



Figure 3.1: Clients receives location from satellite

BLAP: Basic Location Authentication Protocol Assume C and OP
share key ki, and OP and SP share key ks.

1. C' and OP share C’s location information Lo with LocationSensor like
DGPS [21] or Cricket [17, 18, 19].

2. OP sends MACKl (L), MACKQ(Lc, MACKl (Lc)) to U.

3. C checks MACk, (Lo, MACk, (L¢)) with MACY, (Le) and L. If C

assure that M ACk, (L¢) is not forged, C' continues operation.
4. C sends MACk,(L¢), Le to SP.

5. SP check the validity of M ACk, (L¢) with Lo and Kj.

15



Figure 3.2: Basic Location Authentication Protocol

U can check that M ACk, (L) from OP is not forged, since U can ver-
ity MACk,(L, MACk, (L) with MACk, (L), L and K,. Also, SP can verify
MACK, (L) with K. So, the requirement of unforgeability from attacker
holds. Since, U doesn’t know K, U cannot forge L.

Initial key distribution to clients, SPandOP follows the concept of ‘res-
urrecting duckling’ [22]. When we assume the channel is secure and authen-
ticated, the con fidentiality of message holds, but still naive.

BLAP still have the risk of reuse of Lo by C'. We will show two kinds
method protecting from reuse of Lo and propose more concrete protocol with

holding all security requirements later.

3.1.1 Protecting Reuse of Location Information
Key Replacement

OP and SP share K for generating M ACk, (L¢c). When Client sends Leyient
and M ACk, (L¢) to SP, OP and SP replace K; to new key, K, . Next time,
K, is used to generate MAC (L¢'). L¢' is new location information of C.

An example of replacing share key K; between OP and SP is using PKI.

16



When SP request OP to change K;, OP generates the new key K; and
encrypts the key with SP’s public key PKgP. OP sends ESKSP(Kll) to SP,
and SP decrypts it with SP’s private key SKgP.

Timestamp

When C' sends C’s location information Ls to Le, SP request Timestamp
TS about Lg. SP checks T'S for verification of validity of L¢.

3.2 Proposed Protocol

We propose four protocols holding security requirements we analyzed; AOLAP,
ATLAP, SOLAP, and STLAP.

3.2.1 AOLAP : Asymmetric Encryption and One-time

key Based Location Authentication Protocol

We propose the improved protocol using PKI. In the protocol, shared key K;
is shared between OP and SP. When the operation is finished, K is revoked
and replaced to new key.

Assume a user C' has private key SK¢, shares keys Ky with OP and K3 with
SP. OP shares K; with SP and K, with U. SP has K, K, and a private
key SKgP. ID¢s means the client ¢’s identity.

1. C and OP share C’s location information Lo with LocationSensor.

2. OP sends Epg, (MACk, (IDc|L¢), MACxk,(Le, MACxk, (ID¢|Lc))) to
C.

3. Cdecrypt Epg,(MACK,(Lc), MACk, (Lo, MACk, (L¢))) with his/her
private key SK¢, and checks M ACk, (Lo, MACk, (L¢)) with M ACk, (L¢)
and L¢. If C assure that M ACK, (L¢) is not forged, C' continue oper-

ation.

17



4. Csends I D¢, Epr p(MACK,(L¢), Le) to SP.
5. SP check the validity of M ACk, (L¢) with Lo and Kj.
6. OP and SP replace key K to the new key.

Figure 3.3 shows operations of AOLAP.

Figure 3.3: Proposed Protocol 1: AOLAP

3.2.2 ATLAP : Asymmetric Encryption and Times-

tamp Based Location Authentication Protocol

In this section, we propose location authentication protocol using timestamp
TS. In this protocol, OP and SP do not need to replace the key K, after

operation.
Assume C' and OP share key K, and OP and SP share key Kj.

18



1. C" and OP share C"s location information Lo and timestamp T'S.

2. OP sends Ep,(MACxk, (Lc|TS), MACk,(MACk,(IDc|Le|TS)| Le|TS))
to C.

3. C decrypts Epg,. (MACk,(IDc|Le|TS), MAC, (MACk,(IDe|Le|TS)| Le|TS))
with his/her private key S K¢, and checks M ACk, (M ACk,(ID¢|Le|T'S)|Le|T'S)
with C's ID I Do, MACk,(ID¢|Le|TS), Lo, and T'S. If C' assures that
MACK,(ID¢|Le|T'S) is not forged, C' continue operation.

4. C sends IDc, EPKSP(MACK1<]D0|L0|TS),MACK2<L0|TS)L0,TS>
to SP.

5. SP check the validity of M ACk, (ID¢|Lc|TS) with IDe, Lo, T'S and
K.

Figure 3.4 shows operations of A7 LAP.

3.2.3 SOLAP : Symmetric Encryption and One-time

Key Based Location Authentication Protocol

In this section, we show the protocol based on symmetric key encryption.
Assume C' and OP share a key ky, OP and SP share a key K7, and C and
SP share a key K3.I D¢ denotes C’s ID, Lo denotes C’s location.

1. C and OP share C"s location information L¢
2. OP sends EK2 (MACK1 ([D0|Lc), h(LC|MAOK1 (IDO|L0)) to C.

3. C decrypts Eg,(MACk,(ID¢|L¢), M(Lo|MACKk, (ID¢|L¢)) with K.
C' checks h(Lc|MACK1(IDc|Lc)) with LC and MACK1 ([D0|Lc) If
C' assure that M ACk, (I D¢|L¢) is not forged, C' continue operation.

4. C sends D¢, Fy,(MACk,(IDc|L¢), Le) to SP.

19



Figure 3.4: Proposed Protocol 2: AT LAP

5. SP check the validity of M ACk, (I D¢|L¢) with ID¢, Lo and K.

6. OP and SP replace key K; to the new key.

3.2.4 STLAP : Symmetric Encryption and Timestamp

Based Location Authentication Protocol

In this section, we propose the protocol using symmetric key encryption and
timestamp. Assume C' and OP share key ky, OP and SP share key ki, and
C and SP share key K3. IDg denotes ID of C, Lo denotes location of C.

TS denotes timestamp.

1. C and OP share Lo and T'S.

20



Figure 3.5: Proposed Protocol 3: SOLAP

2. OP sends Ex,(MACk, (ID¢|Le|TS), h((MACk, (ID¢|Le)|Le|T'S)) to
C.

3. C checks h(MACy, (ID¢|Lo|TS)|Le|TS)) with MACxk, (IDe|Le|TS),
Lo and T'S. If C assure that M ACk,(ID¢|Lc|TS) is not forged, C

continue operation.
4. C sends ]Dc, EK3 (MACK1 (IDO|L0|TS), Lc, TS) to SP.

5. SP check the validity of M ACk, (ID¢|Lc|TS) with ID¢, Lo, T'S and
K.

Figure 3.6 shows operations of protocol.
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Figure 3.6: Proposed Protocol 4: ST LAP
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Chapter 4
Security Analysis

4.1 Security Analysis

4.1.1 TUnforgeability by Attacker

When the client C' sends the encrypted message, attacker has no key. Also,
with the property of hash function, Success probability of forgery by attacker

is lover2™ for the total message length n.

4.1.2 Unforgeability by User

Though client C' generate C’s fake location L¢, C' cannot forge MAC, (L)
without key K. Success probability of forgery by C'is lover2™ for the MAC

of location length n/'.

4.1.3 Unreusability by User

Client C keeps Lo and M ACk, (I D¢|L¢) for along time, and try to use later.
But, when C keeps L and M ACk, (ID¢|L¢), SP can revoke K, after a time
period.(One-time key) Or SP can check the timestamp T'S. (Timestamp)

4.1.4 Privacy against Attacker

Attacker cannot know C’s location Lo without the key. The success proba-

bility of attacker relies on the strength of encryption schemes.
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4.1.5 Privacy against Verifier

Until C' send location information L¢ to service provider (Verifier) SP, SP
has no information of C’s location L¢. In practical application, Lo can be
described as following figure 4.1.

In above example, Location information has five fields;nation, state, city,

Figure 4.1: Fields of Location information

street, building number. When SP require the information of level 1, C
sends only information of nation to SP. If SP requires level 4, C' sends all
fields except building number.

In [16], the scenario of digital content distribution requires only the infor-

mation of C’s current ‘nation’.
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4.1.6 Against Relay attack

If C sends L¢ to other user C', SP can check Lo from C’ is invalid. Since
MACK,(ID¢|Le) is infeasible by C' without key K;. Computational infeasi-
bility of hash function is well known property. The success probability of C’

cheating SP is lover2™ for the message length n.

4.2 Functional Analysis

4.2.1 Universality

As we discussed in chapter 3, OP and C share Lo using GPS, Trangulation,
or Beacon. When SP authenticate C', C' sends L¢ as a message. So, we can

generalize as transmitting a message with encryption.

4.2.2 Covered Range

Unlike previous works, C' directly sends SP L¢. and the distance between
C and SP has not important. So, there is no limits of range that SP can

authenticate C' in our design.

4.3 Comparison

4.3.1 Comparison among Proposed Protocols

AOLAP and AT LAP are based on asymmetric key encryption method,
while SOLAP and ST LAP are based on symmetric key encryption method.

Also, AOLAP and SOLAP are based on one-time key method, while
AT LAP and ST LAP are based on timestamp.

Table 4.1 shows the comparison among proposed protocols.
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AOLAP ATLAP SOLAP STLAP
Encryption Asymmetric | Asymmetric | Symmetric | Symmetric
Location validity || One-time key | Timestamp | One-time key | Timestamp

Table 4.1: Comparison of protocols

4.3.2 Comparison with Previous Protocols

We compare our design to other protocols. O denotes that the protocol holds

the requirement in the row, X denotes that it doesn’t. Table 4.2 shows the

comparison with protocols. Time-bounded location authentication method

Time-based | LEXP | GPS-based | Constrained Our
Channels | Protocols
Authentication O O O O O
of Location
Unforgeability O O O @) O
Privacy against X O @) @) O
attacker
Privacy against X X X X O
SP
Unreusability O O O O O
Relay attack O O X O O
Universality X X O X O
Covered range Near A few Devices 3,000km No limit
meters Specific

Table 4.2: Comparison of protocols

[12] requires connectionless synchronization, and fails with disturbance of

communication.
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on. Location signature sensor method [11] requires specific devices for au-
thentication. Compare to our protocol, for sensing location information, the
efficiency is same, but generating location signature make additional overhead
and devices. LEXP [13] doesn’t need synchronization with verifier, but their
availability is limited to RFID. Constrained channel method is just general

model.

4.3.3 Computational Evaluation

In this section, we show implementation results of proposed protocols. For
MAC, we used hmac and MD5 with key size 64 bit. The output size of MD5
and hmac is 128 bits. For asymmetric encryption, we used RSA. RSA key
size is 1024 bits. For symmetric encryption, we used 3DES with 112 bits key
size. The tested system environment is Pentium 4 2.0 GHz PC with Windows
2000. Used cryptographic library is Crypto++ 4.2. The length of client ID
ID¢ is 32 bits, and the length of timestamp 7'S is 32 bits. The length of
location L¢ is 160 bits. The results in the tables are average of 10 times
operated results. We omitted computation of T'S and key replacement. The
number in the table is second.

For BLAP, computation time was negligible. Computing M ACk,(Lc,
MACKk,(L¢)), MACKk,(L¢) was very short.

Table 4.3 shows the computation time of AOLAP. Public key size of PK
is fixed to 1024 bits. Let Al = M ACk, (ID¢|L¢). For Epk p(Al, MACk,
(L¢), Le), Al is considered as strings. Computation results shows the time
0.015 0.017 for encryption and decryption. Since the message size is very
small, even Epg p(Al, MACk,(L¢c), Lc)’s length is larger, it doesn’t show
any significant difference. We skip the computation of replacing share key K;
between OP and SP.

Table 4.4 shows the computation time of A7 LAP. Let A2 = M ACk, (IDc|
Lc|TS). For Epk p(A2, MACk,(Lc|TS), Le, T'S), A2 is considered as strings.
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Epk.(Al, MACKk,(Al|L¢))

Epgep(Al, MACk,(L¢), Lc)

Encryption

0.016

0.017

Decryption

0.015

0.016

Table 4.3: Implementation results of AOLAP

We omit computation of T'S. We consider T'S as 30 bytes string here. Com-
pare to AOLAP, the computation time of AT LAP is almost same. Since
the length of timestamp T'S is not significant in shorter included message, as
we assumed the length of T'S as 30 bytes in AT LAP. If T'S is short, the

computation time difference was not significantly shown.

Epro (A2, MACy, (A2|Lc|TS))

Epwop (A2, MACk, (Lo, TS), Lo, TS)

Encryption

0.016

0.016

Decryption

0.015

0.015

Table 4.4: Implementation results of A7 LAP

Table 4.5 shows the computation time of SOLAP. Let A = M ACk,(ID¢|L¢).
For Er,(A,Lc), MACk, (ID¢|L¢) is considered as strings. Since it uses

symmetric encryption, it is faster than asymmetric encryption method. The

tested result was 10 times computed 3DES. One time computation take less

than 0.001 s.

EKQ(A’h(A|LC>> EK3(A’ LC)
Encryption 0.016 0.016
Decryption 0.015 0.016

Table 4.5: Implementation results of SOLAP

Table 4.6 shows the computation time of ST LAP. Let A = M ACk, (IDc|
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Lco|TS). For Ex, (A, Lo|TS), MACk,(ID¢|Lc|TS) is considered as strings.
The difference from SOLAP is the message length is longer with addition of

TS. But it doesn’t show any significant effect on the computation.

Encryption 0.017 0.017
Decryption 0.016 0.017

Table 4.6: Implementation results of ST LAP

While computation time of ATLAP and ST LAP are bigger than AOLAP
and SOLAP. Actually, the message size may be reduced for practical use.
We enlarged the message sizes intentionally for significant comparison. We
show the comparison in the table 4.7. The table 4.7 shows the computation
time in each step. We omit the computation in step 1 and step 6, since it is

the same procedure in step 1 and step 6 requires only communication between
OP and SP. The unit is second.

Protocol | BLAP | AOLAP | ATLAP | SOLAP | STLAP

Step 2 N/A 0.016 0.016 0.0016 0.0017
Step 3 N/A 0.015 0.015 0.0015 0.0016
Step 4 N/A 0.017 0.016 0.0016 0.0017
Step 5 N/A 0.016 0.016 0.0016 0.0017

Table 4.7: Implementation results of ST LAP

Since those implementation is done by the PC, the time will take longer
in handheld devices. But, the result shows that the computation cost is not
high. For the further works, we need to apply optimized encryption methods.

Light weight algorithms may reduce computation times.
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Chapter 5
On the Design of Secure DRM

in Ubiquitous Environment

5.1 Overview

In this chapter, we shows how our protocol is applicable to user access con-
trol for digital right management (DRM) based on location authentication in
ubiquitous computing environment.

When the user once registers to the content provider, he purchases wants
to access the digital contents, he can purchase the permission for contents
without any complicated procedure. The property of ubiquitous computing,
‘any time, any where’ makes protecting the right of distribution of digital
contents more difficult.

Many researches on DRM are focused on the relation between a contents
distributor and a user, a contents creator and a distributor, and so on. Early
research on DRM is from IMPRIMATUR project [23] in 1995 (end in 1998),
which studied the design of generic business model, watermarking, and so on.
Their model is early business model of MPEG-21 [24]. [25] project in 1998
(end in 2000) formalized basic architecture of DRM. Their work is continued
in MPEG-21. MPEG-21 proposes general DRM framework. AAP (American
Association of Publishers) and CNRI (Corporation for National Research Ini-
tiatives) proposed DOI (Digital Object Identifier) [26]. From 1999, AAP pro-
posed ONIX (Online Information eXchange) [27] which is based on INDECS
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and focusing distribution of e-book contents. They focus on the protection of
illegal use of content from invalid user. They concerns about payment, that
only payed customer can use the digital content.

In the ubiquitous computing environment, it is important to concern
about the right of content distribution. In real world, Local music distribu-
tors have the right of distribution in their location, while other distributors,
even the content owner cannot distribute the music. For example, when a
japanese distributor has the license of a korean music album, only he can sell
that album in japan, and the right of distribution is protected by law. In
case of digital contents, it is difficult to protect the right of distribution, since
digital contents are distributed via the network. Current client-server model
can protect the right from the registration of user. When a user register to a
distributor, the user submits his detailed information of address, age, and so
on. When the user purchase a content, the content distributer authenticate
the user and send the license of the content to user. Figure 5.1 shows how a

user contact a content distributer in client-server environment.

Figure 5.1: Communication in client-server environment

But, it is more difficult in the ubiquitous computing environment, since
users do not directly contact the content distributer by themselves. Users

delegate their role of contacting to agent [28, 29]. Users just request the
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content to the agent, and the agent search the content distributer. The agent
contact the content distributer and get the license for the user. Details of the

agent is out of focus in this thesis.

Figure 5.2: Communication in ubiquitous computing environment

Figure 5.2 shows how user contact content distributer via agent in ubiqui-
tous computing environment. In this case, it is important to know the user’s
location, since only the content distributer in the same location with the user
currently can distribute the license of the content.

Here, we show the scenarios of content distribution in ubiquitous comput-
ing environments and also propose the protocol of content distribution in the

following section.

5.1.1 Scenarios

Assume Alice wants to get the service. She requests the agent the service.
Purchasing - self use Alice purchase contents for himself. She request
and then agent check content distributer and her location. Agent checks her

location and location of content provider. After that agent proceed purchasing

for Alice. In the figure 5.3, (1) shows the purchasing procedure.
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Transferring license Alice transfer license of content to Bob. She requests
to transfer his license of the content to Bob. Agent checks Alice and Bob’s
location. If both are in the same location, proceed transferring the license
to Bob and revoke Alice’s license. In the figure 5.3, in case of (2), Alice can

transfer the license to Bob, but in case of (3), it is not allowed.

Purchasing - for others Alice purchase contents for Bob. Alice requests
for Bob. Agent checks Bob’s location and find the content provider in the
same location. Agent proceeds purchasing, this is receiving payment from
Alice, and transfer Bob the license. In the figure 5.3, (4) shows the purchasing

procedure between the different regions.

Figure 5.3: DRM scenarios in the ubicomp
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5.2 Proposed Protocol

We show content distribution model based on location. General procedures
like purchasing after checking user’s location are assumed to be followed by
existing DRM standards [24]. We denote Purchasing for the process of pur-
chasing in existing DRM.

Assume there are user 1, user 2, agent, and content distributer.
agent denotes the mobile agents who are delegated by users and control the

the access in the ubiquitous network. More details are in [28, 29].

Step 1 User 1 request ‘Purchase’ for ‘User 1’, ‘Purchase’ for ‘User 2’,
or ‘Transfer’ to ‘User 2’. Agent checks user 1’s location and find

the region of the location.

Step 2 From step 1, if the request is for ‘user 2’, agent checks user 2’s

location and find the region of the location.

Step 3 From step 2, if the request is ‘Transfer’, agent checks if the region
of user 1 and that of user 2 is same. Then agent let user 1 transfer

the license to user 2. If they are different, agent rejects the request.

Step 4 From step 2, if the request is ‘Purchase’, agent finds content

distributer in the same region with user 2, and proceed ‘Purchasing’.

Step 5 From step 1, if the request is for ‘user 1’, agent finds content

distributer in the same region with user 1, and proceed ‘Purchasing’.

Figure 5.4 shows, the structures in proposed design. Each number in the
figure denote steps in the proposed protocol. We assume Location DB in the
design, which stores regional information of the location. When users request
authenticate their location, the agent checks regions for those location. In the
figure, for example, Seoul, Daejeon, and Incheon are in the region 1, while
Tokyo is in the region 2. Comparing the regions from requests, the agent can

decide permissions.
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Figure 5.4: Procedures in Design

With checking the location information of user, our protocol protects the
content distribution over different location. Also, our protocol allows content

distribution in the same location, purchasing and transferring contents.

5.2.1 Summary

We showed a new DRM model in ubiquitous computing environment. We
extended current DRM models whose researches were focused on the secure
transaction among the different entities like content creator, content distrib-
utor, user(customer), and so on. We added the new concept of locality which
protects local distributor’s right on digital contents. We believe that our
location based access control model will solve the region problem of digital

content distribution.
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Chapter 6

Conclusion

In this thesis, we showed why location authentication in ubiquitous comput-
ing environments is important and showed several important studies focus
on location authentication. And then, we analyzed security requirements in
location authentication.

We proved that it is impossible for a verifier to authenticate a prover’s loca-
tion without knowing some information of prover’s location when there are
only two entities, prover and verifier. Also, we argued that prover’s privacy
about location against verifier is important. To achieve the authentication of
location and the privacy or prover, we introduced a trusted entity, Operater.
We introduced our framework and introduced several protocols based on that
framework. Finally, we proved that our design meets all security requirements
we analyzed.

Significant difference from previous studies is that we do not require any syn-
chronized communication between the prover and the verifier. Between two,
the location information is transferred as typical message. Therefore, our
design does not rely on any specific devices like LSS [11], signaling [12] and
RFID [13].

We believe that authentication of context information is critical issue in ubig-
uitous computing environments and our model is most applicable solution for

this issue.
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