AT

o
A Study on Electronic Election Protocols Using Secret

AR Z2EZd @

Sharing Scheme and Anonymous Channels

< (O O K

2]

o
Ho

2000



A Study on Electronic Election Protocols Using Secret Sharing Scheme and Anonymous Channels



A Study on the Electronic Election Protocols Using Secret

Sharing Scheme and Anonymous Channels

Advisor : Professor Kwangjo Kim
by

Weonkeun Huh
School of Engineering
Information and Communications University

A thesis submitted to the faculty of Information and
Communications University in partial fulfillment of the requirements
for the degree of Master of Science in the School of Engineering.

Taejon, Korea
December 14, 1999
Approved by

Professor Kwangjo Kim
Major Advisor



AT

3t

IREZ &
ARAA ZT2E

o

1999 \d 12



MS  Weonkeun Huh A Study on Electronic Election
Protocols Using Secret Sharing
Scheme and Anonymous Channels

1998112 &9+ v A 35 W23 Y EalgE
0] &3t AAMA ZTEZEF
5k &

School of Engineering, 1999, 64 Pages
Advisor: Prof. Kwangjo Kim

Text in Korean

Abstract

The requirements of the electronic election protocols are built with lots of
cryptographic techniques. The anonymous channels using the secret sharing have an
advantage of improving the security as the basic tools satisfying the privacy. In this paper,
we propose that the “t mixes by user’s selection” randomly distributes the load by t mix
servers parallel doing the randomization and permutation and decryption of the messages.
The “t mixes by user’s selection” has the secret dealer take the minimized participation so
that the fairness is increased in electronic elections. Also as the works of the mix servers
are managed by the quorum data the total workflow will not be stopped when a mix

SETrver may oCcurs an error.



The secret sharing is the useful technique increasing the security, but the means is
needed to justify that if the secret shares are valid and if the shares are valid to construct
the secret. It is possible for anyone to verify the validity of the shares in PVSS because of
using the public key. And because the function of secret sharing is done well even though
the administrator does not know the shares, the secret key of an administrator remains
secretly after the opening the votes in the application like the electronic election. In this
paper, using the PVSS we propose the universally verifiable multi-way electronic
elections and the limited verifiable receipt-freeness multi-way electronic elections. Those
methods are suitable for the large scale electronic voting with lots of voters and several

candidates.
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3.  Weonkeun Huh, Kwangjo Kim, “# Mixes by User’s Selection”, SCIS’2000.

The mix-net decrypts a list of messages without revealing the relationships of sizes,
orders, times and values between inputs and outputs. Using the (t,n)-threshold secret
sharing, the mix-net assures high security and holds the robustness against some errors.
For t mix servers to do the threshold decryption of the randomized messages, we must
construct the quorum with t mixes in n ones. The previous works of the threshold mix-net
describe vaguely a way to construct quorum. How to select quorum with t mixes to
decrypt the messages and how to manage the order of decryption for t mixes. In this paper
we propose that the user who sends the message selects the quorum respectively. Instead
of decrypting all messages sequentially, it is possible to decrypt them randomly in our
mix-net. The proposed mix-net holds the ,C,(#<n) cases of decryption. The
advantages of our method are that the load is distributed and the obstacles of decryption

are managed.
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