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Abstract. Recently, R.H. Shi proposed a new group signature scheme at
IEEE TENCON’02. However, in this paper, we will propose a universal
forgery attack of this new group signature scheme against the known-
message attack.

1 Introduction

Group signature is a relatively new concept introduced by Chaum and van Heijst
[2] in 1991. A group signature scheme allows a group member to sign messages
anonymously on behalf of the group. There are many group signature schemes
have been proposed [1][3]. Recently, R. H. Shi proposed a new group signature
scheme at IEEE TENCON’02 [4]. In this paper, we will show that Shi’s group
signature scheme is not secure, we propose a universal forgery attack of this
group signature scheme against the known-message attack.

2 New Group Signature Scheme at IEEE TENCON’02

First of all, we review Shi’s group signature scheme at IEEE TENCON’02 in
brief using the same notation as [4].

[Initiation phase]
Let p and q be two large primes such that q|(p− 1), g be a generator with order
q in GF (p). Each group member ui has xi and yi = gxi(mod p) as the secret key
and public key. Let T be a group authority with secret key xT and the public
key yT = gxT (mod p).

For each group member ui, T computes (ri, si) as: ri ≡ g−ki · yki

i mod p and
si ≡ ki − ri · xT mod q. Where ki is a random number, gcd(ki, q)=1.

Then, authority T sends (ri, si) to the group member ui secretly. After re-
ceiving (ri, si), ui can verify the validity of (ri, si) using

gsi · yri

T · ri(mod p) ≡ (gsi · yri

T )xi(mod p).
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[Signing phase]
To sign message m, the group member ui first chooses three random integers
a, b and t in Z∗

q and computes {A,B,C,D,E} using (ri, si) as follows:

A = ra
i mod p

B = ri · a mod p (should be mod q)

C = (si − b) mod p (should be mod q)

D = ga·b mod p, E = ga mod p

and computes
αi = EC · yB

T · D mod p = ga·ki mod p

R = αt
i mod p

Then the group member ui solves S from

h(m) = (R · xi + t · S) mod p (should be mod q)

The group signature on m is (R,S,A,B,C,D,E).

[Verification phase]
Upon the verifier receives the message-signature pair {m, (R,S,A,B,C,D,E)},
he computes

αi = EC · yB
T · D mod p

and
Hi = αi · A mod p.

The verifier accepts the signature if and only if

α
h(m)
i ≡ HR

i · RS mod p.

About the correctness of the verification and the identification phase of this
scheme, the readers can refer to [4] in detail.

3 The Attack

Now, we give a universal forgery attack on Shi’s group signature scheme against
the known-message attack. Assume that we have a valid signature (R,S,A,B,C,D,E)
of a message m. For arbitrary message m′, let λ ≡ h(m′) · h(m)−1 mod q, ran-
domly select an integer δ ∈R Z∗

q , compute

α′

i ≡ (EC · yB
T · D)δ mod p (= αδ

i ).

A′ ≡ ((EC · yB
T · D) · A)λ·δ · α′−1

i mod p (= Hλ·δ
i · α′−1

i ).

B′ ≡ B · δ mod q
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C ′ ≡ C · δ mod q

D′ = Dδ mod p

E′ = E

R′ = R

S′ ≡ λ · δ · S mod q.

The group signature on m′ is (R′, S′, A′, B′, C ′, D′, E′).
The correctness of verification of the forgery signature can be easily seen as

follows:

α′

i ≡ E′C′

· yB′

T · D′ mod p

≡ EC·δ · yB·δ
T · Dδ mod p

≡ (EC · yB
T · D)δ mod p

≡ αδ
i mod p

H ′

i ≡ α′

i · A
′ mod p ≡ α′

i · H
λ·δ
i · α′−1

i ≡ Hλ·δ
i .

So,

α
′h(m′)
i

≡ α
δ·λ·h(m)
i

≡ (HR
i · RS)δ·λ

≡ Hδ·λ·R
i · Rδ·λ·S

≡ H ′R
i · RS′

mod p

4 Conclusion

In this paper, we have shown that Shi’s group signature scheme is not secure,
any one (not necessarily a group member) can forge a valid group signature on
an arbitrary message.
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