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Abstract. Attribute-Based Encryption (ABE) is regarded as one of the
most desirable cryptosystems realizing data security in the cloud storage
systems. Functional Encryption (FE) which includes ABE and the ABE
system with multiple authorities are studied actively today. However,
ABE has the attribute revocation problem. In this paper, we propose a
new revocation scheme using update information, i.e., revocation patch
(not update key), in which an encryptor does not need to care about
the revocation list. We propose an FE scheme with multiple authori-
ties and no central authority supporting revocation by using revocation
patch. Our proposal realizes the revocation on the attribute level. More
precisely, we introduce the new concept, i.e., the revocation on the cat-
egory level that is a generalization of attribute level. We prove that our
construction is adaptively secure against chosen plaintext attacks and
static corruption of authorities based on the decisional linear (DLIN)
assumption.

Keywords: Functional encryption - Access control - Multiple
authorities - Revocation - Attribute-level

1 Introduction

1.1 Background

In recent years, outsourcing data storage to cloud service providers has been
increasing. Due to this change, there are frequent leaks of confidential data in
cloud storage system. Therefore, data security in the cloud server is required.
Attribute-Based Encryption (ABE) [3,6,9,13,14,19,22] is regarded as one of the
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most desirable cryptosystems realizing data security in the cloud storage systems.
ABE systems can provide data security and access control without a trusted
server by using access policies and associated attributes among ciphertexts and
private keys. For example, if the data owner encrypts data with an access policy
like (“the sales department” OR (“the development department” AND “chief”)),
only a staff member in the sales department and a chief of the development
department can decrypt the data in a Ciphertext-Policy ABE (CP-ABE) system.
Furthermore, Functional Encryption (FE) [5,16,18] which includes ABE and the
ABE system with multiple authorities [6,13,14,18] are proposed.

However, CP-ABE has the attribute revocation problem. For example, if a
staff member in the sales department got fired and still has a decryption key
related to the attribute of “the sales department” illegally, he/she may be able
to decrypt encrypted data associated with an access policy related to “the sales
department”. Accordingly, a CP-ABE system needs a user (attribute) revocation
scheme. In previous research, there are two types of revocation schemes: indirect
revocation [4,11,21] and direct revocation [1]. The former scheme requires an
update key for revocation issued by an authority, but an encryptor does not
have to care about a revocation list in the indirect revocation system. The latter
scheme can revoke users without using an update key because an encryptor
specifies revoked users for ciphertexts by using the revocation list which may be
specified and given by the authority or may be specified freely by the encryptor.
In other words, in the direct revocation system, an encryptor has to care about
a revocation list. That is, in indirect (direct) revocation, users are revoked by
an authority (encryptor resp.). The direct revocation with multiple authorities
was already proposed in [10], but the indirect one is not proposed.

To achieve attribute-level revocation, encryptors will expect that individual
authorities such as universities and government maintain revocation lists rather
than specifying the revocation list for ciphertexts by themselves. Furthermore,
it is also desirable that a new cryptosystem has expressiveness of access policies
(e.g. an FE system) and practical attribute management (e.g. multi-authority
ABE system). For this reason, we propose FE with multiple authorities support-
ing indirect revocation, i.e., an encryptor does not have to care about revoca-
tion list.

1.2 Our Results

We propose a new revocation scheme using what we call revocation patch, patch
revocation scheme, by combining indirect revocation and Decentralized Multi-
Authority Functional Encryption (DMA-FE) [18] (which realizes non-monotone
access structures using inner-product relations with multiple authorities and no
central authority), i.e. the first DMA-FE scheme supporting indirect revocation.
Our proposed scheme realizes the revocation on the category level that is a
generalization of indirect revocation on the attribute level. (For more information
about revocation on the attribute level, see the full version of this paper [23].)
Here, we give the intuitive explanation of how to specify revocation with a
toy example of revocation on the category level in our scheme. Suppose that,
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the attribute category t; includes the attribute values A; , A’:,, A”;, and the
attribute category to includes the attribute values By,, B':,, B"”:,. We would
like to specify (—A¢, A —By,) as a ciphertext policy as described below. Then,
we specify revocation information in the ciphertext on the category level, as,
for example, ((—As, Ati[ve,]) A (2Bs, A talve,])). Here, (m Ay A t1]ve,]) means
that the decryptor needs to have attribute of ¢; except A, i.e., needs to have
Ay, or A"y, . Moreover, the decryptor’s attribute of ¢; needs to be not revoked
before issuing the revocation patch of version v;, by the authority that manages
attribute category t1. (—By, Atalvy,]) means the similar condition about t2 as for
t1. If we would like to specify a non-monotone access structure for a ciphertext,
the revocation information is required to be on the category level, not attribute
level. The revocation on the attribute level considers that the user’s attribute
which is associated with an access policy is valid or revoked, but does not consider
the other attributes of the category to which the user’s attribute belongs. For
this reason, our scheme supporting non-monotone access control realizes the
revocation on the category level, rather than attribute level. We also prove that
our construction is adaptively secure against chosen plaintext attacks and static
corruption of authorities based on the DLIN assumption. (We note that DMA-
FE [18] of Okamoto and Takashima does not achieve the security against static
corruption of authorities.)

We show a comparison with previous works in Tables1 and 2. In Table 1,
LSSS means Linear Secret Sharing Scheme. In Table 2, SD method means Sub-
set Difference method in [15]. Std. model, GBGM and ROM mean standard

Table 1. Comparison with previous works

Schemes Authority Policy Access structure
(central authority)

AI09 [2] Single Key-Policy Monotone (LSSS)

DDM15 [7] | Single Key-Policy Non-monotone (LSSS)

H15 [10] Multiple
L12 [13] Multiple
OT13 [18] | Multiple
This work | Multiple

Y) Ciphertext-Policy | Monotone (LSSS)

N) Ciphertext-Policy | Monotone (LSSS)

N) Ciphertext-Policy | Non-monotone (LSSS & Inner-Product)
N)

—_ |~~~

Ciphertext-Policy | Non-monotone (LSSS & Inner-Product)

Table 2. Comparison with previous works (cont.)

Schemes Revocation Revocation level | Security model Assumption
AT09 [2] Direct/Indirect (CS method) | User level selective (Std. model) | DBDH
DDM15 [7] | Direct (SD method) User level full (Std. model) DLIN

H15 [10] Direct User level full™ (GBGM & ROM) | -

L12 [13] - - full™ (ROM) DLIN
OT13 [18] |- B full (ROM) DLIN

This work |Patch (CS method) Category level | full™ (ROM) DLIN
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model, generic bilinear group model and random oracle model, respectively. The
“full” and “fullt” mean “adaptively payload-hiding against chosen plaintext
attacks” and “adaptively payload-hiding against chosen plaintext attacks and
static corruption of authorities”. DBDH means the Decisional Bilinear Diffie-
Hellman assumption. Tables 1 and 2 show that our proposal has expressiveness
of access policy and practical attribute management. It also shows that our
proposed scheme realizes that each of the authorities is able to revoke user’s
attribute by themselves (not an encryptor).

1.3 Key Techniques

Overview. Our scheme is based on DMA-FE [18]. In DMA-FE [18], there are
roughly two types of ciphertexts: the encrypted message and the headers for
access control. Only the user who has attribute keys associated with the access
policy can restore the secret (or session key) from the headers and decrypt the
encrypted message by using it. We add keys and headers for attribute revo-
cation to DMA-FE [18] by introducing the basis of dual pairing vector spaces
(DPVS) for attribute revocation. Due to this, only the user who has attribute
keys associated with the access policy and keys for attribute revocation which
are not revoked can get the message. A key for attribute revocation is like an
attribute key in DMA-FE [18], so an attribute vector is embedded in a key for
attribute revocation. Each key for attribute revocation is tied to every attribute
key. Therefore, if the key for attribute revocation is revoked, the attribute key
to which it is tied also becomes the invalid key.

How to Revoke. We realize a mechanism that we call patch that provides the
same functionality as indirect revocation by using DPVS and devising the encod-
ing of an attribute vector like a full binary tree. In the patch revocation scheme,
an attribute authority prepares a full binary tree of users for every attribute
category and issues the latest revocation patch associated with a covering node
of the full binary tree (by running PUpdate algorithm) when the event of user’s
attribute revocation occurred. The revocation patch is the update information
and equivalent to update keys in indirect revocation. Issuing the latest revocation
patches of each attribute by each attribute authority realizes the revocation on
the category level. When an encryptor generates the ciphertext with the access
policy, he/she obtains the latest revocation patches of each attribute associated
with the access policy and applies it to the ciphertext, i.e., makes the headers
for attribute revocation by using the latest revocation patches. If the product
of attribute vector (which represents the user’s label) in the key for attribute
revocation and the header’s attribute vector (which represents the path of the
covering node) is not zero, the key for attribute revocation is revoked.

Comparison Between Patch Revocation and Indirect Revocation. If
there are many decryptors, the patch revocation scheme is superior to the indi-
rect revocation scheme because the patch revocation scheme can reduce the com-
munication cost and process of decryptors. For details of comparison between
patch revocation and indirect revocation, see the full version of this paper [23].
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How to Prove Security. We employ the Dual System Encryption (DSE)
methodology in [18] to prove the adaptive security. However, we cannot apply
the DSE directly because the attacker of our proposal can request user’s attribute
keys and keys for attribute revocation that satisfy the challenge access structure
(but some user’s private key is revoked). That is, we cannot use the key query
restriction in the security proof straightforwardly. To solve this problem, we use
the secret sharing and the proof methodology in [7]. Furthermore, to prove the
security against the static corruption of authorities, we use the technique in [13].

1.4 Related Works

ABE (with Single Authority): Sahai and Waters introduced Fuzzy Identity-
Based Encryption (FIBE) [22] that is a special type of ABE. The only access
structure supported in FIBE is “threshold”. In FIBE, ciphertexts and user’s
private key are associated with a set of attributes w and both a threshold para-
meter d and another set of attributes w’, respectively. Then, if |w Nw'| > d
holds, the user can decrypt ciphertexts and get the plaintext. Some ABE is
studied and developed actively after [22] is introduced. ABE can provide data
security and access control without a trusted server by using access policies and
associated attributes among ciphertexts and user’s private keys. Key-Policy ABE
(KP-ABE) [9] introduced by Goyal et al. is the scheme that supports an access
structure in user’s private key. CP-ABE [3] introduced by Bethencourt et al. is
the scheme that supports an access structure in ciphertexts. Ostrovsky et al. [19]
proposed a scheme that supports non-monotone access structure where negated
attributes are available. In recent years, FE [5,16] including ABE is proposed.

Multi-Authority ABE: Chase proposed the first multi-authority ABE [6] that
extends FIBE. After that, Miiller et al. proposed the multi-authority ABE [14]
that extends CP-ABE. In recent years, Lewko proposed an adaptively secure
multi-authority CP-ABE against static corruption of authorities [12,13] and
Okamoto and Takashima proposed multi-authority functional encryption with-
out a central authority (DMA-FE) [18].

Revocation: Boldyreva et al. introduced the IBE supporting revocation by
update key [4]. After that, Sahai et al. proposed the ABE supporting revocation
by update keys and updating ciphertext [21]. Recently, Lee et al. introduced a
new cryptographic primitive realizing a time-evolution mechanism [11], in other
words, Lee et al. proposed a new revocation scheme with modularity. Meanwhile,
Attrapadung et al. proposed the ABE supporting revocation without update
keys which specifies revoked users for ciphertexts directly [1]. Attrapadung et
al. also proposed the ABE supporting (user-level) direct/indirect revocation [2].
Qian et al. proposed the KP-ABE supporting direct revocation and achieving
adaptive security in composite order bilinear groups [20]. Gonzdlez-Nieto et al.
proposed the full-hiding revocable predicate encryption supporting direct revo-
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cation where the revocation list is hidden specified for ciphertexts [8]!. Datta
et al. proposed the (unbounded) KP-ABE supporting direct revocation by using
a subset difference method in prime order bilinear groups [7]. Horvath proposed
multi-authority ABE (with a central authority) which specifies revoked users for
ciphertexts directly [10].

1.5 Notations

We follow the notations in [11,18].
When A is a random variable or distribution, y & 4 denotes that y is ran-

domly selected from A according to its distribution. When A is a set, y <4
denotes that y is uniformly selected from A. We denote the finite field of order
q by Fy, and Fy \ {0} by F;. A vector symbol denotes a vector representation
over Fy, e.g., ¥ denotes (v1,...,x,) € Fy. For two vectors & = (z1,...,2y)
and ¥ = (vy,...,v,), T - U denotes the inner-product Z?:l z;v;. The vector 0 is
abused as the zero vector in Fy for any n. X T denotes the transpose of matrix X.
A bold face letter denotes an element of vector space V, e.g., € V. When b; €
V(i =1,...,n),span(by,...,b,) CV (resp. span(Zy,...,&,)) denotes the sub-
space generated by by, ..., b, (resp. #1,...,Z,). For bases B := (by,...,by) and
B* := (b7,...,by), (x1,...,2N)p = vazl x;b; and (y1,...yn)g. == sz\il y; b}
For a format of attribute vectors 7 := (d;nai,...,M4,4,NR,1,-..,NR,a) that
indicates dimensions of vector spaces, € ; denotes the canonical basis vector

J—1 nfe—7J . '
0,...,0,1,0,...,0) e Fg" forf = A,R;t =1,...,d;j =1,...,n¢, where f and
t represent the functionality (A represents the access control and R represents
the revocation) and the attribute authority. GL(n,F,) denotes the general linear
group of degree n over F,.

For a string L € {0,1}", let L[i] be the ith bit of, L, and L|; be the prefix
of L with i—bit length. For example, if L = 010, then L[0] = %, L[1] = 0, L[2] =
1,L[3] =0, and L|, = %, L|, =0, L], = 01, L|; = 010.

1.6 Preliminaries

We use DPVS introduced by Okamoto and Takashima [16] and general predicates
(non-monotone access structures using inner-product relations). We also use the
subset-cover revocation framework introduced by Naor et al. [15]. For these
preliminaries, see the full version of this paper [23].

! The scheme of [8] can hide the revocation list (i.e., identities of revoked users) spec-
ified for ciphertexts in a provably secure way, but an encryptor needs to care about
revocation lists. We note that an encryptor does not have to care about the revo-
cation list in the schemes supporting indirect revocation [4,11,21] and our scheme.
However, we note that the aim of the indirect revocation [4,11,21] and our scheme
is not to hide the revocation list specified for ciphertexts in a provably secure way.
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2 Revocable Decentralized Multi-Authority Functional
Encryption (R-DMA-FE)

2.1 Definitions of R-DMA-FE

Definition 1 (Revocable Decentralized Multi-Authority Functional
Encryption). A revocable decentralized multi-authority functional encryption
(R-DMA-FE) scheme consists of the following algorithms. These are random-
1zed algorithms except for Dec.

1. GSetup(1*)
The GSetup algorithm takes as input a security parameter X and outputs a
global parameter gparam.

2. ASetup (gparam,t,n4 ¢, Nimag,t, 1)
The ASetup algorithm takes as input a global parameter gparam, an attribute
authority (or category) t (1 <t < d), a dimension of attribute vector space
N, the mazimum number Ny,qq+ of users for the attribute in the category
t and the upper bound p; for the number of subsets in the cover. It outputs
an attribute-authority public key apk,, an attribute-authority secret key ask,
an revocation public key rpk, and an revocation secret key rsk;.

3. PUpdate(t, rpk,, rske, rly, , vi )
The PUpdate takes as input an attribute authority (or category)t, a revocation
public key rpk,, a revocation secret key rske, the latest revocation list ré,,>
and the latest version number for the revocation patch vi. It outputs the latest
revocation patch CP,,.

4. KeyGen (gparam, t, asky, rsk;, gid, 4 ¢)
The KeyGen takes as input a global parameter gparam, an attribute authority
(or category) t, a revocation secret key rsky, the user gid and an attribute
vector Ta . It outputs the user secret key uskgig (¢, ).« where rt represents
the number of return (after gid’s (t,Z4) revocation?).

5. Enc({apk,, rpk;, CPy, },m, S)
The Enc takes as inputs a set of public keys from relevant authorities
{apk,, rpk;}, a set of the latest revocation patches from relevant authorities
{CP.,}, a message m € Gr, and an access structure S. It outputs a cipher-
text ctg ry,}-

6. Dec(gparam, {apk,, rpk,, uskgid, (¢, ,).rt }> Cts {v,})
The Dec takes as inputs a set of public keys from relevant authorities
{apk, rpk, } and secret keys {uskgid, (.24 ,),t} corresponding to user gid and
pair of attributes and number of return after revocation {((¢t,Za ), rt)} and a
ciphertext ctg 1v,y- It outputs a message m or a special symbol L.

An R-DMA-FE scheme should have the following correctness property: for
all security parameter X, oll attribute sets I' := {(t,Za+)}, all gid, all the
number of return (after gid’s (t,%; a) revocation) rt, all messages m, all

2 We define a user’s attribute revocation list with its version vy: rl, C{1,..., Nmaz,t}-
3 We assume that a revoked user can become unrevoked again (possibly several times)
after the user was revoked.
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access structures S and all the latest revocation lists ré,,, it holds that m =
Dec(gparam, {apk,, rpk;, Uskgid7(t7fAyt)6[‘7rt}7CtS){vt}) with overwhelming probabil-
ity, if S accepts I' and V6 related with I, i.e., 1 € span{Ms) s.t. Ms =
(M;),(jy=1, there egists no j s.t. FindNode(gid;, (t,Za4),1t) € by, € {rt,},*
and p(j) = (t,Za) or =(t,Zay), where

gparam &K GSetup(1?),

(apk,, askg, rpk,, rsky) Ll ASetup(gparam,t,n4 ¢, Nmaz t, ¢t),
CP,, & PUpdate(t, rpk;, rsk;, 74y, , Vi),

usKgid, (¢, 4.¢).rt Ail KeyGen(gparam, t, ask, rsky, gid, 4 ¢),

Cts, (v} Enc({apk,, rpk;, CPy, },m,S),

We let S be the set of authorities. We assume each attribute is assigned to one
authority and an attribute is considered to be of the form of (t,Z;). For simplicity,
we also assume that each authority manages only one attribute category.®

Definition 2 (Security of R-DMA-FE). For an adversary, we define
/—\dviﬁDMA*FE’PHCA(A) to be the advantage in the following experiment for any
security parameter \. An R-DMA-FFE scheme is adaptively payload-hiding secure
against chosen plaintext attacks and static corruption of authorities if the advan-
tage of any polynomial-time adversary is negligible:

Setup

Given 17, the challenger gives gparam & GSetup(1*) to adversary A. A spec-
ifies a set 8" C S of corrupt authorities, where S(:= {1,...,d}) is the set of
all the authorities in the system. For good authority t € S\ &', the chal-

lenger runs (apk,,ask:, rpky, rsky) & ASetup(gparam,t,n4 ¢, Noaz,t, 1) and
gives {apky, rpk; }res\s to A.
Phase 1

The adversary is allowed to issue a polynomial number of queries,
(gid, (t,Za,.)), to the challenger or oracle KeyGen(gparam,t,asky, rske, -, -) for
private keys, attribute secret key uskgiq (1,7, ,),rt, Where t is an attribute cate-
gory belonging to a good authority, gid is an global identifier and rt is the num-
ber of return after gid’s (t,Ta+) revocation.% The adversary is also allowed

* Here, we define FindNode : {0,1}" x {(¢,%a,:)} x NU {0} — {1,..., Nmas,¢}. The
FindNode is not a priori function. An attribute authority assigns (gid, (¢, Za ), rt)
to the FindNode(gid, (t,Za,t), rt)-th leaf node newly and uniquely every time the
user key is issued. We remark that an attribute authority can decide how to
choose a leaf by itself as long as the assignment is unique. Then, let “user u”
in the subset-cover revocation framework equal FindNode(gid, (¢, Za,¢), rt). That is,
FindNode(gid, (t,Za,:),rt) = u € {1, ..., Nimaa,t}-

5 We note that actually each authority can manage several attribute categories.

5 For example, a user is initially unrevoked, and the user may be revoked. If the user
becomes unrevoked again, then rt is 1.
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to issue a polynomial number of queries, ({(gid, (t,Z ), rt)}tes\s'v Vi), to the
challenger or oracle PUpdate(t, rpk,, rsk;, {FindNode(-, -, -)},-) for revocation
patch CPy,. Note that the adversary is allowed to query only one revocation
patch for each t and vq.

Challenge

Let Tgiq, == {(t,Za,)}(i = 1,...,v) be the queries set to the KeyGen oracle
with gid;. The adversary submits two messages m©@ ., mM | an access structure
S := (M, p) and the pair of revocation lists for relevant good authorities and
the number of version {(RLy,v¢) | RLy == {(gid, (t, Za,t), rt)} }1e g\ 5 - We note
that for a valid matriz (i.e., matriz used to specify an access structure by using
a linear secret sharing scheme) in the security game, the rows associated with
corrupt authorities cannot include the target vector 1 in their span. The access
structure and revocation history must satisfy at least one of the following
restrictions for each i:
Restriction I
Lgia, UT" must fail to satisfy S, where I'" := {(t',Za) | t' € S'}.
Restriction IT
Vo related with I'gq, U T, when S accepts 6, i.e., Ie span{Ms) s.t.
Ms = (Mj),y(j)zl, there exists j s.t. FindNode(gid,, (t,Za4),rt) €
rf,, = {FindNode(rl;) | rl; € RL;} for any rt and uskgid, (t,74 ) rt
which is given to A, t € S\'S', p(j) = (¢, Ta) or (¢, Tay).
The adversary must also give the challenger the public keys and the revoca-
tion patches for any corrupt authorities whose attributes appear in the access

structure. Given it, the challenger flips a random coin b 2 {0,1}, and sends

the adversary ctéb%Vt}(obtained by running PUpdate and Enc).

Phase 2

The adversary is allowed to issue a polynomial number of queries,
(gid, (t,Z4,:)), to the challenger or oracle KeyGen(gparam,t,asky, rske, -, -) for
private keys, user secret key uskgq. (t,z4.)rt Subject to the same restric-
tion as before. The adversary is also allowed to issue a polynomial num-
ber of queries, ({(gid, (t,Za),rt)},cs\s0:Ve), to the challenger or oracle
PUpdate(t, rpk,, rsk¢, {FindNode(-, -, -)}, -) for revocation patch CP,, subject to
the same restriction as before.

Guess
The adversary outputs a guess b’ of b.

The advantage of an adversary A in the above game is defined as
/—\dviﬁDMA*FE’PHCA(A) = |Pr[t) = b] — 1/2| for any security parameter X. An
R-DMA-FE scheme is adaptively payload-hiding secure against chosen plaintext
attacks and static corruption of authorities if all polynomial time adversaries
have at most a negligible advantage in the above game.
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Remark: We show toy examples of adversary’s key queries. Suppose that, there
are three attribute authorities t¢1,t2 and t3. t1,t2 and t3 manage each attribute
Ay, , Bi,, and Cy, respectively. We would like to specify (A¢ A Bi,) V (A ACyy)
as the challenge access structure.

Case 1. If the adversary gets the valid attribute key of A;,, the security game
can be continued. The adversary follows the restriction I.

Case 2. If the adversary gets the valid attribute key of A;, and the revoked
key of B,, the security game can be continued. The adversary follows not the
restriction I but the restriction II.

Case 3. If the adversary gets the valid attribute keys of A;, and C}, and the
revoked key of Bi,, the security game is aborted. The adversary’s keys satisfy
not (A:, A Bi,) but (Ay A Chiy). That is, the adversary does not follow the
restriction I or II. The restriction I means that the adversary must have at least
one revoked attribute key for each combination of attribute keys which satisfies
the challenge access structure. If the adversary has the valid attribute key of A,
and the revoked keys of By, and Cy,, the security game can be continued. The
adversary follows not the restriction I but the restriction II.

2.2 Construction

Our proposal is based on DMA-FE [18], so we follow the notations in [18].

We define function p : {1,...,¢} — {1,...,d} by p(i) := t if p(i) = (¢,7)
or p(i) = —(t,¥), where p is given in access structure S := (M, p). In the
proposed scheme, we assume that p is injective for S := (M, p) with cipher-
text ctgqy,}. In the description of the scheme, we assume that input vector
Try = (Tf,0,15- - Tf,t,n,) 18 normalized such that xf;y := 1. (If Zf; is not nor-
malized, we can change it to a normalized one by (1/xf,.1) - T, assuming that
xf41 is non-zero). In addition, we assume that input vector ﬁR’ﬁ(i),vﬁ(i),j =
(VR.(0) w003, 10 -+ s VR wa) s 2hp +4) Satisfies that vr 56).v, ) 5,200 +4
We use the notations in [23] (which is the full version of this paper) for
DPVS, eg., (z1,...,2N)g, (Y1,...,yN)p- for z;,y; € F,, and €&, ;. For
matrix, X = (Xij); =1 n € FY*N and element v in N—dimentional V,

X (v) denotes vaz’ivjzl Xi,;®i ;(v) using canonical maps {¢; ;}. Similarly, for

matrix (9;;) = (X1, (X ) () = S0V 0¢4,(v). It holds that e

(X (x), (X_l)T(y)) = e(x,y) for any x,y € V. In this paper, f(€ {A, R}) is the
subscript related to each functionality, that is, f = A is the subscript related
to access control functionality and f = R is related to revocation functionality.
The mapping ¢ : {0,1}" x {(t,Fa¢)} x (NU {0}) — {0,1}™ takes a user’s
global identifier gid, user’s attribute (¢,Z4) and the number of return (after
gid’s (¢,74,) revocation) rt, and outputs a user’s label Lgig (1,7, )t assigned
to the leaf node of a user binary tree managed by an attribute authority ¢,
where h; represents the height of the user binary tree. The one-to-one mapping
Dy {*,0,1} x{0,...,h;} — {3,...,2h; + 3} takes 0, 1 (assigned to the edges
of the user binary tree managed by an attribute authority t) or * (assigned to
the root node of it) and the depth of it, then outputs the positions of non-zero
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elements of the vector Ug ;(i)v,,, ;- For example, &;(%,0) := 3, and, in general,

®i(a,b) :=2(b+ 1)+ a where a = 0,1 and b = 1,...,h;. We also defines L-list
as the history of issuing user’s key.

GSetup(1*) :
paramg := (q,G,Gr,G, e) R gbpg(l’\)7 H:{0,1}" — G;
return gparam := (paramg, H).
Remark: Given gparam, the following values can be computed by anyone and
shared by all parties: Go := H(0Y), Gy := H(0* ! || 1), g1 := e(Go, G1).
ASetup(gparam,t,n4 ¢, Nmaz,t (= 2M) o) :
paramy , , = (@:Vat,Gr,Ap ¢, €)= devs(lk,ﬁnA,t + 1, paramg),
Xay <L GL6naL +1,Fy), basi=Xa((0°71, Go,00m 4 F 1= for i =1,... 6na, +1,
Set Ba,t:= (BA,t,i)iz1,. 6na 410
Bayi=(bar1,- - BAt2na 2 BAE5nA 415 DA E6nA 1),
asky := X a4, apk; := (paramVAyt,I@A,t),
Run CS.Setup(Nmaz,t) which takes the maximum number of users and outputs
the user’s binary tree. Then, assign a random value ¢, € IF; to each leaf node v; in BT ;.7
nR,t =4+ 2logy Nmaz,t + @t,

paramVRyt = (q7VR,t7 GT7AR,t7 B) = gdpvs(lk’ 6”R,t + 17 Param(;,),

Xpt <X GL(6ngt +1,Fy), braii=Xgr((071, Go, 0" RaT1=0)) for i =1,... 6ng, +1,

Set Br,t := (brt,i)i=1,.. .6np ,4+1°

Br,t = (br,t,1,bR,t,20,+5,- - - ORt,np 1 DR tnp +15 PRt np o +20 45, - - - DR E,2n g 4
bR,t5ng +1:OR,t5n g +20 45, - - DR t6ng 1 +1),
rske := (XR,t, BT, Pt, ), rpk, = (parava’t,I@R,t,got),
return (aske, apky, rske, rpky ).
PUpdate(t, rpky, rsk¢, réy, := {FindNode(gid, (t,Z4¢),rt)},v¢) :
Run CS.Cover(BT¢,ré,,) (which takes the user’s binary tree and the revocation list)

}7

and outputs the covering set CVg,, = {Siry-- Sy

’
mlyy
forj=1,.. .,m/\,t(< got),

[1] (2] [3] u
tvesd? Tove,i> Meve g < Fao

U .
djydj,a:rt,vt,j — ]F;< s.t. dj,() —+ ... +dj,|ID(i/j)\ = dj,fOI‘ a=0,..., |ID(7,/J‘)‘,
for 1 £ 2z < 2hy + 4,

dj (2=2)
_J—dja (=@ D )la), )0 S a S 1DE))
VR tvediz = Tt ve,j (Z = 2hy + 4)
0 (else)

" Nimag,t is smaller than g for assigning ¢,, to each leaf node uniquely.
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nR.t nR¢ SMRt npR; 1
O ©t ONR,t (3NR.t "Rt pli]
Pty = (VR t,ve,5, 097, 0", 0 07 R 777t,vuj)]BR ¢
nR,t nR,t 3nR.¢ nR,t 1
2] ,—/\,—I—Tﬁ . ,TQ/]\
Piyv,j = (0™ R, UR 1 vy,5, 07,0 nR‘t:OnR‘tvnt,vuj)]BR ¢
nR,t NRt ONRt nRt 1
(3] — (O™R,t "Rt (3MR,t W‘ [3]
Pty = (O™R.t Q"R.t O S UR, v, 0 7nt"’t*j)]BRt’
’
_ [1] [2] [B] ™ ve
return CP,, = (Vu{Pt,vt,j:Pt,\,hj,pt,\,t’j}j:l ).
id, % ALt =
KeyGen(gparam, t, ask, rske, gid, T4t := (Ta,t,1,-- -, TA,tna ) €Fg T\ {0} st 2441 :=1)

Ggid(= 6G1) := H(gid) € G, @rt = (pre1,-- > Phiting,)  Fy"" for f = AR,

bf, = (ijtl)T((oifl,Gl,oﬁnfﬁl*i)) for f = A, R,

Set Bf, = (b?,t,i)i:l,m,ﬁnf’t-q-l for f = A, R,

If (gid, (t,Za,¢), rt’) exists in L-list, then set rt = rt’ + 1 and change (gid, (¢, %), rt’)

to (gid, (t,Za,¢), rt) in L-list,

If (gid, (t,Z ,+), rt’) does not exist in L-list, then set rt=0 and add (gid, (t,Z 4 ¢), rt) to L-list,
Assign (gid, (t,Z4,¢), rt) to FindNode(gid, (¢, Z4,¢), rt) — th leaf node of BT,

Lgia,(t, 4.), = ¥t(gid, (£, Ta,1), rt),

Retrieve ¢;p-1(p, y from BT and we define it as ggd,(£,74 ,),rt>

gid,(t,l-'A’t),l't
nAr mAx ZMAt nay TALt 1

* = = 2n = = =

Eae = (Tat, 0Ta,4,07" 4, Gat, i, (1,74,,),tTALs O )B’fo’

uakgid,(t,i’A,t) = (gid7 (tv fA,t)i kjl,t)v

ZR,t = (TR,t,1,- -+ TR,t,2h +4)>
for z=1,...,2h; +4(=4 + 2logy Nmaa,t),
1 (2=1)
TRtz =7 (2=2,P(Lgig (1,74 ,)rtlal,a);0 S a = |Lgig (1,24 )| (= he)
0 (else)
NR,t NR,t 2nRt npy NR,t 1
* = = 2n = = =
kR, = (TR, 09", 0% R+, 07", 0" Rt  BR 1 aid (1,7 4,,) tTR,t, 07 O )B;? K
uiky, = (gid, (t,Za ), rt, kR ),

gid, (£, 4 1)t
return USkLgid,(t,i‘Ayt),rt = (rt, uakgid, (t,4.,) UikLgid.(t,fAyt),rt)'
Enc({apk,, rpk;, CPy, },m,S) :

V] . V]
wy — Fy fori=1,...,¢, s'o — Fq,
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7 U ~ T -
fa =Ty, &= (541,---,54.4) ::M~f£, 540 ::1~f:1;,

- R o =T -T T ->T
f/A — IF; st.1- f/A = 8/07 S/A = (SIAA,la c '7S/A,f) =M - fIA7

Py T T T > op
fr =Ty, 5p:=(5R1,---»8Re) =M- fr, sro:=1"fro

- R - T ’ -T , , T T
ffre=Fyst. 1. flp==5, s'gi=(5Rr1,-..,8R2) =M f'p,
fori=1,...,¢,

U
Na,is 04y, 0 4, 0" a5 — Fy,
if p(l) = (t7ﬁA,i = (UA,Z'J? s ”UA’i,'nA,t) € FZAJ \ {6} s.t. VAina 7é 0)7

nAt NA,t 2nat nay

._ > 0.7 ! > o’ = OQHA.t onAt
ca;i = (54,i€a41+04,:Ua,i,8 4,€ae1 + 0 404, S Vsl

MNAt 1

— - =~
Wi€A 1 T 9”A,WA,1‘7 MNAi )BAJ,’
if ,D(Z) = _'(ta 5A,i)a

TA,t NA,t 2na,t TA,L MA ¢t
— / o d 27’LA A rd
ca,i = (84,i04,i,8 4,104, 07", 0" w;Ta 3, Na)g, s

1

. / ~r .
for j=1,...,m'y,, (wheret= p(i)),
/ 17 ’ " U
NR,i,j> R, O Rigr O Ry Tigs Tij> T i, < Fg,

1
CRig = SRibRe1 + Ori Py Ve j + Ti bRt o+

’ / [2] /
+ 8" RibR g +1 T O RGPy, ;T bR 4np 20 +4

" [3] "
+ (—wi)brsng,+1+ 0" RijPty, j + T 1.5OR L +5nR 42044
+NR,i,;OR 60 +1

1 2 3
(Let 7' i = ORoijilhny 5 + 0 Ry + 0" Roiilhw j + M)

(We already defined ¥ ., ; in PUpdate,)

MRt

— — — —
= (8R,i€Rt,1 + ORijUR tn,,5, 077, T3 5,097,

NR,¢ 2nRt  np,
e
/ — / = —1 7/ r—J7 2NR, nR,
8§ Ri€R 1 + O R jUR e, 5, 077 T 45,0977, 07t Q1R
MR, t 1

— " — j—1 __n -7 7
—wi€R 1 + 0" R jUR v, O T 5, 07T 0 R )R s

. SAa0tSR0 L [1] m'y, £ 8
Cit1 = Ggrp m, cts (v, = (S, {€a,is {€Ri,j: Py, j}j=1 tiz1s Cd+1)

return ctg qv,}-

8 If an attribute authority ¢ continues to make the past revocation patch available,

’
cts,{v,} does not have to include {p)[tl\],”};n:;’ If ctg {v,} includes it, an attribute

authority ¢ has only to publish the latest revocation patch.
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Dec(gparam, {apk,, rpk;, uskgid7(t’gA,t)7rt}, CtS,{vt}) :
If S := (M, p) accepts I" := {(¢t,Za,) € Uskgid7(t,fAYt)7rt}7
then compute I and {ai}iel st. 1= ZaiMi, where M; is the i—th row of M, and
el
1 - {Z € {1»' .. 7£}| [p(l) = (t’ 6A,i) A (tzfA,t) er A z7A,i . fA,t = 0}
Vp(i) = =(t,Ta) N (6, Zae) €L A Va;-Tay # 0]},
for each ¢ € I (where t = p(4)),

’
m'y

. 1
pick {PE,\],t 7j} 1t from ctg (v}

K; := e(cRr,i,j, kg ,) for j s.t. e(pg\]mj, kR ) =1,
K= H (eleai, ki) Ki)™- H (e(ca.s kz,t)l/(ﬁA,i-fA,a),Ki)w
i€IAp(i)=(t,TA,4) i€INp(i)==(t,T4 ;)
return m’ :=cq11/K.
[Correctness]
Here, the value g7 is written as gr(s) in the way that the function e” is written as exp(z).

K = g1( > ai(sai+ 08" A + Wisgd,(t.74,,).rt))
i€lnp(i)=(t,4,:)

g1( > ai(Tai - Fae) (54, + 05 A+ Wisgia (1,74 1)) Fasi - Fae))
1E€EINP(1)== (¢, A1)

gT(Z ai(sR,i + 05" Ryi — WiSgid, (1,74 ) ,rt))

i€l
A oS
=gr(Q _(ei(sa,i +sri) +0ci(s'ai + 5'r:))) = gr(54,0 + 5R0) = 9707 °
iel
since Zais“ =55 for f = A, R, Z%’S/A,i =5y, Zaiis,i =—s5'p.
i€l iel iel

Encoding of Attribute Vector for Revocation and Toy Example. The
user is assigned a unique leaf node of the attribute binary tree used to manage
users having the attribute. Then, the label is given to the user according to the
path from the root node to the leaf node. At that time, the attribute vector is
constructed according to the user’s label and the covering node in the complete
subtree method. The mapping @; works to associate the basis in DPVS and the
root node and the edges. The encoding of the attribute vector is as follows:

1 1 2hi+1 1

A~ ~~
Zr, :=( 1 ,random value 7, root node and each edge(y or 0), 0 ),
1 1 2he+1

~~
UR,t,ve,5 := (0 ,random value d,root node and each edge(—(d — shared value)d, or 0),

1

random value ),

We show a toy example in Fig. 1.
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hy=2,ve=1
D.(x,0) =3
D,(0,1) =4
®,(1,1) =5
®.(02) =6
?.(1,2) =7

Lgia (t2,,).rt=01

ID (vo) =+ (|ID(vo)|=0)
ID(vy) =1 (ID(vy)|=1)
ID (vy) = 01 (|ID(vy)|=2)

ID ™ (Lgig(t,2,,)rt):=Va

)
R X
]:dj,a‘_]Fq s.t. dj,() + et d}

d; =djfora=0,..,|ID (Vi}) |

’|ID(Vi})|

Yre = (1,7,7,7,.00,7,0) ¥gei1=(0,d;,—d1,0,-d11,00,1) = Xre Urei1 # 0

Ure12 = (0,dy, —dp0,—d21,00,—d55,1) = Xg ¢ - Vrr1,2 = 0

Fig. 1. Encoding of vector for revocation as a toy example

Comparison with the DMA-FE Scheme [18]. We show comparison with
the DMA-FE scheme [18] in the full version of this paper [23].

2.3 Performance

We show a comparison of parameter size with previous works in Tables 3, 4 and
5. The construction of revocable-storage ABE supporting indirect revocation
[11,21] is built in composite order bilinear groups. (The construction of [2,7,10,
13,18] and our scheme is built in prime order bilinear groups.) Therefore, those
are outside the scope of comparison. In Tables3, 4 and 5, SK, PK, MSK, CT
and Ul represent the bit length of (user’s) Secret Key, Public Key, Master Secret
Key, Ciphertext and Update Information, respectively. Ul is update key (in [2])
or revocation patch (in our scheme). |G|, |Gr|,|Z,| and |F,| represent the bit
length of element in G, Gr, Z, and F,, respectively. CA and AA represent Central
Authority and Attribute Authority. I, represents the maximum number of
attributes in the system. I represents the number of attribute in user’s secret
keys or ciphertexts. £ is the size of rows in the LSSS matrix. h is the height of
user’s (binary) tree in the system. h; is the height of user’s (binary) tree managed
by an attribute authority ¢. ¢ is the upper bound for the number of subsets in the
cover in the system. ¢; is the upper bound for the number of subsets in the cover
for an attribute category t. R means the number of revoked user in the system. Ry
means the number of revoked user’s attribute managed by an attribute authority
t. n; is the dimension of attribute vector in the category ¢. We define function
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p:A{l,..., 0} = {1,...,d} by p(i) := t if p(i) = (¢,7) or p(i) := —(t, ), where
p is given in access structure S := (M, p). We assume p is injective for access
structure with ciphertext. We also define p : {1,...,I'} — {1,...,d}. Tables1,
2, 3, 4 and 5 show that our proposal has more advantageous funtionalities in
exchange for increasing the parameter size.

Table 3. Comparison of parameter size with previous works

Schemes PK MSK

AI09 [2] |G7| + (Dmas + ¢ + 1)|G| 2" 17, |

DDM15 [7] | |Gr| + 111|G| 111|G|

H15 [10] | 2|G| (CA) |Gr| + |G| (AA) 2|Zq| (CA) 2|Zq| (AA)

L12 [13] | 2|Gr|+48|G| (AA) 24|G| + 48|Zq| (AA)

OT13 [18] | (10n? + 7n: + 1)|G| (AA) (25n7 + 10n: + 1)[F,| (AA)

This work | (18n7 + 9ny + 18¢7 + 99¢; | (18n7 + 9n, + 14h7 4 @7 +6hyp;
+36h¢py + 48h, 4+ 101)|G| (AA) | +16h; + 8¢, + 2" +17)|F,| (AA)

Table 4. Comparison of parameter size with previous works (cont.)

Schemes SK CcT

AT09 [2] 2(¢ + 1) log(2")|G| |Gr| + (I" + 1 + Rlog(2"/R))|G| (Direct)
|G|+ (I' + 2)|G| (Indirect)

DDM15 [7] | (5+ 164+ 32 10g2(2h))\(G| |Gr| 4+ (161" + 64R — 27)|G|

H15 [10] 1+ D)|G| 14+ 0|Gr|+2(¢+ R)|G|

L12 [13] 12I'|G| £+ 1)|Gr| + 12¢|G]|

OT13 [18] | 325y mp(r)Fal + 35—y |G| + i1 (5rp() + DIG]

This work 25:1 nﬁ(i/)|Fq‘+25:1(6nﬁ(i/) |(GT| + Zf:l(ﬁnﬁ(i) +1 +Rﬁ(z) log(Zhﬁ(i)/

Table 5. Comparison of parameter size with previous works (cont.)

Schemes Ul

AI09 [2] | 2(Rlog(2"/R))|G|
DDM15 [7] | -
H15 [10] |-
L12 [13] -
OT13 [18]
This work | (36h:R; log(2" /R;) + 18:R; log(2" /R:) 4+ 75R; log(2%t /R:))|G| (AA)
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2.4 Security of the Proposed R-DMA-FE
The DLIN assumption is given in the full version of this paper [23].

Theorem 1. The proposed R-DMA-FE scheme is adaptively payload-hiding
against chosen plaintext attacks and static corruption of authorities under the
DLIN assumption in the random oracle model.

The proof of Theorem 1 is given in the full version of this paper [23].

3 Conclusion

In this paper, we proposed the first DMA-FE scheme supporting patch revoca-
tion in which an encryptor does not have to care about the revocation list. Our
proposed scheme realizes the revocation on the category level that is a generaliza-
tion of attribute level for the first time. We proved that our construction is adap-
tively secure against chosen plaintext attacks and static corruption of authorities
based on the DLIN assumption. (We note that DMA-FE [18] of Okamoto and
Takashima does not achieve the security against static corruption of authorities.)
In the future, we will try to apply new techniques called indexing and consistent
randomness amplification [17] to reduce the size of public parameters.
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