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MTProto, part Il
Secret chats (end-to-end encryption)

Length - Payload type
32-Bit 32-Bit

Random bytes - Layer - IN_seq_no
min 128-Bit 32-Bit 32-Bit

sage type | Serialized message object
32-Bit Variable length

|
==y

KDF msg_key
multiple SHA-1 128-Bit

AES key
256-Bit
AES IGE IV
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after decryptio

msg key

g ke:
YoR Bl Encrypted data

embedded into an outer layer of client-server (cloud) MTProto encryption,
then into the transport protocel (TCP, HTTP, ..)

key_fingerprint
64-Bit

NB: after decryption, msg_key must be equal to SHA-1 of data thus obtained.
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