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A Study on Interface Security Enhancement

Joon-Jeong Park’, Sora Kim', SooHyun Ahn', Chae-ho Lim*, Kwangjo Kim®

ABSTRACT

Because the specific security technology alone can not cope with sophisticated attacks, various security management models are

applied. But, they do not focus on the vulnerability of the highest part because they offer so many common security management criteria.
By analyzing the main information and confidential leakage cases inflicting enormous damage to our society, we found that attackers are
using mainly an interface vulnerabilities - the paths that connect the internal and external of the organization, such as e-mail, web
server, portable devices, and subcontractor employees. Through this, consider the reality that time and resources to invest in security
domain are limited, we point out the interface security vulnerabilities the possibility of attackers to exploit and present a convergence
method of security measures. Finally, based of ROI(Return on Investment), we propose the real-time security management system through
the intensive and continuous management.

Keywords : Interface security, Real-time security management, Continuous management, ROI(Return on Investment)
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Table 2. The major industrial technology leakage incidents
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Table 3. The major security incidents in National Defense
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Fig. 1. The paths that can penetrate inside a organization -
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Table 4. The security audit result for nuclear power plants
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Fig. 2. Simulation results for Korea Atomic Energy Research
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Table 6. Advanced inspection standards(example)
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Table 5. The main inspection items of the ‘Access Control’
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