Software Defined Networke] ¥gt A" 1

IHYY, dg=?

ol

Flo|AE MEHase? / Matstn! 2

d

Security Issues in Software Defined Network
Je-Seong Jeong” Kwangjo Kim"?

Graduate School of Information Security” / Dept. of Computer Science, KAIST?

R =20 L = =1
4 2 Aedle o] d3e oS AA Hole} odgich AR "o vEHA Aul= wir el oA Az
Foll wel AAso] He AxwoR e ok skl olzid w2 FE] k=l sl ool sloem A
28 755 37 & Adde dF 1 RE NS fuo]E wmE mAFeksle B9 AlElo] glrk w3, 2HE
A2 ot FHACEREE Hel AFo FHodS Holx glr) wiEhA o] & slAstaat g Aol £AZE
el Ao v|E$] = (Software Defined N

etwork : SDN)Z 7]|&9] v|E$ = Am|e}= =] control plane¥} data
plane®2 ¥l glow o2 <ld UEH A Fart Wt Hol 9len 7|E vEYIN o FA
tisle] A 7k o] 9lo} SDNE Holell sled= bk sldAo] glom ofxs] FHgk 7o) sle 7
Aol whetA] B =gellA= SDNO| 53k dels AW & Fol dAztA] ¢4zl SDNell gt ®at

Aol Wto] 2ah A, A7 gers AR,

7

19

M BE Defined Network : SDN)e|e}. SDN=2 7]&9]
vES = #nlel= 2] control plane¥ data
A 2 A3l S A AE S B8 A planeo & F#3te] U EHIE TF I & 571
BE 93 455 ¥ 7 ode Aotk aela vt ek, 22l o] & F&l ENA 725 I5d A
EES] HgEo] F7Igel uhet vlolE] AREERS 7] 7]a0 dlole] A A& 53 EHAY A 58
s o R st gleh. wak vl Akgew & < Fust A1F 4 9ok =3k SDN ZAEEZE o]
& Wby 9l AbE9lE]Yl(Internet of Things : S3le] 4% o FAE AR WA 2 AS 2 E
IoT) 8 Aol Z7HE4E o]gdt 4= v 57} & 4 grh AT o]zl SDNL A3 Rt
3 Zlolg} o=t weba oleldl dlofE] Algo] Fepdol sl AL ARdelt)t. weba] B =elA
183] o] Folx|A 37| 9l A U ESH= SDN®| Bk ok dsx A™sta o] S5
o] |<de] sof & Aolrh AT A vESY g 5 gl Whatel disA] Allstaal v & =
I vl B3kl FxE Eeigle] o] & e o FAL o3 2l A2* A= SDNel| dis)
a¥E-E ZHEta Qvh aE|la 4 oA 34 Avdsta A3 elAE SDNe Heol FHobdel djs)
E FHog w5 Holw glowm o] AlHEe A 7lEska, A4l Hokakel Al HiekS: Al
5 713kl &k DDoS 34, 58 71349 A AlgtaL wpA| et 2 A 5A e = A2 Her)
N AR =, 283 T WA P9 A" )
= 5ol gtk wEkA] ol gt AR S AN staat [I. SDN

A o] AZEe] A UEYA(Software
2 AoA= SDNO| Fxof tisr] 7HeFs] ol

- ®r SDN <lefge]~ & shbal OpenFlow7} ¥
R ATE el AhE 20149 ARFA - 9E5(1CT) o3al] AbsjHr}
A babd 9] A4 ¥(1391104001, AA=H g3 At =TT
7E5s 8¢ SAVE AR FEAsUCh

t This research was supported by the KUSTAR- 2.1 SDN +&
KAIST Institute, KAIST, Korea.




20154 I=A R 53] Ay sheeins] =14 (2015, 2) 2

SDN= =7 delg AZ(infrastructure
layer)®}, Ao AlZE(control layer), °lZ&]7o]
A AZ(application layer)2Z ivdr}. dlo]E]
AZ2 SDN9| 54 <lgdeo]xgs 53l AlE v
Aoz, deole 35 AFS "idth A
AL dole]e] 588 Alofsl= AF2ZA] of
Aol A U EY A Au|~E 53l dHeoly 5&

8 & AAA], AHEE & AR, AL & A
A5 AR}, w3 volE AZY FAEE AE
sle]  API(Application Programming Inter-
face) HelZ NEFEAlolAd Aol AL}, v
o2 o FEAelAd AFL Aol AlZolM AT
APIES o]&3to] vEHZY] thefdt 7552
== gt} Fig. 1+ SDN9 +x(1)
7bebs] wA1stskgict

APPLICATION LAYER | [
[ Business Applications

CONTROL LAYER

o s %

k)
_1

o,

A~

T

=
=

=N s X
3 & 5
h

Control Data Plane interface

(e.g., OpenFiow)
INFRASTRUCTURE LAYER

Network Device Network Device Network Davice
Network Device Network Device

Figure. 1. Software Defined Network Architecture
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Figure 2. OpenFlow structure
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3.2 OpenFlow %A
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