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A Study on Detection of Evasive Malware in Cuckoo Sandbox
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Version” #dAA2Ed 7], “VideoBiosVersion”
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Registry Keys
« HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NLs\Locale
« HKEY_LOCAL_MACHINE\System\CurrentControlset\Control\NLs\Locale\Alternate Sorts
« HKEY_LOCAL_MACHINE\System\CurrentControlset\Control\NLs\Language Groups
« Software\Microsoft\Rpc
* HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Computertane\ActiveComputertiane
« Software\Policies\Microsof t\Windows NT\Rpc
* HKEY_LOCAL MACHINE\Software\Policies\Microsoft\SQHClient\Windows
« HKEY_LOCAL MACHINE\HARDWARE\DEVICEMAP\SCsi\Scsi Port @\Scsi Bus @\Target Id 6\Logical Unit Id 0
« HKEY_LOCAL_MACHINE\HARDWARE\Description\System
« HKEY_LOCAL MACHINE\SOFTWARE\Oracle\VirtualBox Guest Additions

* HKEY_LOCAL MACH o1\Se:

« HKEY_LOCAL_MACHINE\SYSTEM\ControlSet801\Services\VBoxMouse

* HKEY_LOCAL MACH rolSetao1\Sery i

o HKEY_LOCAL MACH

o HKEY_LOCAL MACH rolSet8o1\Servic

« HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System

* SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters\Inter 76C1086}

« System\CurrentControlSet\Services\Tcpip\Parameters\Interfaces

« {d7aad2a6-acd4-4450-a233-4bab176c10b6}

« SYSTEM\CurrentControlSet\Services\Tcpip6\Paraeters\Interfaces\{E29AC6C2-7037- 11DE-816D-806EGF6EG963}
* {a9277c54-€292-4b25-b8d2-471bed1772a2}

« HKEY_LOCAL MACHINE\HARDWARE\DEVICEMAP\SCsi\Scsi Port 1\Scsi Bus @\Target Id @\Logical Unit Id ©

« HKEY_LOCAL MACHINE\HARDWARE\DEVICEMAP\SCsi\Scsi Port 2\Scsi Bus 0\Target Id 6\Logical Unit Id ©

« HKEY_LOCAL MACHINE\SOFTWARE\VMdare, Inc.\VMiare Tools
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HA RegOpenExAE [Z28 3loA [Z2¥ 4]
# #o] IpsubKey ©#= “I=NULL" A&}
VirtualBox = uciel bR SES 59
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static I5_SUCCESS_LONGREG();

HOOKDEF(LONG, WINAPI, J
480 HKEY hKey,

__in_opt LPCTSTR 1pSubkey,
_ reserved DWORD ulOptions,
_in RECSAM samDesired,
_out PHKEY phkResult
R
LONG ret = Old_RegOpenkeyExA(hKey, LpSubKey, ulOptions, samDesired,
phkResult);
LoQ( “psP", “Registry”, hKey, "Subkey', 1pSubKey, "Handle”, phkResult);
return ret;
!

[2¥ 3] RegOpenExA 73 A

HOOKDEF (LONG, WINAPI, RegOpenKevExA,
in hkey .

“in_opt LPCTSTR LpSubKey,
__reserved DWORD ulOptions,
= REGSAM samDesired,
—out PHKEY phkResult
Y
LONG ret;
if (strstr(lpSubKey, "VirtualBox") != NULL) {
ret = 1;
LOQ("s", "Hardening”, "Faked RegOpenKeyExA return);
¥F

else if (strstr(lpSubKey, "VBOX") 1= NULL) {

"Faked RegOpenKeyExA return"):
. "ubex") 1= NULLY {

"Faked RegOpenKeyExA return”):
. "eracle") 1= NULL) [

"Faked RegDpenKevExA return”);

» "virtualbox") t= NULL) {

Hardening", "Faked RegOpenKeyExA return”);

"ControlSet”) != NULL) {

r(1pSubKey.

. “Hardening”, "Faked RegOpenKeyExA return"):

¥
else {
ret = Old_RegOpenKeyExA(hKey, lpSubKey, ulOptions, samDesired, phkResult);

¥
LOQ("psP", “Registry”, hKey, "SubKey",
return ret;

lpSubKey, "Handle", phkResult):

F

[¥] 4] RegOpenExA +73 %
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HOOKDEF(LONG, WINAPI, RegQueryValueExA,
_in HKEY hKey,

__in_opt LPCTSTR 1pValueName,
__reserved  LPDWORD LpReserved,
__out_opt LPDWORD LlpType,
__out_opt LPBYTE ipData,

__inout_opt LPDWORD lpchbDatal
R
ENSURE_DWORD{ LpType);
LONG ret = 0ld_RegQueryValueExA{hKey, lpVzlueName, lpReserved, lpType,
1pbata, lpchbata);
if{ret == ERROR_SUCCESS && LpType != NWULL & lpData != NULL E&
lpchbData != NULL) {
LoQ("psr”, "Handle', hKey, "ValueName", lpValueName,
"Data”, *lpType, *LpcbData; lpData);
3

else {
LOQ2("psLL", "Handle", hKey, “ValueName", lpValueName,
"Type", 1pType, "DataLength”, lpcbData);

return ret;

}

[2¥ 5] RegQueryValueExA +3 #

HOOKDEF(LONG, WINAPI, RegOpenKeyExA,

_in HKEY hKey,

_din_opt  LPCTSTR LpSubKey,

__reserved DWORD ulOptions,

_in REGSAN samDestred,

“out PHKEY phkResult

LR

LONG ret;

if (strstr(lpSubkey, "VirtuslBox') I= NULL) (
ret = 1;
LOQ("s", “Hardening”, "Faked RegOpenKeyExh return®);

¥

else if (strstr(LpSubKey, "VBOX') i= HULL) {

ret = 1;
L0g("s", "Hardening", "Faked RegOpenKéyEXA return’);
1
else if (strstr(lpSubKey, “vbox") i= HULL) {

ret = 1;

L0g("s", "Hardening", “Faked RegOpenKeéyExA return);

1
else if (strstr(lpSubkey, “or:
ret = 13

L0g("s", "Hardening", “Faked
1
else if (strstr(lpsubkey, "virtuslbox") 1= NULL) {
ret = 13
L0g("s", "Hardening", “Faked RegOpenKeyExA return”);
1

else if (strstr(lpsubkey, "ControlSet”) i= NULL) {
ret = 1;

LOQ(“s", "Hardening", "Faked RegOpenKeyEXA return”);
else (
ret = Old_RegOpenKeyExA(hKey, lpSubKey, ulOptions, samDesired, phkResult);

L0Q{"psP", "Registry”, hkey, "SubKey', lpSubKey, "Handle”, phkResult);
return ret;

1
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