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#Request flow statistics periodically
TimerSet(SendStatRequest, FlowStat, 5 sec, repeat)

#Add OpenFlow event handler (Asynchronous)
AddHandler("Flow_Stat", handlerFlowStat)
AddHandler ("Flow_Removed", handlerFlowRemoved)
AddHandler("Packet_In", handlerPacketIn)

function handlerFlowStat(flows)
foreach flow in flows
checkFlow(flow)

function handlerFlowRemoved(flow)
#for not grabbed by handlerFlowStat
checkFlow(flow)

function checkFlow(flow)
#Flow based IDS Step
if flow.key not in monitoringlList
resultF = Detect_by_FlowIDS(flow)
if resultF.malicious is True
monitoringlList.add(flow.key)
StartForwardPacket(flow.key, ToPacketIDS)
#Packet will come by PacketIn event

TimerSet (StopDropOrForwardPacket, flow.key, 1 day, once)
else
#Normal Flow, do nothing
else
Detect_by_FlowIDS(flow) #Refresh result
TimerRefresh(StopDropOrForwardPacket, flow.key, 1 day, once)

function handlerPacketIn(event)
if event.key in monitoringlList
#Packet based IDS Step
resultP = Detect_by_PacketIDS(event)
resultF = Result_by_FlowIDS(event)
SaveStorage(event,resultP,resultF)

if resultP.knownAttack is True
StartDropPacket(flow.key)
StopForwardPacket (flow.key)

TimerRefresh(StopDropOrForwardPacket, event.key, 1 day, once)
else
#Do SDN/OpenFlow routing stuff
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