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sonation attack on their pairing-based authenticated key exchange protocol. We demon-
strate that any attacker can impersonate an entity to share multiple session keys with
another entity of his/her choice by using only the public key of the victim. Moreover, their
protocol fails to provide perfect forward secrecy, despite of their claim to the contrary.
Thus, we propose a simple modification to the original protocol which avoids our attack.
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1. Introduction

A key exchange protocol allows two entities to share a key which can be used to provide secure communication between
them. Additionally, the key exchange protocol should provide an authentication mechanism in order to ensure that the key is
only shared with between two entities. An authenticated key exchange protocol plays an important role in many modern
network-based applications such as collaborative or distributed applications. In 2001, Harn and Lin [1] proposed an authen-
tication key exchange protocol in which two parties generate four shared keys at a time, however, only three of these keys
can provide perfect forward secrecy. Later, Hwang et al. [2] proposed an efficient authentication key exchange protocol
requiring less computation than Harn and Lin’s scheme [1]. Nevertheless, the scheme [2] was broken by Lee and Wu [3]
by the modification attack. Recently, Lee et al. [4] proposed two authenticated multiple key exchange protocols: one is based
on ECC and the other is based on bilinear pairings. These protocols let two entities share not only one but also four session
keys in authenticated manner.

However, in this paper, we demonstrate an impersonation attack on Lee et al.’s bilinear pairing-based authenticated key
exchange protocol. We also show that, using a long-term public key of an entity only, any attacker can impersonate the en-
tity to agree some session keys with another entity. Consequently, Lee et al.’s protocol fails to provide authenticity as they
have claimed. Furthermore, we indicate that perfect forward secrecy of their protocol is not guaranteed. Thus, we proposed a
simple modification to the protocol which can withstand our attack.

2. Lee et al.’s authenticated multiple key exchange protocol based on bilinear pairings

We firstly review Lee et al.’s authentication multiple key exchange protocol based on bilinear pairings using the same
notation as [4].
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Let P be a generator of a cyclic additive group G, of the prime order g, and G, be a cyclic multiplicative group of the same
order q. G; and G, are Gap Diffie-Hellman groups and the bilinear pairing is to show as e : G; x G; — G,. Assume that Alice
and Bob want to share some session keys. Let X, € Z; and Ya(= X4P) be Alice’s long-term private key and long-term public
key, respectively. X € Z; and Yp(= XpP) are Bob’s long-term private key and long-term public key, respectively. Alice and
Bob execute the following steps.

Step 1. Alice — Bob: {Ta1,Taz,Sa, Cert(Ya)}.
Alice first selects two random integers, a; and d,, and computes Ta = a;P and T, = ayP, where a1, a; € Z;. Let Ka;
and Ky, be the x-coordinate values of T,; and Ta,, respectively. Then, Alice computes S, as follows:

Sa = (1Ka1 + a2Kaz)Tar + XaTao.
Alice sends the message {Ta1, Tz, Sa, Cert(Ya)} to Bob, where Cert(Y,) is the certificate of Alice’s long-term public key signed
by a trusted party.
Step 2. Bob — Alice: {Tp1, Ts2,Sp, Cert(Yg)}.

Similarly, Bob randomly selects two integers, b, and b, and computes Tp; = b1 P and T, = b,P, where by, b, € Z. Let
Kp; and Kp, be the x-coordinate values of Tp; and Tg,, respectively. Then, Bob computes S as follows:

Sg = (b1Kp1 + b2Kp2)T1 + XpTpy.

Bob sends the message {Tg1, Tp2,Ss, Cert(Ys)} to Alice, where Cert(Y;) is the certificate of Bob’s long-term public key signed
by a trusted party.
Step 3. Alice computes shared session keys K1, K>, K3, and Kj.
Upon receiving {Tg, Ts,, S, Cert(Ys)}, Alice takes out the x-coordinate values Kp; and Kz, from Tg; and Tg,, sepa-
rately. Then, Alice verifies:

e(Sp,P) 2e(Kp1Tp1 + Kp2 T, T1)e(Tp, Yp).

If this holds, Alice computes four shared session keys as follows:
Ki =e(a;Tg,Ya +Yp),
Ky =e(aiTp, Ya + Yp),
K3 = e(a;Tp1,Ya + Yp),
K4y =e(a;Tpy, Ya + V).
Step 4. Bob computes shared session keys K, K5, K3, and K.

Upon receiving {Ta1, Taz, Sa, Cert(Ya)}, Bob takes out the x-coordinate values K4y and Ky, from T4; and T4,. Then, Bob
verifies the equation:

e(Sa,P) 2e(Ka1Tar + Ka2T a2, Ta1)e(Taz, Ya). (1)
If this verification holds, Bob computes four shared session keys as follows:

Ki=e(biTm,Ya+Ys),
Ky = e(bsTar, Ya + Ya),
K3 =e(b1Tp2,Ya + Yg),
Ks = e(byTas, Ya + Ys).

Now, Alice and Bob have completed the protocol and got four shared session keys. For the correctness and security analysis
the protocol refer to [4].

3. Weakness of Lee et al.’s protocol
3.1. Impersonation attack

We can see that, in the message sent by Alice to Bob {Ta1, Taz, Sa, Cert(Ya)}, Sa value is computed by using Alice’s long-
term private key. It implies that only Alice can produce S,. However, we can analyze S, as follows:

Sa = (a1Kar + a2Kn2)Tar + XaTaz = (a1Kar + 02Kp2)Tar + Xa(a2P) = (a1Ka1 + a2Ka2)Tar + a2(XaP)
= (1Ka1 + 02Kp2)Ta1 + a2Y . (2)

Checking the final equation in Eq. (2), we easily see that any attacker who wants to impersonate Alice could compute S, di-
rectly from Alice’s long-term public key without knowing Alice’s long-term private key. The attacker does as follows:
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Choose two random integers a; and @, from Z;,.

Compute Ty, = a;P and T, = d,P.

Take K),; and K, as x-coordinate values of T,, and T),, respectively.
- Compute S, = (a,K; + a5K),)Ta1 + d,Ya.

The attacker could use the message {T,;,T4,,Sy,Cert(Ya)} to impersonate Alice in order to share session keys with Bob.
Because the value of S, is identical to the one computed by Alice as explained before, i.e., S; = (a\K}; + a5K,)Tar+
XaT),, this value must pass the authentication check by Bob in Step 4, Eq. (1). Finally, the attacker could share four
session keys with Bob under Alice’s identity. Note that, the attacker could apply this impersonation attack to any entity
of his/her choice. Since the roles of Alice and Bob are equivalent in the protocol, attacks on Alice also could be applied
to Bob.

3.2. Vulnerability in perfect forward secrecy

Lee et al. [4] have claimed that the pairing-based authenticated key exchange protocol provides perfect forward secrecy,
which means that any compromise of long-term private keys of Alice and Bob will not harm the previous session keys. How-
ever, this is not true in this case. When attackers know long-term private keys of Alice and Bob, X, and Xg, respectively, the
attackers easily compute the previous session keys as follows:

Ki =e(aiTp1,Ya+Ys) =e(Tp1,a1(Xa +Xp)P) = e(Tp1, (Xa + Xp)Ta1).

Obviously, with the knowledge of X, and X3 plus T4; and Tp, are available in public, the attacker could compute K;. By the
same way, the attacker could get all remaining shared session keys.

4. Our revised version of the protocol

Based on our observation we have just made about why the attacks are feasible, we propose that our revised protocol
should be modified in a minimal way. The setup phase is kept unchanged. We now describe the revised protocol.

Step S1. Alice — Bob: {Ta1, T2, Sa, Cert(Ya)}.
Alice selects two random integers, a;,a, € Z;, and computes T4; = a;P and T4, = a,P. Let K4; and K4, be the x-
coordinate values of T4; and Ty, respectively. Then, Alice computes S, as follows:

Sp = (G]K/n + azKAz)TA] + X4Yp.

Alice sends the message {Tai, Taz, Sa, Cert(Ya)} to Bob. We assume that Bob’s long-term public key, Y, can be easily obtained
by Alice through a public directory.
Step S2. Bob — Alice: {TB] s ng,SB, Cert(YB)}.
Similarly, Bob randomly selects two integers, b; and b,, and computes Tg, = b1P and T, = b,P, where by, b, € Z; .
Let Kp; and Kp, be the x-coordinate values of Tp; and T,, respectively. Then, Bob computes Sg as follows:

Sg = (b1Kp1 + b2Kp2)Tp1 + XpYa.

Bob sends the message {Tg1, T52, Sg, Cert(Ys)} to Alice, where Cert(Y;) is the certificate of Bob’s long-term public key signed

by a trusted party. Similarly, Bob can obtain Alice’s long-term public key, Ya.

Step S3. Alice computes the shared session keys K, K5, K3, and K4. Upon receiving {T;, Ts,, Sg, Cert(Ys)}, Alice takes out the
x-coordinate values Kp; and Kp, from Tp; and Tg,, separately. Alice checks the equation:

e(Sp,P) 2e(Kp1Tp1 + Kp2Tp2, Tp1)e(Ya, Yp).

If this verification holds, Alice computes four shared session keys as follows:

ayby (b1 Xp+0a1Xp)

Ky =e(aiTp1, XaTp1 +a:1Yp) =€ )
=e

(P, PP

(PP a1 by (b Xp+0a1Xp)
e(P,P)®

(P,P

azby (b1 Xp+0a2Xp)

)

K3 = e(a;Tp1, XaTp1 + a2 Y5

( )

Ky =e(aiTp,XaTp2 + a1Y3)
( )

)

NN NG T

b3 (b Xa+0a2Xp)

Ky =e(aTpy, XaTpo + a2Yp) =€

Step S4. Bob computes the shared session keys K;, K», K3, and Kj.
Upon receiving {Ta1, Taz, S, Cert(Y4)}, Bob takes out the x-coordinate values K4; and Ks, from T4y and Ta,. Then,
Bob verifies:

e(Sa, P) 2e(Ka1Ta1 + KazaTaz, Tar)e(Yg, Ya).
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Table 1

Performance evaluation.
Step Lee et al. [4] Our protocol
Computation of 2 short-term public keys 2S5 2S
Computation of S, or Sg 2S+2M+A 2S+2M +A
Verification 3e+2S+A+M 3e+2S+A+M
Key computation (1 key) e+tS+A e+3S+A
Available shared session keys 4 4

If this holds, Bob computes four shared session keys as follows:

ayby (b1Xa+a1Xp)

Ky =e(b1Ta1,b1Ya + XpTa1) = e(P,P) 7
K> = e(byTa1,b2Ya + XsTar) = e(P, P)1P202XararXs)
K3 =e(bi1Taz, b1Ya + XgTaz) = e(P, P)azbl (brXa+a:Xp)
K = e(byTaz, by Y + XsTaz) = e(P, P)2P20Xn10%s), 3)

5. Analysis

Correctness. The correctness of shared keys is easily to notice by comparing key computation in Steps S3 and S4 in Sec-
tion 4. The following is the correctness of S4 (similar for Sg) verification:

e(S4,P) = e((a1Ka1 + a2Ka2)Ta1 + XaYs, P) = e((a1Ka1 + 02Ka2)Ta1,P)e(Yg, Ya) = e((a1Ka1 + a2Ka2)P, Ta1)e(Yg, Ya)
= e(KnTar + KnxTaz, Tar)e(Ys, Ya).

Impersonation attack. Impersonation attack is infeasible since if an attacker wants to produce a forged message of Alice,
the attacker has to compute S, in order to pass Bob’s verification. Given Ty, T4, of the attacker’s choice, he/she still needs
to compute XYz = X4XpP. However, computing X;X3P from Y, and Y} is to solve the computational Diffie-Hellman prob-
lem in group G;, which is believed to be computationally infeasible.

Known key security. Because random numbers are used in each round differently, the shared keys also differ for each
round. Even the shared keys in a protocol session are exposed, attackers fail to relate these keys with the keys in other
session since they are independent.

Key-compromise impersonation. If Alice’s long-term private key is exposed, it does not enable an attacker to imperson-
ate Bob to Alice. This can be eliminated since Alice uses Bob’s public key in her shared secret keys computation. Even the
attacker could masquerade the message sent to Alice in Step S2 but ultimately, the attacker is unable to compute the
shared keys without knowing Bob’s long-term private key.

Perfect forward secrecy. In our protocol, when long-term private keys of both Alice and Bob, X, and Xp are revealed,
deriving session keys is still infeasible. Intuitively, we could see that, an attacker is given P, T4y = a;P, Tp; = b{P for
instance, the attacker has to find out e(P, P)”%b‘ and e(P, P)“‘bf from Eq. (3) in order to compute the shared key K;. However,
this is a Bilinear Square Diffie-Hellman problem [5] which is computationally infeasible.

Performance. The performance comparison between Lee et al.’s protocol and ours is presented in Table 1. In this table, S
and A represent for scalar multiplication and point addition on an elliptic curve, respectively; e is pairing computation
and M is the modular multiplication. As shown in this table, our revised protocol has the same computation compared
with Lee et al.’s protocol at all steps except for the key computation. At this step, we require two more elliptic curve point
multiplication operations in each key computation. However, this computation is negligible comparing with pairing com-
putation. Therefore, we could consider the performance of the revised protocol and the original one is similar.

6. Conclusion

In this paper, we showed that Lee et al.’s authenticated multiple key exchange protocol based on bilinear pairings [4] fails
to provide authenticity and perfect forward secrecy, despite of their claims to the contrary. We also provided a revised ver-
sion of this protocol which prevents the attacks, but yet which does not add significantly to the communications or compu-
tational overhead for the protocol. Note that, bilinear pairings can provide beneficial properties, one has to carefully utilize
them when designing cryptographic protocols.
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