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Abstract — Currently, it is rapidly increasing convergence 
services based on various mobile devices with sensors like 
Smart Home. Specifically the mobility of the sensors in Smart 
Home merged with wireless sensor networks (WSN) brings 
security issues such as re-authentication and tracing the node 
movement. We extend our novel and efficient node 
authentication and key exchange protocol that support 
Irregular distribution. Compared with previous protocols, our 
protocol has only a third of communication and computational 
overhead. We expect our protocol to be the efficient solution 
that increases the lifetime of sensor network1.

Index Terms — Wireless Sensor Networks, Authentication, 
Mobile node, Untraceability, Key Distribution.  

I. INTRODUCTION
Wireless Sensor Network (WSN) is the network that 

consists of lightweight devices with short-ranged wireless 
communication and battery-powered. The devices have the 
sensor that gathers the environmental information and etc. 
After sensing this information, the devices send the 
information to the networks. The recent advance made the 
WSN technologies be applied in various areas such as Smart 
Digital Home Network [13]-[14], Wireless Personal Area 
Network (WPAN) and Wireless Sensor and Actor Network 
(WSAN) [7]-[8]. Recently, RF4CE also deploy Zigbee (IEEE 
802.15.4) [11] as underlying communication technologies, 
which is designed to substitute the current IR communication. 
In such environments, handling a large overhead from 
frequent node re-authentication requests due to the continuous 
node movements and the threats of tracing the node movement 
are important security issues. 

While most security researches on the WSN remain on how 
to efficiently utilize the limited resources in static network 
environments [1,5,9,10,12], a few researches begin to consider 
the security in the dynamic environments. Reference [6] 
argued the possible presence of mobile node, and proposed the 
authentication protocol supporting node mobility that does not 
require any sink or base station for authentication and key 
distribution. Their model requires the large communication 
and computation cost when the node is continuously moved 
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though. In order to minimize such overhead, we proposed 
efficient node authentication and key exchange model that 
reduces communication and computational costs for node re-
authentication and also provides untraceablity to mobile nodes 
[2]. In the model, once a mobile node is firstly authenticated 
by a static sink, the node can be efficiently authenticated by 
the neighbor sinks of the firstly connected sink. 

However, the previous model has the limit that the protocol 
may not properly work in the environment that the sensors are 
irregularly distributed. In case of the smart home, the electric 
devices that attach sensors may be distributed irregularly as in 
Fig. 1. In such environment, the remote controller may fail to 
be re-authenticated depending on the node movements.

Therefore, our motivation is to provide the improved node 
authentication and key exchange model suitable for such 
irregularly distribution. Applying our improvement, the 
mobile node can be authenticated by the sink that is not the 
neighbor of the formerly connected sink. 

The paper organized as follows: Section II describes the 
mobility of the sensor network and the previous authentication 
and key exchange protocol. We argue the problem in the 
irregularly distributed environments and show the improved 
protocol in Section III. Section IV shows the analysis of the 
protocol, and Section V concludes this paper.  

Fig. 1 RF4CE deploys Zigbee based sensor network technologies as 
underlying communication technology. In such environment, the sensor 
in the remote controller has the mobility.  

II. PROBLEMS IN THE SMART HOME

In this section, we describe the brief procedure of original 
protocol, and claim problems applying to the smart home. 

A. Overall Process of Previous Protocol 
The overall protocol is divided in to five phases: Periodical 

Neighbor Discovery (Phase 0), Neighbor Sink Setup (Phase 
1), Neighbor Group Key Distribution (Phase 2), Node Initial 
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Authentication (Phase 3), and Node Re-authentication (Phase 
4). 

Assume that there are a base station BS, a sink S1, a 
neighbor sink S2, and a mobile node N in the network.  We 
define the neighbor sink as the sink that is in the 1 hop 
communication range.

During phase 0, every sink such as S1 and S2 periodically 
broadcasts HELLO. If no attempt happens, phase 0 is just 
discarded.

When S2 receives HELLO from S1, S2 initiates the neighbor 
relationship if S1 is a newly discovered sink. After the pairwise 
key between S1 and S2 has been exchanged in phase 1, S1 and 
S2 exchange the authentication key that is used to verify the 
authenticated user in phase 2. Phase 1 and phase 2 are only 
required during establishing the static sensor network. We let 
the establishing the static sensor network follows the any 
previous protocol such as [4].   

When N firstly joins the network, N may be connected to S1
in the network as in Fig. 2. After receiving HELLO of S1, N
initiates the initial authentication with S1 in Phase 3. Once N is 
authenticated S1, N only needs the re-authentication in Phase 4 
when N continuously moves and request the authentication 
again. The authentication process in Phase 3 is only necessary 
when the re-authentication fails due to the certain case that the 
neighbor sink is not available.   

Fig. 2 The base station is only involved when the sink 1 firstly 
authenticates the node (Phase 3). Next time, the node is directly 
authenticated by sink 2 without the base station (Phase 4). 

B. Authentication Ticket 
The previous protocol introduced the Authentication Ticket 

that is the proof of the node is authenticated. A node receives 
the authentication ticket from the sinks during the 
authentication process. The ticket is used for the next 
authentication by the neighbor of the sink. The neighbor sinks 
verify the ticket and sends the updated one to the sink. The 
verification of the ticket is done using the authentication key 
inherited ‘cluster key’ in [9]-[10]. The main difference is that 
the key is used for broadcast communication in the cluster, 
while the key in our protocol is used for verifying the 
authentication ticket. 

C. Problems in The Smart Home 
Since the resident of the smart home does not consider the 

regularity arranging the devices such as TVs, DVDs, and 
microwaves, the regular distribution is not expected in real 
environments. 

Fig. 3 Sinks are regularly distributed in the ideal environments as in (a). 
However, in the real environments such as the smart home, the sinks may 
be distributed irregularly as in (b).  

The previous protocol works well in the ideal environments 
as in Fig. 3 (a). However, the node may fail to be re-
authenticated in case sinks are irregularly distributed. The 
node authenticated by S1 may move and reconnected to S5.
However, S5 is not the neighbor of S1, the node cannot be re-
authenticated as in Fig. 3 (b).  

III. IMPROVEMENT FOR SMART HOME

In this section, we show the improvement of the previous 
protocol for the smart home. We introduce the concept of 
‘Neighbor Sink List (NSL)’ in order to make our protocol be 
applicable in the real environments, and show the 
improvement with NSL. 

A.  Neighbor Sink List 
When a sink finds the neighbor sinks, the sink stores the list 

of the neighbors. The neighbor sink list (NSL) of a sink S1 is 
denoted as NSLS1

, where NSLSi
Si || h(Sj ) || ... || h(Sj k ) || M , and 

M MACAKSi
(Si || h(Sj ) || ... || h(Sj k )) .

Fig. 4 S5 finds that S1 and S5 have the common neighbor S2 by checking 
NSL of S1.

NSL is sent to the node during authentication process. When 
a node authenticated by S1 is reconnected to S5, the node sends 
NSLS1

 to S5. Although S1 is not the neighbor of S1, S5 finds out 
that S2 is the common neighbor of both S1 and S5 as in Fig. 4.  
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B. Improved Protocol 
1) Periodical Neighbor Discovery Procedure 

S1 periodically generates a random nonce R0. S1 also 
generates u0 and v0, where u0 EKS1

(R0 || TS0 )  and 

v0 MACIKS1
(S1 || HELLO || u0 ) . TS0 is timestamp. Then S1

broadcasts u0 and v0 with HELLO. We have no change from 
the previous protocol.

2) Establishing Neighbor Sink List 
Assume another sink S2 receives HELLO message. S2 checks 

the sender of HELLO whether S1 is known or not. If S2 already 
knows S1, S2 discards the message. Otherwise, S2 requests the 
setting up the neighbor relationship as follows: 

S2 randomly selects R1 and generates u1 and v1, where 
u1 EKS2

{R1 || u0}  and v1 MACIKS2
(S2 || BS || S1 || u1 || v0 ) . After 

verifying v1, BS decrypts u1 and retrieves R1 and u0. Then, BS 
verifies v0 and decrypts u0. Finally, BS retrieves R0 and TS0 , 
and then generates u3, u4, v4, and v3, where 
u3 EKS1

{R1 || h(TS0 )} , v3 MACIKS1
(BS || S1 || u3) ,

u4 EK2
{R1 || u3}  and v4 MACIK2

(BS || S2 || R1 || u4 || v3) . And 
then BS sends u4, v4, and v3 to S2. Then S2 verifies v4 and
decrypts u4, and retrieves R1 and u3. S2 generates the 
encryption key KS1S2

 and the integrity key IKS1S2
 shared 

between S1 and S2, where KS1S2
KDF(0 || R0 || R1)  and 

IKS1S2
KDF(1 || R0 || R1) . Then S2 generates v5,

where v5 MACIKS1S2
(S2 || S1 || R0 || R1) , and sends u3, v3, and v5 to 

S1. After verifying v3, S1 decrypts u3 and retrieves R1. S1 also 
generates KS1S2

 and IKS1S2
. Then S1 verifies v5. S1 generates 

v6 MACIKS1S2
(S1 || S2 || ACK || R0 || R1)  and sends v6 with ACK to 

S2. S2 verifies v6 and shares pairwise keys KS1S2
 and IKS1S2

. As a 
result, S1 and S2 update their NSL. 

3) Distribution of Authentication Key
After neighbor sinks are found, the sink S1 may distribute the 
authentication key (AK). S1 randomly selects two nonce 
ASEEDS1

and R1. Then S1 generates u1 and v1, where 
u1 EKS1S2

{ASEEDS1
|| R1}  and v1 MACIKS1S2

(S1 || S2 || u1) . After 
verifying v1, S2 decrypts u1, and retrieves ASEEDS1

and R1.
Then S2 generates AKS1

KDF(0 || ASEEDS1
)  and 

AIKS1
KDF(1 || ASEEDS1

) . S2 also generates v2 using AIKS1
,

where v2 MACAIKS1
(S2 || S1 || ACK || AR1) . Then S1 verifies v2.

4) Initial Node Authentication 
Assume a node N is firstly joining the sensor network. 

When N receives HELLO of S1, N randomly selects R1 and 
generates u1 and v1 and sends them to S1, where 
u1 EKN

{R1 || u0 || v0}  and v1 MACIKN
(N1 || S1 || u1) . Then, S1

generates v2, where v2 MACIKS1
(S1 || BS || N || u1 || v1) , and sends 

it to BS. After verifying v2 and v1, BS decrypts u1, and 
retrieves R0, u0 and v0. After verifying v0, BS decrypts u0, and 
retrieves R0 and TS. BS checks the validity of TS and 

generates u3, v3, u4, and v4, where u3 EKN
{R0} ,

v3 MACIKN
(BS || N || S1 || u3) , u4 EKS1

{R1 || u3 || v3}  and 
v4 MACIKS1

(BS || S1 || N || R0 || u4 ) .
After verifying v4, S1 decrypts u4, and retrieves R1, u3 and 

v3. Then S1 generates NKN KDF(R0 || R1) . S1 generates 
authentication ticket T = (t, w), where t EAKS1

{TS || R1 || NKN }

and w MACAIKS1
(N || t) . S1 also generates u5 and v5, where 

u5 ENKN
{TS || T || NSLS1

}  and v5 MACNIKN
(S1 || N || R0 || u5 ) . S1

sends v3, u5, and v5 to N.
After verifying v3, N decrypts u3 and retrieves R0. Then N

also generates NKN and verifies v5. N decrypts u5 and retrieves 
TS, T and NSLS1

. N generates v6, where 
v6 MACNKN

(N || S1 || ACK || R0 || R1) . S1 verifies v6.

Fig. 5. When the node authenticated by S1 is reconnected S8, S8
authenticates the node by finding the common neighbor S6 comparing 
NSL of S1 and S8, and requesting the authentication of the node to S6.

5) Node Re-authentication in Ideal Environments 
Once the node N is authenticated, N can have the reduced 

overhead for the following authentication. Assume N moves 
and receives HELLO from S2. N generates v1, and sends T, v1
and NSLS1

 to S2, where v1 MACNIKN
(N || S2 || T || NSLS1

|| v0 ) .
Then S2 check NSLS1

 if S1 is the neighbor of S2.   
When S1 is the neighbor of S2, S2 verifies T and decrypts t

using the authentication key AKS1
. S2 retrieves R1, NKN and 

TS. Using NKN, S2 verifies v1. Then S2 generates new shared 
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key NKN KDF(R1 || R0 ) , also generates the new authentication 
ticket T’ = (t’,w’), where t EAKS2

{R1 || NKN }  and 
w MACAIKS2

(N || t ) . S2 generates v2 h(NKN || R0 )  and 
u3 ENKN

{R0 || v2 || T ' || NSLS2
} , v3 MACNIKN

(S2 || N || u3) .
After verifying v3, N decrypts u3 and retrieves R0, v2, T’ and

NSLS2
. Then N generates NK'N and verifies v2. N generates v4,

where v4 MACNIKN
(N || S2 || ACK || R0 || R1) , and sends v4 with 

ACK to S2. After verifying v4, S2 authenticates N.

6) Node Re-authentication in Real Environments 
In case the node N that was authenticated by the sink S1 is 

reconnected to other sink S8 as in Fig, the node may fail to be 
authenticated in the previous scheme, since S8 is not the 
neighbor sink of S1. However, our improvement enables the 
efficient re-authentication of N.

When S8 receives NSLS1
, S8 identify that S1 is not the 

neighbor. Instead, S8 finds that the neighbor sink S6 is also the 
neighbor of S1. (Refer Fig. 4.) Thus, S8 sends the 
authentication ticket T to S6 and request verification, then S6
verifies T using AKS1

 of S1 and returns the results to S8. With 
the results from S6, S8 generates NK'N and T’. The remaining 
follows the process in ideal environments.

IV. ANALYSIS

In this Section, we analyze our improved protocol with 
comparing the previous protocol. For the performance 
analysis, we compare the number of communication passes, 
the required message sizes, and the number of computation of 
the protocol.  We do not count the overhead in the neighbor 
discovery procedure, since the node just ignores this procedure 
when the node receives HELLO from the sink that already 
authenticated the node.  

A. Communication Pass 
We compared the required number of communication passes 

with Fantacci et al.'s model [6], Ibriq and Mahgoub's model 
[4], and original model [2]. TABLE I shows the comparison of 
communication passes for node re-authentication, where n
denotes the number of nodes and t denotes the number of 
sinks. Since nodes act as the authentication server (the base 
station) and the authenticator (the sink), all the 
communications in [6] are operated among nodes. 

Comparison of required number of communication pass in 
initial authentication is as same as the previous models. In re-
authentication of the nodes, Improved model requires 2 more 
communication for re-authentication in real environments than 
the original model, while it is still much efficient than [3]-[4]. 

TABLE I
COMPARISON OF COMMUNICATION PASS FOR RE-AUTHENTICATION

et al
et

al.'s

B. Message Size 
We compared Abraham and Ramanatha's model [3], [2] and 

[4] for the required message size for authentication. Based on 
the results in [3], we approximately compared the message 
sizes based on the message size with MAC size as 4 bytes, the 
time stamp as 8 bytes, nonce as 8 bytes, and key size as 16 
bytes. We also set the source and target IDs as 1 byte, 
respectively.

TABLE II
COMPARISON OF MESSAGE SIZE FOR INITIAL AUTHENTICATION (BYTES)

TABLE II and III show the message sizes in initial 
authentication and the message sizes in re-authentication 
with 2 hops between sink and base station, respectively. 
TABLE II shows that the performance for the initial 
authentication is similar to other protocols. In initial 
authentication (Phase 3), Abraham and Ramanatha's model 
[3] showed the best result that 30 bytes less message sizes 
than our protocol. However, as the TABLE III shows, our 
protocol achieves about a third overall message sizes than 
other protocols. Even we increase the size of each parameter, 
our protocol is still much efficient than any other protocols 
in node re-authentication. 

TABLE III
COMPARISON OF MESSAGE SIZE FOR RE-AUTHENTICATION (BYTES)

Fig. 6 shows the comparison of our improved model with the 
previous models. While the message cost is increasing with 
the longer hop distance in the static models [3]-[4], the 
original model [2] and the improved model have the constant 
cost.

Fig. 7 shows the comparison of the proposed protocols in 
several environments. The result of initial authentication 
shows the increasing cost depends on the hop distance. The re-
authentication cases show the constant result although overall 
cost increases depending on the rate that the sink is not the 
neighbor of the former sink. 
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C. Security Analysis 
Since the proposed protocol improves the previous protocol 

[2], most security features such as confidentiality, key 
freshness, and node/sink resiliency are inherited. Thus, we 
only concentrated on the analysis of the changes. 

Fig. 6 Comparison of message sizes with static models [3]-[4], previous 
model [2] and improved model per hop distance between a sink and a 
base station. 

Fig. 7 Communication cost for proposed protocol. Depending on the 
failure rate, the cost increases, but still the cost shows the constant when 
the hop distance increases. 

1) Re-authentication using Neighbor Sink List 
After a node N is initially authenticated by a sink S1 in phase 

3, the node receives the authentication ticket T and v1. When N
moves and requests re-authentication to the neighbor sink S8,
S8 may fail to verify T since S1 is not the neighbor. However, 
S8 and S1 have the common neighbor S2, and the 
authentication key of S1, AKS1

is shared to S2. Thus, with help 
of S2, S8 can authenticate N and exchange the key. In the re-
authentication phase, the base station is not involved. 

2)  Untraceability using Neighbor Sink List 
When S8 authenticates N, S2 involves in the protocol. 

However, the role of S2 is just verifying and decrypting T.
Therefore S2 cannot predict N’s next movement.  

3) Security against known attacks 
The sinkhole attack against our protocol fails without knowing 

the keys. An adversary A may capture the authentication ticket 
T that N initially sent to S2, and A send T to S2 or other sink S5
that is also a neighbor sink of S1. However, A fails in such attack 
without knowing AKS1

. Wormhole attack on our protocol fails 
since the adversary cannot send the confirmation message. 
Spoofed, altered or replayed routing information attack also 
fails with our knowing encrypted nonce in our protocol. To 
succeed in the replay attack, the adversary has to be able to re-
use the intercepted packet. We don't consider relaying through 
the attackers as successful attack. Sybil attacks also fails from 
verification of identity of nodes through sinks and the base 
station. And for HELLO flood attacks, we can apply the global 
key shared to all entities in the network that many researches 
such as [4], [9], [10] used for the efficient message broadcast 
and DoS attack protection. 

V. CONCLUSION

Recently, Smart Home is emerging and extending rapidly as 
new converged paradigms including fusion & convergence, 
smart grid, machine-to-machine, and peer-to-peer pervasive 
computing to provide fully always-connected services with 
mobility. Thus, it is very important to support dynamic 
topology among various CE and IT devices. Specifically, the 
failure of the node re-authentication can be occurred 
frequently because the previous works only considered the 
environment that the sensors are regularly distributed ideally. 

In this paper, our proposed improvement enables the 
efficient node re-authentication and key exchange even when 
the sensors are irregularly distributed to the smart home and 
WPAN for supporting various convergence services. In order 
to verify the proposed approach, we perform three kinds of 
validation according to communication pass, message size, 
and security analysis. From the analysis, we can say that our 
improvement guarantees the longer lifetime of Smart Home 
Devices and WPAN while providing security solutions. 

In future work we will deploy the proposed approach to real 
Smart home environments and confirm the authentication 
operations for supporting NSL.

VI. REFERENCES

[1] H. Chan, A. Perrig, and D. Song, "Random Key Predistribution Schemes 
for Sensor Networks", in IEEE Symposium on Security and Privacy,
Berkeley, California, pp. 197–213, 2003.  

[2] K. Han, K, Kim, and T. Shon, "Untraceable Mobile Node Authentication 
in WSN," accepted to Sensors 2010 (ISSN 1424-8220; CODEN: 
SENSC9), Molecular Diversity Preservation International (MDPI), 2010 

[3] J. Abraham, and K.S. Ramanatha, "An Efficient Protocol for 
Authentication and Initial Shared Key Establishment in Clustered 
Wireless Sensor Networks," Proceeding of Third IFIP/IEEE 
International Conference on Wireless and Optical Communications 
Networks, 2006. 

[4] J. Ibriq, and I. Mahgoub, "A Hierarchical Key Establishment Scheme for 
Wireless Sensor Networks," Proceedings of 21st International 
Conference on Advanced Networking and applications (AINA’07), 2007, 
pp. 210–219. 

[5] L. Eschenauer, and V. Gligor, "A key management scheme for 
distributed sensor networks,” in Proceedings of the 9th ACM conference 
on Computer and Communications Security (CCS), Washington. DC. 
USA 2002, pp. 41–47. 

K. Han et al.: Efficient Mobile Sensor Authentication In Smart Home and WPAN 595



[6] R. Fantacci, F. Chiti, and L. Maccari, “Fast distributed bi-directional 
authentication for wireless sensor networks”, Security and Communication 
Networks, John Wiley & Sons, pp. 17–24, 2008. 

[7] S. Das, H. Liu, A. Kamath, A. Nayak, and I. Stojmenovic, "Localized 
Movement Control For Fault Tolerance of Mobile Robot Networks," in IFIP 
International Federation for Information Processing, Wireless Sensor and 
Actor Networks, eds. L. Orozco-Barbosa, Olivares, T., Casado, R., Bermudez, 
A., (Boston:Springer) 2007, 248. 

[8] S. S. Krishnakumar, and R. T. Abler, "Intelligent Actor Mobility in Wireless 
Sensor and Actor Networks," in IFIP International Federation for Information 
Processing, Wireless Sensor and Actor Networks, eds. L. Orozco-Barbosa, 
Olivares, T., Casado, R., Bermudez, A., (Boston:Springer) 2007, pp. 13– 22. 

[9] S. Zhu, S. Setia, and S. Jajodia, "LEAP: efficient security mechanisms for large-
scale distributed sensor networks," In CCS ’03: Proceedings of the 10th ACM 
conference on Computer and communications security. ACM: New York, NY, 
USA, 2003, pp. 62–72. 

[10] S. Zhu, S. Setia, and S. Jajodia, "LEAP+: Efficient security mechanisms for 
large-scale distributed sensor networks," ACM Trans. Sen. Netw. 2006, 2, 500–
528. 

[11] W. C. Craig, "Zigbee:Wireless Control That Simply Works," Zigbee Alliance 
2005. 

[12] W. Du, J. Deng, Y. S. Han, and P. K. Varshney, "A Pairwise Key Pre-
distribution Scheme for Wireless Sensor Networks," in Proceedings of the 10th 
ACM conference on Computer and Communications Security (CCS),
Washington. DC. USA 2003, pp. 42–51. 

[13] E. Callaway, P. Gorday, and L. Hester, “Home Networking with IEEE 
802.15.4: A Developing Standard for Low-Rate Wireless Personal Area 
Networks", IEEE Communications Magazine, vol. 40, no. 8, pp. 70-77, 2002.  

[14] G. K., S. Yang, F. Yao, and X. Lu, "A zigbee-based home automation system", 
IEEE Transactions on Consumer Electronics, vol. 55, no. 2, pp 422 - 430, 2009.  

BIOGRAPHIES 

Kyusuk Han received the B.S. degree in Mechanical 
Engineering from Hongik University, Korea and the 
M.S. degree in Computer Science from Information and 
Communications University, Korea, respectively in 
2001 and 2004. He is presently Doctorate course student 
in School of Engineering, KAIST, Korea. His interests 
are in cryptography and information security. 

Taeshik Shon (M’10) is a senior engineer in the 
Convergence Solution Team, DMC R&D Center of 
Samsung Electronics Co., Ltd. He received his Ph.D. 
degree in Information Security from Korea University, 
Seoul, Korea, 2005 and his M.S. and B.S. degree in 
computer engineering from Ajou University, Suwon, 
Korea, 2000 and 2002, respectively. While he was 
working toward his Ph.D. degree, he was awarded a 
KOSEF scholarship to be a research scholar in the 

Digital Technology Center, University of Minnesota, Minneapolis, USA, from 
February 2004 to February 2005. He was awarded the Gold Prize for the Sixth 
Information Security Best Paper Award from the Korea Information Security 
Agency in 2003, the Honorable Prize for the 24th Student Best Paper Award 
from Microsoft-KISS, 2005, the Bronze Prize for the Samsung Best Paper 
Award, 2006, and the Second Level of TRIZ Specialist certification in 
compliance with the International TRIZ Association requirements, 2008. He is 
also serving as an editorial staff and review committee of the Journal of The 
Korea Institute of Information Security and Cryptology, IAENG International 
Journal of Computer Science, and other journals. His research interests 
include Mobile/Wireless Network Security, WPAN/WSN Network Security, 
network intrusion detection systems, and machine learning. 

Kwangjo Kim received the B.S and M.S. degree of 
Electronic Engineering in Yonsei University, Korea, and 
Ph.D of Div. of Electrical and Computer Engineering in 
Yokohama National University, Japan. Currently he is 
Professor at School of Computer Science in KAIST, 
Korea. He is also the president of Korean institute on 
Information Security and Cryptography. 

596 IEEE Transactions on Consumer Electronics, Vol. 56, No. 2, May 2010



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 1
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2003
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


