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Abstract

Receipr-freeness is an essential security property in elec-
tronic voting to prevent vote buying or coercion, It this pa-
per, we propose a new approach to construct receipt-free
electronic voting schemes. We first introduce the notion of
linkable ring signature for designated verifiers which pre-
serves all properties of a normal linkable ring signature
while only the designated verifiers can verify the correct-
ness of the signature. We then use this notion to construct a
new receipt-free voting scheme. Furthermore, we prove that
our voting scheme can achieve the desired security require-
ments.

1. Introduction

Electronic voting (e-voting) is one of the most signif-
icant applications of cryptographic protocol. It offers a
number of advantages which can not be achieved by tra-
ditional voting such as convenience and efficiency. Plenty
of research on e-voting has been done during the last two
decades, Previous e-voting schemes can be categorized into
three main types by their research approaches: schemes us-
ing blind signatures [9, 18, 19]; schemes using mix-nets
[1,2,7, 14, 20, 12, 217; and schemes using homomorphic
encryptions [3, 4, 5, 6, 8, 11, 15, 22].

The concept of receipt-freeness was firstly introduced by
Benaloh and Tuinstra [3] to solve the misbehavior of vote
buying or coercion in electronic voting. Based on the as-
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sumption of a voting booth, they also proposed two voting
schemes using homomorphic encryptions. The first one is a
single authority voting scheme and fails to maintain vote se-
crecy. The second scheme is extended to a multi-authority
scheme achieving vote secrecy. However, Hirt and Sako
[11] proved that the scheme could not satisfy the property
of receipt-freeness and proposed the first practical receipt-
free voting scheme based on homomorphic encryption.

Receipt-free voting protocol based on a mix-net channel
was first proposed by Sako and Kilian [21], which only as-
sumes one-way secret communication from the authorities
to the voters. However, a significant disadvantage of this
protocol is the heavy processing load required for tallying.

" The receipt-free voting schemes using blind signatures
were proposed by Okamoto [19]. However, the first scheme
requires the help of voting commission and the second one
needs a stronger physical assumption of voting booth.

Recently, Linkable Ring Signature(LRS) is introduced to
construct practical voting schemes. A linkable ring signa-
ture allows anyone to determine if two ring signatures are
signed by the same group member. The first linkable ring
signature was presented by Liu ef al. [17] in 2004. Later,
some simple discussion of constructing voting systems us-_
ing linkable ring signature was proposed in [16, 23], where
the linkability is used to achieve the uniqueness for the e-
voting.

In this paper we first infroduce the notion of the link-
able ring signature for designated verifiers and then use it
to propose a new solution to construct receipt-free voting
schemes. In our voting scheme, a voter is allowed to cast
a new vote later if the victim is controlled by the coercer
during the voting stage. Moreover, only the latest vote is
counted in the tally, so the uniqueness and receipt-freeness
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can be achieved simultaneously,

The rest of the paper is organized as follows: The model
and definitions for electronic voting are given in Section 2.
Some preliminaries are provided in Section 3. The linkable
ring signature for designated verifiers required in our voting
scheme is presented in Section 4. The proposed receipt-free
voting scheme and its security analysis are given in Section
5. Finally, the conclusions will be made in Section 6.

2. Model and Definitions

In this section, we briefly describe the model and secu-
rity requirements of elecironic voting.

2.1 Model

¢ Entities: The entities involved in a voting scheme in-
clude voters, administrator (bulletin board), and tally
authorities.

e Physical Assamptions: The general physical assump-
tions for voting consist of anonymous channel and bul-
letin board.

2.2 Security Requirements

We present the security requirements as follows:

e Completeness: A vote cannot be forged or altered, and
the valid votes are counted correctly.

e Soundness: All the eligible votes should be counted.

e Privacy: There is no association between the voter’s
identity and a marked vote.

o Eligibility: Only eligible voters are permitted to cast
their votes.

» Fairness: Nothing can affect the voting.

o Verifiability: Voters can verify that their votes are
counted correctly.

® Receipt-freeness: Anyone, even if the voter himself,
must not be able to construct a receipt proving the con-
tent of his vote.

e Uniqueness: A voter can only have one vote to be
counted.

3 Preliminaries

We briefly review the notions of linkable ring signature
and designated verifier protocol in this section.
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3.1 Linkable Ring Signature

Linkable ring signatures are ring signatures with link-
ability: anyone can determine whether two signatures are
signed by the same group member. The first practical link-
able ring signamre scheme is introduced by Liu et al. [17].
We briefly review the scheme here.

o Key Generation

Let G = (g) be a group of prime order ¢ such that the
underlying discrete logarithm problem is intractable.
Let H; : {0,1}* — Z; and Hy : {0,1}* — G
be some statistically independent cryptographic hash
functions. For ¢ = 1,...,n, each user has a distinct
public key y; and a private key z; such that y; = g®.
Let L = {31, ..., Yn} be the Hst of n public keys.

» Signature Generation

Given a message m € {0,1}*, the list of public keys
L ={y1,v2,...,Yn)}, private key z, corresponding to
y=(1 < 7 < n), the following algorithm generates a
linkable ring signature.

1. Compute h = Hy(L) and § = h®=.
2. Select v €g Z,, and compute

Cag1 = Hl (L7 ﬁ:ma g‘u,’ h'u)

3. Fori=ma+1,..,n,1,..,m—~1,selects; €g Z,
and compute

Cit1 = Hl(Laﬁ': m, gSiyfia hSi'gCi)‘
4. Compute s, =1 — ¢, mod gq.

The signature is 8z, (m) = (c1, 51, .-, 8n, T)-

e Signature Verification

Check the signature &, (m) = (e1, 81, --., 8a, §} On the
message m and the list of public keys as follows.

1. Compute h = Hy(L) and for i = 1,..,n,
compute z'; = g%y, 2! = h®{% and then
ciy1 = H(L,g,m, 2, 2!') if i % n.

2. Check whether ¢; = Hq(L, §,m, 2}, 2l ). If yes,
accept. Otherwise, reject.

3.2 Designated Verifier Proof

The concept of designated verifier proof was first intro-
duced by Jakobsson, Sako and Impagliazzo [13], where a
prover can non-interactively designate a proof of a state-
ment to a designated verifier, while the verifier can simulate



the proof by himself with his secret key and thus cannot
transfer the proof to convince anyone else.

The designated verifier proof can be used to construct a
non-interactive undeniable signature scheme as follows:

» Constructing a proof:
The prover, Alice, selects w,r,t €, Z,; and calculates

c=g"yp mod p

G=g¢" mod p

M=m' mod p

h = hashgy(c, G, M)
d=t+za(h+w) mod g

where hashg : {0,1}* — Z,. The prover sends
(w,r, G, M, d) to the verifier, Bob.

e Verifying a proof:
The designated verifier can verify a proof by calculat-
ing
c=g"yp mod p
{ h = hashy(c, G, M)

and verifying that

G‘yi‘*‘w =g¢% mod p
Ms*™ =m? mod p

+ Simulating transcripts:
The designated verifier can simulate correct transcripts
by selecting d, &, # €, Z, and calculate

(0

mod p
8

(c=g
G= gdyE mod p
M=m%"" mod p
h = hashy(c, G, M)
w=03-h mod ¢

| 7= (e —w)zz' mod g

4 Linkable Ring Signature for Designated
Verifier

In this section we introduce a new notion named linkable
ring signature for designated verifiers. More precisely, itisa
linkable ring signature while the signature can only be veri-
fied by the designated verifiers. In particular, the designated
verifiers can not convince any third party of the fact.

The scheme is similar to the one in [17] described in sec-
tion 3.1. We use the same notations and let Ey (m) denote
the encryption of m using the verifier Vs public key yv.

s Signature Generation

Given a message . € {0,1}*, the list of public keys
L = {y1,¥, ..., Yn }, private key z, corresponding to
y-(1 < 7 < n), the following algorithm generaies a
linkable ring signature for designated verifiers.

1. Compute b = H>(L) and § = A®~.
2. Select u €g Zy, and compute

Cpt41l = Hl (Lv 'g:ma gu’ h’u)'

3, Fori=w+1,..,n,1,.,7—1,selects; €r Z,
and compute

Ci+1 = Hl(Ls g,m, gSi,ini’ hSiﬁq)-

4, Compute $; = #— Z ¢, mod g.
5. Compute g*~ and h°+, then compuie

E = Ev(jllg™|[»*~|| DV - ZK P(w, r, G1, Gz, d)),

where DV-ZKP(w,r,G1,G2,d) is a non-
interactive designated-verifier zero-knowledge
proof on (g, h**), and can be constructed as
follows:

Select w, r, ¢ €, Z; and compute

c=g"yy mod p
Gy =¢" mod p
Go=h' mod p
h* = hashy{c, G1, Ga)
d=t+s,(h" +w) mod ¢
where yy is the public key of the designated ver-

ifter. The prover sends {w,r, Gy, Ga,d) to the
verifier.

The signature is 6.(m) = (1, 81, -, Sn—1, £}

+ Signature Verification
The designated verifier V checks é&p(m) =
(€1,814.0s 81, ) on a message m and a list
of public keys as follows:

1. Compute A = H,({L), and then decrypt F with
his private key xy- to obtain §, g°~, h**, and DV -
ZKP(uw,r, Gy, Ga, d).

2. Verify the zero-knowledge proof on {g*», h°") as
follows:

Compute

c=g"y;, mod p
h* = hashgy(c, G1,G2)



and verify that

Gi(g™)* ¥ =g¢* mod p
Go{h*=)" % = % mod p

3. Fori = 1,...,n, compute 2/; = g%y*, 2/
h*ig% and then ¢;oq = Hy(L,§,m, 2, 2]") if
i#n.

4. Check whether ¢; = Hy (L, §, m, 2}, 2 ). I yes,
accept. Otherwise, reject.

o Linkability

For a fixed list of public keys L, given
two signatures associating with L, namely
§(m') = (d,s,...,s_1, ) and &/ (m") =

(cf,s¥,...,80'_1, E"), where m' and m" are some
messages. Due to the encryption of (g®~, h®") using
designated verifier’s public key, only the designated
verifier can verify the linkability and comrectness of
the signatures. After decryption, the verifier checks if
i = ¢". If the equation holds, the verifier concludes
that the signatures are created by the same signer.
Otherwise, the verifier concludes that the signatures

are generated by two different signers,

We could extend the scheme for multiple designated ver-
ifiers. Due to the consideration of space, we omit it here.

5 The Proposed Receipt-free Voting Scheme

In this section we present a new receipt-free voting
scheme based on linkable ring signature for designated ver-
ifiers.

5.1 QOur Voting Scheme

The participants of our scheme include [ eligible voters
Vi(l < i £ 1), an administrator 4, and n tally authori-
ties T3(1 < ¢ < n). We assume that V; and A are con-
nected by an anonymous channel. Moreover, we assume
that each voter V; has a public/private key pair (y;, =;) and
the public key of each voter is publicly known in a bul-
letin board. Let L denote the set of public keys of all el-
igible voters. Define a cryptographic hash function H :
{0,1}* — {0,1}*. Let (PK, SK) be the public/private key
pair used in an (n,t) threshold encryption scheme epg(-),
where SK = {SK;,S8Ks,---,SK,,) and SK; is given to
T;. Let (yr,z7) be the public/private key pair used in a
linkable ring signature scheme for designated verifiers dz,
where o7 = (27, %75, , %7, ) and zq, is given to T}.
Generally, we can use Gennaro et al’s distributed key gen-
eration (DKG) protocol [10] to generate these key pairs.
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We denote by & the set of votes, by Sign(m) a signa-
ture on the message m generated with A’s private key x4,
and by DV-LRingSigng ;(m) a linkable ring signature
for designated verifiers on message m generated using B’s
private key and the public keys in L.

The proposed voting scheme consists of the following
two stages:

¢ Voting stage:

— A publishes the information Z which contains the
details of the voting event.

- V selects s €g {0,1}*, m € &, and computes
m' = egpx(m), ¢ = H(s,m’,I). He then sends ¢
to A.

- A computes § = Signa(e,Z, Time) and then
sends {5, Time) to V;, where Time is a times-
tamp.,

—If 5§ is not a valid signature of A, termi-
nates the protocol. Otherwise, V; computes the
linkable ring signatures for designated verifiers
R = DV-LRingSigny, (5, ¢,T), then sends
{s,m/, ¢, Time, S, R} to the bulletin board.

o Tallying stage: The tally stage is performed by the
tally authorities T;.

— At least ¢ tally authorities T3(1 < 7 < n) to-
gether decrypt the ciphertext E to obtain &, ¢°~,
i, and DV-ZK P(w,r,Gy,Ga,d). T; then to-
gether recover the secret key 7 and verify all
signatures 5 and R on the public bulletin. All
invalid values are discarded.

— If there are two or more linkable ring signatures
having the same §, then T} discard the ones which
have the earlier timestamps.

— T, obtain the vote m. Similarly, the ciphertext
epg (m) can only be decrypted by at least ¢ tally
authorities T;(1 < ¢ < n). Each decrypted vote
m is verified to be in S. If m ¢ &, the vote is
discarded. Finally, T} counts all valid votes and
announce the result. ‘

5.2 Security Analysis

Theorem 1. The proposed scheme satisfies the properties of
completeness, privacy, soundness, eligibility, fairness, veri-
Jfiability, receipt-freeness, and uniqueness.

Proof. We show that our scheme satisfies all the security
properties listed in section 2.2.



Vi A
(an anonymous channel)
Publish 7
Select s €5 {0,1}*
mesS
Compute m' = epg(m)
c=H(s,m',I)
¢
Compute
S = Signale, I, Time)
S, Time
Verify §

Compute R = DV-LRingSignv, .(S,¢,T)
Publish {s,m’, ¢, Time, S, R}

Figure 1. The Voting Stage

¢ Completeness: In our proposed scheme, each en-
crypted vote is signed by a voter using a linkable ring
signature which is unforgeable. No one can corrupt a
voter’s vote. And the voter can check whether his/her
vote is listed on the bulietin board, any valid vote is
counted correctly.

& Privacy: In the voting stage, the voter communicates
with administrator through an anonymous channel.
Therefore, ne one can trace the communication and vi-
olet the privacy of the voter. Also, due to the linkable
ring signature for designated verifiers, no one except
the tally T; can verify the correciness of the signature.

can prove the content of his vote by revealing the ran-
dom number that he used in the scheme. Our proposed
scheme can easily achieve receipi-freeness by allow-
ing the voters to vote multi-times. Note that, when a
voter-buyer ' wants to buy a voter of V;, even if the
voter V; gives all his information to €, including his
private key, C' still can not trust him because V; can
cast another ballot in private and revoke the previous
one. Moreover, our scheme can still be receipt-free
even if the coercer C colludes with some tally anthor-
ities T; to verify share of credentials received from the
voter V;. Though the tally authority T; can present a
proof to convince the coercer C' that the voter casted a
specific vote, the coercer C' can not trust the tally au-
thorities T due to the designated verifier protocol, i.e.,
T; can simulate a proof with his private key as follows:

(o

((¢=¢g% mod p

G =g¢%(g") ® mod p -
Ga = h%(h**)™? mod p
h* = hashgy(c, G1,G2)
w=F-h"

r = (@ —w)zp'

('w,'r, GlaGZ,d)

mod ¢

L mod g
Unigueness: Though voters are allowed to vote multi-
times, uniqueness is ensured by counting only the lat-
est one, eliminating the earlier votes linked to the same
voter.

O

6 Conclusion

s Soundness: In the tally stage, tally T; can check the
“ validity of vote by verifying whether the linkable ring
signature for designated verifiers is valid. So, all the
eligible votes can be counted in the result of the voting.

e Eligibiliry: Eligibility can be easily achieved in our
scheme using a linkable ring signature, because any
ineligible voter can not generate a valid signature.

s Fairness: The tallying stage is done after the voting
stage and V; provides a knowledge proof that his/her
vote is correct, no one can affect the result of voting.

o Verifiability. Tn our proposed scheme, all linkable ring
signatures are published in the bulletin board and the
voters can verify their votes,

o Receipt-freeness: The reason why some existing vot-
ing schemes can not achieve receipt-freeness is simple:
after the encrypted vote is published, the voter himself
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Receipt-freeness is an essential security property in elec-
tronic voting to prevent vote buying or coercion. In this
paper, we introduce the notion of linkable ring signature for
designated verifiers and then use it to propose a new receipt-
free electronic voting scheme. Moreover, we prove that our
scheme can achieve the desired security notions.

References

[11 M. Abe, Mix-networks on permutation networks,

Advances in Cryptology-ASIACRYPT 1999, LNCS
1716, pp. 258-273, Springer-Verlag, 1999.

[2] R. Aditya, B. Lee, C. Boyd, and E. Dawson, An ef-

ficient mixnet-based voting scheme providing receipt-
freeness, Advances in Trustbus 2004, LNCS 3184, pp.
152-161, Springer-Verlag, 2004.




[3]

{4]

[5]

(6]

{71

[8]

(9]

(101

[11]

[12]

[13]

(14]

J. Benaloh and D. Tuinstra, Receipt-free secret-
ballot elections, Proc. of 26th Symp. on Theory of
Computing-STOC 1994, pp. 544-5353, 1994,

J. Benaloh and M. Fischer, A robust and verifiable
cryptographically secure election scheme, Proc. 26th
IEEE Symposium on the Foundations of Computer
Science (FOCS), pp. 372-382, 1985.

R. Cramer, M. Franklin, B. Schoenmakers, and M.
Yung, Multi-authority secret-ballot elections with lin-
ear work, Advances in Cryptology-EUROCRYPT
1696, LNCS 1070, pp.72-83, Springer-Verlag, 1996.

R. Cramer, R. Gennaro and B. Schoenmakers, A
secure and optimally efficient multi-authority elec-
tion scheme, Advances in Cryptology-EUUROCRYPT
1997, LNCS 1233, pp.103-118, 1997.

D. Chaum, Untraceable electronic mail, refurn ad-
dresses, and digital pseudoryms, Communications of
the ACM, 24(2), pp.84-88, 1981.

J. Benaloh and M.Yung, Distributing the power of a
government to enhance the privacy of voters, Proc. 5th
ACM Symposium on Principles of Distributed Com-
puting (PODC), pp.52-62, ACM, 1986.

A, Fujioka, T. Okamoto, and K. Ohta, A practical se-
cret voting scheme for large scale election, Advances
in Cryptology-AUSCRYPT 1992, LNCS 718, pp.244-
260, Springer-Verlag, 1992.

R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin,
Secure Distributed Key Generation for Discrete-Log
Based Cryptosystems, Journal of Cryptology, 20(1),
pp-51-83, Springer-Verlag, 2007,

M. Hirt and K.Sako, Efficient receipi-free vot-
ing based on homomorphic encryption, Advances
in Cryptology-EUROCRYPT 2000, ILNCS 1807,
pp.393-403, Springer-verlag, 2000,

M. Jakohsson, A Practical Mix, Advances in
Cryptology-EUROCRYPT 1998, LNCS 1403, pp.
448-461, Springer-Verlag, 1998,

M. Jakobsson, K. Sako and R. Impagliazzo, Des-
ignated verifier proofs and their applications, Ad-
vanced in Eurocrypt 1996, LNCS 1070, pp. 143-154,
Springer-Verlag, 1996.

B. Lee, C. Boyd, E. Dawson, K. Kim, J. Yang, and 8.
Yoo, Providing receipt-freeness in mixnet-based vor-
ing protocols, ICISC 2003, LNCS 2971, pp.245-258,
Springer-Verlag, 2003,

23

[15]

[16]

(17]

(18]

[19]

(20]

[21]

[22]

(23]

B. Lee and K. Kim, Receipt-free electronic voting
scheme with a tamper-resistant randomizer, 1ICISC
2002, LNCS 2587, pp.389-406, Springer-Verlag,
2002.

Joseph K. Liu, Sherman S, M, Chow, and Duncan
S. Wong, A new approach to e-voting, CISC 20053,
2pp.57-266, 2005.

J. Liu, V. Wei, and D. Wong, Linkable spontanrous
anonymous group signature for ad hoc group (ex-
tended abstract), ACISP 2004, LNCS 3108, pp.325-
335, Springer-Verlag, 2004.

T. Okamoto, An electronic voting scheme, IFIP World
Conference 1996, Advanced in IT Tools, pp.21-30,
Chapman Hall, 1996.

T. Okamoto, Receipt-free electronic voting schemes
Jor large scale elections, Proceeding of Workshop
on Security Protocols 1997, LNCS 1361, pp.25-35,
Springer-Verlag, 1997.

C. Park, K. Itoh, and K. Kurosawa, Efficient anony-
mous channel and all/nothing election scheme, Ad-
vances in Cryptology-EUROCRYPT 1993, ILNCS
763, pp.248-259, Springer-Verlag, 1993.

K. Sako and J. Kilian, Receipt-free mix-type voting
scheme: a practical solution to the implementation of
a voting booth, Advance in Cryptology-EUROCRYPT
1895, LNCS 921, pp.393-403, Springer-verlag, 1995.

K. Sako and J. Kilian, Secure voting using par-
tially compatible homomorphisms, Advances in
Cryptology-CRYPTO 1994, LNCS 839, pp.411-424.
Springer-Verlag, 1994.

P. Tsang, V. Wei, Short linkable ring signarures for
e-voting, e-cash and attestation, ISPEC 2005, LNCS
3439, pp.48-60, Springer-Verlag, 2005.



	18.pdf
	19.pdf
	20.pdf
	21.pdf
	22.pdf
	23.pdf

