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Abstract- A Group Key Agreement protocol is a process to
establish a cryptographic key for a group of participants over an
open network. I n thispaper, we proposea group key agreement(CAGKA)
protocol, based on a certificateless public key cryptosysem [5].
CAGKA protocol provides group key establishment and group
membership change (join and leave) services for dynamic groups.
This protocol is proved to be secure against passive and active
adversariesand is more efficient than previous group key agreement
protocols.

. INTRODUCTION

A popular trend of modern computing technologiestas
convert traditional centralized services into distted services.
We consider dynamic groups in which members cangoieave
the group at any time. Examples of dynamic groupdude
replicated servers, audio and video conferencimjjne@ games
and applications supporting collaborative work. Séenewly
distributed and collaborative applications such dsamic
groups need secure communications. Therefore, apgkey is
necessary for dynamic groups.

The two main security properties of dynamic groagpssecrecy
and authenticity. We distinguish two types of segri@ dynamic
group. At first, forward secrecy is used to preveréeaving user
or leaving a subgroup from decoding messages a@utaifter he
leaves the group. If the key is changed as sooa asmber
leaves, he cannot decipher the group messagegéstnyith the
new key. Finally, the backward secrecy is usedrévgnt a new
member from decoding messages exchanged befom@rsethe
group. If a new group key is generated for the gravhen a new
member joins, he cannot decipher previous messaugss if he
has recorded earlier messages encrypted with th&eyls. In a
dynamic group, source authentication should beider=d. In
this paper, source authentication can be achiewddn two
group members execute a key agreement protocol.

Our proposed scheme is based on certificatelesicpkdy
cryptosystem (CL-PKC) [5], which does not need ifiestes
guaranteeing the authenticity of public keys intast to traditional
public key cryptosystems (T-PKC). CL-PKC relies anrusted
third party (TTP) which possesses a master keysTBUL-PKC
is similar to identity-based public key cryptosystdD-PKC) [3].
But, CL-PKC does not suffer from the key escrow pamy

which is inherent in ID-PKC. Thus CL-PKC can berses an
intermediate model between T-PKC and ID-PKC.

There was two previous ID-based group key agreement

protocols [5], [6], but to the best of our knowleddhere is no
group key agreement protocol based on CL-PKC. A, fiwe

propose a group key agreement protocol based oRKIL-in

dynamic groups. Our trial is similar to the ID-bdsgroup key
agreement protocol, because CL-PKC is a variantDelPKC.

We simply modified a two-party authenticated keyemgnent
protocol that CL-PKC supports. The modified profoisomore

efficient than the earlier protocol. We demonsttatg our group
key agreement protocol, which is based on the rieatirotocol,

is more efficient than the previous schemes [4],[[8, [8].

This paper is organized as follows: Section 2 byigftroduces
notations and background for our proposed scheraetidd 3
briefly explains the previous work related to grdwgy agreement
protocols. Section 4 describes our proposed schiendetail.
Analysis of our proposed scheme is explained irti@e& with
respect to its security and complexity. Finally,ctsen 6
concludes this paper.

Il.  PRELIMINARIES

A. Notations
Through this paper, we will use the following natas:
M. : a leaf node representing a member

NI,Ir : ther-th node from the left at level

N, : the sibling node oN,

T, . asubtree rooted at nodd, |

T, : the sibling subtree of,

G, : a subgroup con5|st|ng of the members in the sefir,

K,,:asecretkey oG,

B, , : the blinded key related K, ,

DN : Designated Negotiator, the leftmost leaf nadethe
subtree

M, 2 M : DN for, respectively

ki a pa|rW|se key oM and his partneM ,

{- }K an encryption algorlthm using key K

H (): a cryptographic hash function

X, - arandom value which is chosen by an eitity



X, : the partial public key information of an entity D. Certificateless Public Key Cryptography (CL-PK[5]

S, : the private key of an entity In this section, we give a formal definition for GKC
scheme. We also examine the capabilities which rbay
possessed by the adversaries against such a samhgive a
security model for CL-PKC. A CL-PKC scheme is sfiedi by
seven randomized algorithmSetup, Partial-Private-Key-Extract,
Set-Secret-Value, Set-Private-Key, Set-Public-K&yncrypt and
Decrypt.The detailed explanation of these algorithms is\ébin
[5]. The important characteristic of CL-PKC is thatuser can
generate his own private/public key without a dedte

B. Key Tree Structure
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Figure 1. An illustration of the key tree structdve G ={ M, [IJM} [ll. RELATED WORK

The tree structure should be well-balanced in #rese that the 1 nere have been many proposed group key agreemsotpls

difference of heights of at most two subtrees abde should be for various applications. In this section, we ekplaur previously
one. LetG ={M,,[[,M,} be a collection of all group memberd?roPOsed protocols.

which are arranged at leaves of the tree and t@ltior nodes are A. Tree-based Diffie-Hellman Protocol (TGDH]

logical nodes which don't indicate group membenserg node is  TGDH protocol utilizes the binary key tree struetin fully
either a leaf or a parent of two nodes. Each iotetodeN, is distributed contributory key agreement. The concefpt key
in relation to a key pair consisting of the sed@y K, and its manager does not exist here. Hence, all membess fak in
corresponding blinded ke . The secret ke, - can be shared generating a group key. Each interior node is aatat with a
only by all members in a subgro@  and the root key<,, is  key pair consisting of a kel , and a blinded ke, , = (K, ).
the group key which can be shared by all the mesnie® . A where f (k) = g* modq . A leaf nodeM, knows every secret
group member can be a DN for multiple subtreestuf) by the key of ancestor nodes. Alsty, can know all secret keys of
definition of DN. In Fig. 1,M, can be the DN for the threesiblings of ancestor nodes by two party Diffie-Hedin protocol.
subtreesT,,, T,;andT,,. Two DNsM, .and M, - are partners A secret keyK, . can be computed recursively as follows:

of each other. DNV, | is a representat!ve of th_e ;ubgrotl}_pr K, =(3+12r_1)+<m2r mooq=(B1+12r)K'“'2”1 modq:g_,KHLZf"MZP1 mody
and takes the responsibility of generating a paevkeyki'j with  Consequently, every memb#4, can derive the group secret key
their partnerM | . An illustrative example of the considered ke)'Ko,lfrom all blinded keys on the siblings and the se&eys
tree is shown in Fig. 1. K, , of the ancestor nodes.

There can be four types of membership changes; lemwve,
Merge, and Partition. After a join, the new membbkould not
Let G, be an additive group of prime ordgand G,be a come to know the old group keys, and after a letheemmember
multiplicative group of the same ordgr We assume that should not be able to compute future group keysDH@rotocol

the discrete log problem (DLP) in bo®, andG, are hard. SUPPOMS these four types of membership changes.
Let e:G. xG G, be a pairing which satisfies the TGDH protocol is vulnerable to the man-in-the-meldittack,
! 12

following conditions: because information used at generating a secreskeyposed to
a) Bilinearity. (aP,bQ) = e(P,Q)® for all P,QJG, and attackers. That is, TGDH protocol doesn't considerauthentication.
abOz ’ ' ' ! This problem is critical to group members.
) q *

b) Non-degeneracy. The map does not send all pairsB. Ren etal.'s scheme (EGAKA)
G, xG, to the identity inG,. Observe that ifP is a In this scheme, it is assumed that all members kirakey
generator ofG, , thene(P, P) is a generator oG, . tree structure and their position within the tr@dis key tree
*Bilinear Diffie-Hellman problem (BDHP) : structure can be made and broadcasted to the witi@bers by
Let e:G xG, -~ G, be a bilinear map. Le be a one member who is randomly chosen. In the key &shabent
generator ofG,. The BDHP in<G,, G,,e>is as follows: protocol, the operation of the protocol is dividetb Phase lof a
Given P,aPpbP,cPOG,, computee(P, P)®° 0 G,, where pairwise key establishment afthase llof a generation of secret
a, b andc are randomly chosen frold,. We assume that and blinded keys. In this manner, it requictegommunication
the BDHP is infeasible, where there is no polyndrifae rounds for all the group members to determine tuwet key of
algorithm to solve the BDHP with non-negligible pability.  the root,i.e., the common group key. But, Rhase ] when two

C. Bilinear pairing and BDHRassumption
*Bilinear map



members exchange random secret values which amdpiared.
Also, this protocol is attacked by Nasgt al. [9]. Hence, his
values are exposed to attackers and this protscuiti secure.

EGAKA supports a key update protocol, which has b
protocol supporting the backward secrecy and theegrotocol
supporting the forward secrecy.

C. Choietal.’s scheme (ID-EGKfg]

ID-EGKA is a bilinear variant of the Burmester aDdsmedt
(BD) protocol [1] and a ID-based authenticated grokey
agreement protocol having the performance of 2 deum
irrelevance to the size of a group. 2 rounds medan lest
efficient performance in group key agreement profcBut, a
member should get his private key from a key gdimra
center(KGC) by private channel, because this pobtecbased
on ID-PKC [3]. This property doesn’'t seem to beiciht. The
protocol involves the KGC. In the following descigm,
H:{01}" - Z,and H,:{01}"
functions. Before ID-EGKA operates, this protocoteeutes
preliminary steps which are setup and extract sieydar to 1D-
PKC [3]. The detailed explanation of a group keyeyation
process is found in [6].

D. Reddy et al.’'s scheme (ID-AGKA)

ID-AGKA follows the system environment and notasoaf
the above protocol (ID-EGKA). In this protocol hdaw generate
key tree structure and make a group key throughnwamnication

environment can be wired, wireless, aad hoc networks and
dynamic groups can share a broadcast and a multbasnel.
We utilize two authenticated key agreement promoOhe is the
protocol that CL-PKC provides. The other is thetpecol that we
modified it. The modified protocol is as follows:

A e(Qg,Y5)e(S,, Xg) = e(Qg, XgSP) “ e(x,SQ,, X5 P)

= e(XgSQg, X, P)e(Q,, X,sP)*®
=e(Q,,Y, ) ®e(S;,X,): B

See the details in [5].

This protocol has the characteristic that thermdsmessage
exchange during key agreement operation betweemigmbers.
The reason is that the shared key between two nrsnddy
uses public information and his private key. Henhés protocol

has no communication round.
CAGKA consists of two basic sub-protocol suitess kstablishment

— G, are cryptographic hash protocol (CAGKA-KE) and key update protocol (CAGKRU).

A. CAGKA-KE protocol

CAGKA-KE protocol includes two phase$hase lis to
complete group member authentication and pairwise lkamong
partnered DNsM,  and M, | by applying the modified two-party
key agreement protocol we proposed. Using theiegigtrotocol,
Phase llis to make a secret key per communication rourdl an
generate a group key at the last communicationd-oun

*Phase|: In CAGKA-KE Phase | before shared pairwise keys

rounds is same to TGDH. L&A, B, C, D} be a set of group generate, group members constitute a key treanéihbers have

members. The key tree structure is assumed to be Fi
Computation of a group key for this tree is asdioi:

a same key tree. In case of wired networks, ma&ikgy tree is
similar to EGAKA-KE protocol [8]. In case of wirede orad hoc

First, A and B compute the common key associated withetworks, making a key tree follows Wai al’'s scheme [10]
node N,, by using the ID-based authenticated key agreemavitich considers the localization property of a k&g in order to
protocol by Smart [2].AandB choose random secret valuesnatch network topology. During this phase, the neetd DNs

a, bDZ and exchange the value, =T, =aP and
Ty =T2,2 = bP ,
(K,,) associated with its parent node if A kno@g and T,

where Q; is the public key of B and vice versa. Similary,

M, (M;)and M, (M)generate a common pairwise k&y().

respectively.A can compute the secret keyThere aren-l such pairs of partners in the key tree for traug

of n members. In Fig. 1, there are 6 pairs of partr
(M3, M), (M,,My), (M;,M;), (M,,M,) and M, M,).

s, M),

and D also compute the secret keg(,) associated with the The modified protocol can executel times simultaneously. The

nodeN,,. Also, the group key ) related to the nodé ,,
can be generated similarly. Jom Merge, Leave Eladltlon
protocols follow the idea of TGDH.

In ID-AGKA protocol, subgroup members generate élipu
key of a subgroup per communication round and ttrengroup
member receives its private key from KGC. Afterraup key
generates, group members have to use a privateehas same
as the depth of key tree, which means that ID-AGISAnot
efficient in the dynamic groups.

IV. OUR PROPOSED PROTOCOL

We assume that there is KGC that generate a mkasgeand a
partial private key of an entity. It is assumed ttlsgstem

following is the details oPhase |

Protocol CAGKA-KE Phase | :

Let{M,,[ITM } be a set of group members.

Round 0:

Partnered DNs check the validity of the public keyfs
partners.

DNs generate shared pairwise keys, using the neodifi
protocol we proposed.

There is no communication round Rhase | Hence, this is
very efficient. When DNs generate a pairwise kbgytcheck the
validity of the public keys of other parties, whicteans that a
member doesn't have to receive a certificate ofipldey of



other party from a certificate authority(CA). Duerto information
exchange, we can simply prevent the man-in-thedHaidttack.
*Phase |I: CAGKA-KE Phase llconsists ofd rounds. Every

DN computes the session secret keys and sends dli® k Round 1:

encrypted by the shared secret keys of its subgnoeimbers at
each round and finally computes the group key afteounds.
Each group member assures its partners' alivelbesollowing

is the details oPhase Il

Protocol CAGKA-KE Phase |l :

Let {M,,[IM } be a set of members.

Round1: Letl=d-1

K, denotes the pairwise key shared between |th
left(N,,,,,,) and riAght(NHm) children of N, .

EaCh DN Mlb( |\/ll,r : {BI,rP}k,l ! Where BI,r = H(Klr) '
H:G, - Zq ‘

Roundi (2 <i <d-1, ford=3): Letl =d-i.

Each DN M

M,.,,, and obtainsB,,,, P.

Each DN M ,1,, COMputes a shared secret k¢§/|(r) by
using two-party authenticated agreement protocotP8IC
provides.

Each DN M|+1,2r—1 - GI+1,2r—1: {Kl,r}KHn,,

all members inG,,;,;, recoversK, ‘and B, =H(K,,)
Each DN M, ,(M;) —~ M,,(M,): {B P}, .

DN M,,,,, executes above operations simultaneously.
Round d:

DN M, decrypts the received message froM 1o and
obtainslBL2 P.

DN M,, computes a group key(oyl) by using two-party
authenticated agreement protocol CL-PKC provides.

DN My, - Gyt {Kob,,

All members in G, ;recover K, .

DN M, executes the above operations simultaneously.

B. CAGKA-Key Update(KU) protocol

A group key agreement protocol in dynamic groupsush
provide efficient group re-keying process for fregu group
membership change, which means that key updateqmiots
necessary. In this protocol, a sponsor means a respmnsible
for authenticating a new member and a group kewtipgl in the
Join protocol and for a new group key generatiothim Leave
protocol.

the backward secrecy, a group key should be chandedJoin
protocol is as follows:

Join Protocol :
Let M, be a new memberM be the sponsor at level
M; be a sibling member oM _.

M ,, broadcasts: {Join} message
M, checks the validity of the public keys of partners
Roundi (2 <i <d, ford=3): Letl =d-i.
M, computes the new key pair K GK ) and
BI,r =H (Kl,r) Wlth M n+l”
Each DN of all subgroupsv  belongs to updates all key pa
and then broadcasts modified secret keys(a newpgkeu in
roundd) encrypted the session secret key (the previooispy
| key in roundd) or encrypted the shared pairwise key w
I I\/|n+1'

All group members updates a new group key, .

s

=

ith

*Leave Protocal: In order to support the forward secrecy,
leaved member is prohibited to know a new group kég

the group, current group members should update¢e grou
key. The Leave protocol is as follows:

the
r

1+12r4 deCrypts the received message fromieaying the group. By this reason, when a group beeneaves

p

Leave Protocol :

Let M, be a leaving member anw _be the sponsor at lev
l.
Round 1:

modified protocol we proposed.
Roundi (2 <i <d, ford=3): Letl =d-i.
This round followsRound i in the Join protocol.

Partnered DNs generate shared pairwise keys, usieg

1%

V. ANALYSIS OF PROPOSED PROTOCOL
A. Security Analysis

We perform our security analysis from the view of a
computational complexity. Our adversarial modetvi® types;
passive and active adversaries. A passive adverisaryonly
eavesdrop on the group communication, which mebhatsthey

are never group members, whereas active adversegiesb

e

former group members and legitimate entities tkat lbe group
members. We do not consider the insider attacksfollav the

security analysis of EGAKA [8] similarly.

Let us consider a passive adversary who doesnivlary key
information in the key tree, because no key infdioma is

«Join Protocol: A sponsor is chosen according to the followingansmitted in the form of a plaintext. An attaokfind the group
rule: The first choice is to choose an isolated temle which is key is to try to break the encryption algorithmutdize a secret
the shallowest and leftmost, if any. If there issuzh node, the key. When the encryption algorithm is secure, atebriorce
shallowest and leftmost leaf node is chosen. Ireotd provide attack is an example of this trial. Which takeg2") operations,

wheren is the bit-length of the group key.

Let us consider an active adversary who has preveacret
keys and the group key. But, when a member ledwegtoup,



new secret keys of all subgroups the member beltmgsxd a But, complexity of KU protocol isd rounds, which is more
new group key will be generated. Generated keysareelated complex than other KU protocols which have the grenfance of
to previous keys, because a value which is utilimedenerate constant rounds.

secret keys is chosen randomly, which means thaGKH

protocol supports the forward secrecy. Similarlynew group TABLE |. KEY ESTABLISHMENT PROTOCOL COMPARISION

member can not know the previous secret keys agrdup key. GroupKey | pound | T4 # | Totaisof exp. | Pairings
This is the backward secrecy. Establishment of msg

We assume that an active adversary attacks thep grothe CAGKA-KE d 4n-4 0 Sn-2+ o
way of the man-in-the-middle attack. In order to geroup key, | EGAKAKE[8] | d+2 | 6n-4 on-4 0
he firstly should obtain two manipulated pairwissyg with two TGDH [7] d 4n-4 2n-2 0
DNs in the way of the man-in-the-middle attack. Bapairwise ID-AGKA [4] d 4n-4 0 2n-2
key is generated with public and private keys dfsDThe pair ID-EGKA [6] 2 2n 0 4n
of a public and a private key is created by théteifiaving to a : the number of partnered DNs of different subgsou
own the pair. Hence, the active adversary cannotipnéate
public and private keys of entities without theirokviedge. Also, VI. CONCLUSION

he cannot generate the same pairwise keys with DS,
because he doesn't know the private keys of two BiNbe
utilized at generating a pairwise key. This resintsnpossibility
of the man-in-the-middle attack. Therefore, theévacadversary
cannot compute the group key except for brute fattack,
whose complexity isO(2"). Also, the active adversary canno
compute the group key, because of BDHP.

In this paper, we have proposed the first certifiless
authenticated group key agreement protocol for ahyoaroups,
which is designed to be fully distributed. Our stieeprovides
efficient dynamic group membership management antuah
t’a\uthentication among group members.

Our proposed scheme is secure against both passivactive
attacks. Our protocol is verified to be more eéfiti than the
B. Complexity analysis previous group key agreement protocols [4], [6], [3]-

We analyze the complexity of CAGKA-KE. TABLE | compes  We analyzed the security of our proposed protaciniitively.
key establishment protocol of CAGKA-KE with manyhet well As future work, we need to prove the security of puotocol
known protocolsn is the size of group ardlis depth of key tree. under the formal security model.

Even if CAGKA-KE protocol follows basic schemesEGAKE-
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