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Ak, w3k W2 A2 (Re-association)
HElnt]o] o ZAlolAdS Atgdittn syd=
| Aol whek o2 Hol 8 Al Fe)

H
il

L AE g FFRolM  HEol, Eud  wEEol
Al ERIEE B3 AR BT F e 7)E
2 WE E ol AFHE ML AL Au]2~ M E (BSS: Basic Service Set)7} it
dre AEE olgstel Adste wa  BSS A Qe MN & AP Apele] sRES
2AY BAY [Blez (g DE A sy HESEA wed ryse e kil
AAEZ T48 74 Ao AYA oy, E BEE #d 5ogd. gdd de
a¥o A =EXR PDA 9 e mupe v)7)= Uﬂﬂﬂ% EF W1} f]’%z}ﬂ HIE S =]
Supplicant, Station =+ Mobile Node (MN)g}iL Hashs sle Bl sis) dasi
-2t} Access Point (AP)¥ Authenticator 1} A WMo AbRElE giEAe o=
Network Access Server (NAS)&ti%: E=t} WAYZL EAP (3 715 o= mZzed:
Authentication server (AS)¥ 1%, <A7F, I+ Extensible Authentication Protocol) [1][2]¢]t}.
(AAA:  Authentication,  Authorization and EAP = XA oA v o= HAL
Accounting)S ©W$h. AS 9 <& RADIUS AdsteE BHAAQ IE ZHAYNIEA IETF
[18]¢} Diameter [19]7} 2itt. RFC = ¢ 40 ol7§¢] EAP <= upae

Aeletan gl
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ﬂ% obAsitty H7lE L Q= EAP-TLS 9
A w7 Aal Rk
dulE FAY AFA
s ok gtk

AQlel  wFogtE
olglgt 7]&Ee] EAP &

Al EAEE slAdsty] fE B FA
ZH]Eo] WPA2 (Wi-Fi Protected Access 2)&
AdatE dgtn A A 84S mdw 5o
B @g&deln wE  EAP dF WS
AlQrgtth, A WA shvte] MN 7 @Al
2 BSS 2 o o A=

AP ¢} 2 AAZEE X3l My~ FLS

A 7Fed dF HAYFA xS
=, Aoty EAP 9% Wl Hg3 1
Wes] 7198 I dellA Bt AR
HdEE B QAR A A
A 2dS AAIY. oo IV A,
FollM= Zhzh AEA Aee EAP UF
21¢] EAP-STLS (Simple Transport Layer
Security)E& AHH I 7]E£9 EAP ¢1Z WAy
Hug 3 Adss 4% axge=
go ol AF AL FA VI HeA HES
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Aulhentlcatlon
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@/ Internet

C 1]

Access Point J ) ) ( (

Access Point

(AP)1 PR
Basic Service “‘ Basu:Serwce _."(
- Set(BSS)1 - .. Set(BSS)2 .
Extended Service Set (ESS)
(2" D 74 A 72 [3]
Il & A4
T WA fd AdeE ge 2 s
Bt ZAE f1de] ddAow wo] At

[4]. &4A= 7Sy B9

2.4 GHz iﬂE@g LA AA
gk AHl= AR FF
EfAL  Kismet [13], airodump [14],
AiroPeekNX [15]¢9} #& =72 BEYHY
F Jdrh. ¥4 vEY=A7 WEP & ARE3)
B3¥o Qi dyEts, ¥FZA A+ AirSnort
v} WEPCrack [17]& AH&3lA WEP 7]&
2= oh;}

tlo
e
N
o,
o

[16
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AP = Service Set IDentifier (SSID)4} MN €]
MAC F&£% 7HAa MN & <15t o3
A2 2Ygy A3 F7F doAE QAT
SE A mRTHE FHoshy] wEe] B
or538tHel Hel 7]%Eo] IEEE 802.1X 9
TFHEAT. HEHQ] AF WAYUEFSLE EAP
o1%o] 9led, °F 40 oj/fe] WA Eo] IETF
RFC Z AHolgo] gty Z=EXxql i = ApA
37  (Dictionary Attack)elyt ZF7kx F74
(MitM: Man-in—-the-Middle attack)ol 3 <F3}t}.
5 9] AP (Rogue AP)E Evil Twin & 2% <&z
WiPhishing (Wi-Fi ¢} Phishing ¢ &4o])
APe By

T“ﬁﬂi“°°bhﬁl%@7ﬁiﬂ?i&

BA Bel EAS A%l B @ A
T e dsran
1. 71974

A el A dge S8, oy A b
dash wgol AgET [51[6].

1) wep

WEP (Wired Equivalent Privacy)® I[EEE
802.11 I+ dR=EA 40 & 104 HIEZQ
715 71zl RC4 2=E" d5s daugszold.
a8A Ay FZAA AAF (Linear Integrity
Check), A4 F/F7], IVY AALE, 24 H|EZ]
g}}“ﬁ_) v oﬂ 7]?_]3}1 57;”7(-101 HL\:HO 1:015]_ xq_,_
AAL A GA AT

2) WPA

WPA (Wi-Fi Protected Access) & TKIP
(Temporal Key Integrity Protocol)< 128
HES] dA7] (TK)SF 48 HIE9S IV & 713
RC4 ¢tzsl dagFolty. 18y 55 329
& Hrx FA4 B3 (MIC: Message
Integrity Code)®] H.37} <¢Fs}lr] wj&o| IEEE
802.11i ¢ ©r|&el sAa Ao 2wl »ojx Q).



3) wpa2

WPA2 (Wi-Fi Protected Access 2)E&
CCMP (Counter Mode with Cipher Block
Chaining  Message  Authentication  Code
ProtocoD¥ 7]& WAEY ZAAS EsH7]
glal otz s} WAl o % IEEE 802.11i o 7|2 o=
gelslo] gich. AES 128 WE 22 ¢haal
dae]FS AHES=dl AES dite] Ho = 3
Ae 5e Ada] A A ksl
(AP ¢ MEY=m 7t=)7 DaskAyr x|
g2 74 W FujEL 802.110 Al A
7|k ® A gt

Gin [5]:% WPA2 A7} AE&HAS o 74

YEATS A3 (throughput), A<, ol
DS, The SEfoldESY Ad A8

Sgssih. AY Qe AY A Hes)of
e Re %S sk 4uE A U
s A flolw AT T MEYAE

vl

AYE 5 s AS o

[EEE 802.11i = ©&3 2 AT
Ara-E A ergtet [5]16].
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1) IEEE 802.1X Q1Z3} 7] w3k

IEEE 802.1X + %4 #WollA tho <l
als AYste RAded AF ZdHYad
EAP 2 A}&3th, @& EAP 93 W] Fo,
EAP-MD5, LEAP (Lightweight EAP), EAP-TLS,
EAP-TTLS (EAP-Tunneled TLS), EAP-IKEv2,
PEAP (Protected EAP)o] 7} dg 2ol&
i Cli=

=
o

Uncontrolled

port (open) = Authentication

| Server

Ll (¢

Supplicant

Access Point = # Rest of LAN
Lo

Controlled
port (closed)

(29 ) XE 7|9k 235 [5]

At o S Aol EAP Q1T WBAE
ARg8llA RADIUS 915 AW e SAlgt. BE
A2 A ¥RAEES S HulAa dhs
FJEE=  wes] WARE FAH. dd

[EEE 802.1X <IZFelA, Ztzke] ZHo|d}
A= w3d® 7] 84 (Key Materia) 25-E
shbel MK (Master Key)E& AJAdstth. 18]
zZ+zye. PMK  (Pairwise Master Key)Z
MK Z%E #x3t. due 8 PMK =
zgo] o] Fgste Az FAER Hdste]
OlAl  zE|olMT  AAx shite
PMK & ZF/3%t. JdF Fo o]FAAE
Handshake ¥ PTK (Pairwise Transient Key),
GTK (Group Temporal Key), STAKey (Station
to Station Key) 59 71& =3t} [5][6]<x%
1>.

EolEE

<3 1> IEEE 802.11i 7] A4

MK 802.11 A9 24 B

PMK | 802.11 A& & EZ

PMK ¢ 4-way handshake =Z4E
= PTK 9 49FE KCK (Key
Confirmation Key), KEK (Key Encryption
Key), TK (Temporal Key)® A}-&

PTK

GTK | BREAAE E4Y 4333 Y A&

STAKe| #& BSS o & F 2o
y 71 (AP ¢ /53538 FatE =D

(o9 32 A 3 AES 9% [EEE 802.11i
®F9 HAA ZEFS HoFErh fa9okstd, o]
Exe ®E 2435, % 9
802.1X, 4-Way Handshake, 71 A% AA,
P GaFE ESol AR R Ao
AHERFE B3y fgh e Bk vELA
(RSN: Robust Security Network)E wrEt}a gt

EagiNe]
= ik,
fH Y AHA FOE 5 N
_ 302.11 Beaco (RSN IE)
802.11 Associate-Request (3SN IE)
€02 11 Associate-Response

EAPDL-Stert
EAP-Reques/Identity
EAP-Response/ dzntity Radius-Accass-Request
Radius-Access-Challenge
Radius-Accass-Request

=AP-Success | Radius-Access-Agcept & MS-MPPE(FMK)

4-way Handshake

EAP-Request
EAP-Response (credertials)

EAPOL-Key P, ANonce)

EAPDL-Kev [P, SNanze, MIC, RSN IE)
EAPOL-Ksy (P. AMonce, RSC, MIC, RSN IE)
EAPOL-Key [P, MIC)

EAPOL—Key (3, Ingex, GNonce, MIC, GTK)

Ercyoted Data (cefault CCMP)

(Z1¥ 3) IEEE 802.11i Flow [7]
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EAP 913 wWae 2% Adnr] sd 4e
HENZ A28 7h TA AL 9% 2dS
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dste] 84y, e, Ei A oletan bgata.
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& AgAT SudE A

AR AL sl s Ade
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-

ZF AMHl~ HE  (ESS: Extended
AsE s d5es =4y

T Ut

= 39 AP i WiPhishing 93<
B o]k

s TR FAew 717 =EHAY
A& Folz A, WA Ads & 5
et

QS AAL 53] Az AHjAd
AzFek el E2 Asl=E e 4= Qo

2. ®WoF 9 7ALE

Aol AR Bt AYH EAL Al
e et 2e ue AR w )l

sho [8].
« AT
= FEA Rs
s AHE RS
= 71
=7 =
= AL FAe gk A=A
= e YA
= 9154 wleld (Cryptographic Binding)
= 39 AP 7

BE AL WPA2 B AFRE A1UAS
g =2 SEdel bE wel

CRE AZAE A gA3 Aol
A8 s 71 (CA:

@
—
=.
jang]
o
o
=4
D

= AS & 9 E9el 91F 7|3 (SDCA:
Single- Domam CA)9l 9&& 3t} ulebA
AS 9] JAFTAE 222 At

= AS ¢} AP = HAUY=E TZH 3
T3 A] ek

ApHom oot T4, 53 G5 v
8t7] qlstslal, = &ﬁ,%lééﬁhk%i%
@} WEdIAe Abel=sh g A b
Ao A5 umFsEALE AFAM sk AF
BAe AEF olfE el Ve Fi BAS
L R R L *‘“01 B e
ARgARel gk Q17F RS AHEsioF st
s I o B “ﬂa E5ke A7)
mitolth SAF A} srEy AFAe 2,
7], wad w2 7] #E FPdrhd 1o
reeta Wed #evt shsett

AS ¢ AP 7} AHH fFAHoZ dZAFofof
Aoz AMF7F 7hsshy] wiol 22 R
FA vESYm »dS dAsdch Ed FA
HEYI] AS Y AP o] tE& s AEV}
fFAaeR dAHox < Hu vEYZ T4
AA & C 229 HEHAE aegH A4
7Ved 5 Z2EQ JlFE AS 9 AP &
E@ﬂ@2&1ﬂ]ﬂ.ﬂEJﬂAAwE§%ﬂﬂ
WHE7] 98 CIDR (Classless Inter—-Domain
Routing)& Z#3lA Fe=vhd o 2l 22
Abolz o] HESQ Tl A%Hst mdo|ty,

HEA QL Q1A 7IHE Q159 AS-ole 54
Aele] @A 3} (Fragmentation)o] uiio] &
o %& 429 Round Trip RT)o] F7I2 HLd
FE . a#ER o] oA AS 7b gt
Erle] Fdd HAAH A5 71F (Root CA)9

Aeds TAldd F3Et
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4. A

ZwollA AR EE RddA = ARSEAE
T oagor uyol Az B 4 ok
% bAoA Azhe A
ne oA AHglslelE obd FAL
EAgs e R AUE
H, BEE s W] A7 2 A€l
23 FFo] gtk wde] PDA & AHgsta
i VOD  Afe]EeA ¥
dolE AAEEA sAlel AH s A w4
= o 5 g 9nFHow
PDA & w=E&o] s 7}& =do] #|3-7o|r},
olZREl thel 7}4L Bl

¥0 & omd e B o [U
o L1 forfl M 2 X ri

o] F-ofzf oF
Ela=
V. EAP-STLS
£ FollAe Yol AANE uigw 74 A
S 93 =L EAP A% HH¢el EAP-
STLS (EAP-Simple Transport Layer
Security)E  A|¢t3ith. Ao TREZS AF

Aol el w7 fhEst WA e AREd

45 A% WAolsh AN EAP-TLS 9
H)Z=altl, el o] WAe w3 Qg
Ay olz=A wslo] T gltl:= o] Aok
nmEge] Aol

1. zdd 74
0 1 9 3

01234567890123456789012345678901

(718 4) EAP-STLS =Z# ¢ T4

(I¥ 4)& EAP-STLS ° Al&dHE Zg Y9
HolZTh [9]. Code "t 1 =¥
(Octet) 2.2 EAP #|719] €4S 2datA g},
EAP Code © t&3 #2o] gho] Foixit},

1 = Request

3L [e]
K —
ig‘ie

2 = Response

3 = Success 4 = Failure

g ZEl9] [dentifier =& $HO] 23
a7 HEA & A g F SS9y
Identifier HEZ=& WAl Ao wadd

2.7 9] Identifier =9} Ao 3},

Length =% F SHlo]a Code, Identifier,
Length, Data HE=ES X33 EAP #H79]
Zolg SElo=® Uehdth. Length 4= HE

SHE dole "3 AT #HAPdoz
ATl FAA HEA W Filg S
o} o7 HAAH Length =& 714
WA A= FE] FA|Eo]oF gt

AR} Data =2 ¥ Code =0 93
A H)

Type ZEE EAP-STLS Eglolgls AS
deF7] 9 otk dA el IEEHA
2 oust oy gozw AT & AT
AHES fEde =dle] BE WAl AL
e FHof gt

Flags 2=+ o3 2 of HEe

ZYa2E AL JAG[SFHRRRRR]
EAP-STLS StartF = EAP-STLS FinishedH =
EAP-STLS HandoffR = Reserved.

wn
Il

2. = HWAIA E5

I Aol AAE =S negoz EAP-STLS
AS5S (29 59 o] AASITE EAP-
STLS ol A STLS =22 AS (EAP 915 AH)e}
MN (EAP Peer) Alolel] o]FojX|a, AP &
HAAE  AEsteE 93 (Pass-thorough)®
T2t &, EAP ZHdYaE waty] uil,
AP & wx gux st = gl MN ¢
AS ¥ dagel=sld 7] wiol] 4 = sk
Aol Jadle]l=7F g3 w@esl

9158 AFE7] Aol, MN £ 429 54
gojok gk ol 4
exglol FaE F At A8
AgAEA D B Rogwa  ax
AFM7E EFE AvIE ASE W £ 9

IEEE 802.1X ¢1%<& MN ¢ EAPoL-Start
wAIX et A AlFE] Al (Identity)<]
847 gHgog oozt AA EAP UF

Wale o g AS 9] Start T2 E HAAHS
EAP-Request & A]Z3th MN 2 AS ¢ STLS
Start HIAAE Wa, A Master Key (MK)Z
AS o I/M7IE dzslete] AS A HEgrt.
AS ¥ MK & H3zgsta d99 F r &
Adgitt, MK || ne 3l4] #3 r o] MN 2
Al Uit MN & &4 @S 3253 tgol
r & JIQ171Z A3t STLS Finish Z#l1



HES d7435te] Btk AS+= MN7F Byl ghol

r A MN 9o IR sk, thgo
rtdS FFE o83t PMK & AlAbea
©o]Z EAP-Success HA|Ro] wo} AP 9
Ei=acig=

PMK = STLS-PRF(MK, "EAP-STLS”, r)

EAPoL-Start

EAP-Request/Identity

EAP-Response/Identity Radius-Access—-Request/

EAP-Response/Identity

Radius-Access-Challenge/
EAP-Request/EAP-STLS (STLS Start)

EAP-Request/EAP-STLS (STLS Start)

EAP-Response/EAP-STLS (P,s[MK]) Radius-Access-Request/

EAP-Response/EAP-STLS (P,s[MK])

Radius-Access—-Challenge/
EAP-Request/EAP-STLS (H[MK Iir], 1)

EAP-Request/EAP-STLS (H[MK I r], 1)

EAP-Response/EAP-STLS
(STLS Finished, Syy[r]) Radius-Access-Request/
EAP-Response/EAP-STLS

(STLS Finished, Syy[r])

Radius-Access-Accept
EAP-Success (PMK)

EAP-Success

(9 5) EAP-STLS Q& 5%

MN 7} EAP-Success HAIAE Hko MN
w3 g #g¥ s o]8ste] PMK &
gth o)A MN I AP ¥+ %493 PMK &

t}. WPA2 & A 938t 429 SDCA 2A
= AS = 7F4Er] wEol
of dzs  duEE

TR EFo)
ool

rO, fol off off ox
ol ot X Ho o,

7} @Al BSS oA tE BSS =
5 22 AP 9 AdZe] HQst.
wE AAAZAES 98] X215 (Pre-authentication)
k2l "2 PMK #d AHe] 7§A] (cache) 7159
=3]o] AetEAAT MN ¢ AMAAsA &=
AP OAE ®HeF HH  (security context)’}
AgEa AP + ol& fXsoF sthe Tl
Atk [2][10]. WHHOl MN FZo AAZHLS
ol#fd EAME sty AP I ZEREF
(IAPP: Inter—-AP Protocol)9] €& it} [20].

EAP-STLS & MN F%9o A7
EAP <% Z2EFJ HEdozxn w:
MAAo] 7Mssle= 3tk MN 7} Handoff
ZHaEs AAE (9 59 BE S HaE
oz gax AR AP ¢ PMK 2 T3
itk AS 7} STLS-Handoff/Finished ™A%
olm] ¢1Z=d MN =EXRE 7EY dg&yd
AP, &= T2 A=L AP, & Ed v 94,
AS = MN 9] o]d PMK & AP, oA A3t}
a2 MN 3 APy & PMK & &3t A2
BSS & gAt (19 6).

o
WAS

i >

MN AP AS

olggt w2 AAHE 7T AFE ofFol| ot
AL mupd wr/Fefold BV ARG A=
UHE PMK & Ab&3he Zol ¢ ewbek ndA
(Perfect Forward Secrecy) ZWolx ¢
SRS AT, MN 7} ¢HdsiAl »e=" dgrt
SE APE FIHSFAY A Al 2P
AAZE A4S skal dohd, STLS Handoff &
AFEEE Ao FElF o)t thA] wElH, EAP-
STLS = Aol Agd 7171 AARE
HEju|t]o] o] Aol S AFESttta sl et=

Aulzs EFASE BAYS £ JxF 7179

Sgxzge] wi ve Het $Eg AT

4 ek

MN AP AS
EAPoL-Start

EAP-Request/Identity

EAP-Response/Identity Radius-Access-Request/

EAP-Response/Identity

Radius-Access-Challenge/
EAP-Request/EAP-STLS (STLS Start)

EAP-Request/EAP-STLS (STLS Start)

EAP-Response/EAP-STLS
(STLS HandOff, STLS Finished)

Radius—Access-Request/
EAP-Response/EAP-STLS
(STLS HandOff , STLS Finished)

Radius—-Access—-Accept
EAP-Success (PMK)

EAP-Success

(18 6) EAP-STLS Handoff

AAFEE = PMK 7F AH =EHA @
ejebd, 4-Way Handshake & SA18al 9=
ZHolde & oARE s, AEE
AdzIe] AEE BAe,  dwst JE
dAsta geldhs 9Ee stnm o= Ad:
T b S A S BAAEt

V. EAP-STLS ¥<F 4% &4

H Ao AE EAP-STLS £ <X 2> AA s
Hkel o] thE EAP 1% Wl HlwEo 2 H
2Asch [2][11]1[12]. EAP-MD5 & vwhiak
1 WAlol7] wiel EAP-MD5 = $3H4F 34
(1% =¥ FHeoFslth, &3 EAP-MD5 9
LEAP & HoLS Hx9n 4o 9 E3)7)
uj ol AbdFZ o] FH oFslit.

EAP-TLS [9]9] HotE mf$- & FFo|x|ut
Hlwz @ RSA ¢4tz RT o Zesid,
A5A 7uke] AFe AHS, AFA
gt o)l 71918k 71l RT o] HaskA o)

ditdow  wystE  EAP  #j7le e
Merrbs w2 RT & d88in. neba dsts
sk gkowm 45 RTs 7 &AW
AAZE oF 8.5 RTs 7+ "asit ddAsts
aeahA] 2ok @ TTLS/PEAP o] 6.5 RTs &

TLS Bty ®eygnx B33 9H3E



183t9S W 938 TLS 7} TTLS/PEAP (8
RT9)ET o Be RTs 7} Q3 AL 1 o]f

o] o},

EAP-TTLS Y} PEAP & 29& XA¥ 2z
oMt "oz ) wie ZREFo| 2HF
o 7MY, aEAR AFERE @2 Qe
A4de A8 FTAAY HFaSA Fe M
ASAME WolEold FHeba X wdo] Qlth

wE MN = ojy3dt AP & 5SS 1A% &7
ol FIHAF FZo] AT 4= il o] 3
A= EAP WAYUSEH BHY Abole] d5A<d
Rlg e sidd g Xt T Aol
Fhe HAlR] (1 RT)7F o BLsiA 9o
<E 2> 7]& EAP 9% wralylo] njul
LEA| T| TTLS| S
MDS P | LS| PEAP |TLS
_ Ay _ 2
A% wrg | 5°| 0 w3
FeholdE
o1 X X | O X 0
A Q1A X X 0 0 0
N X 0] X X X
AP A
o5 41 65/ 3
RT 2.5 v15| 2/ 8(MD5) | 5
8.5
1S - 18
RSA ¢14F X X |2vl| 1vl |1vl
el D| elD |elD
AAA X X | X X 0
@ | EEE gal | san)
AR | hay | 3 27
HobEE o | A w8 A
- Cisc| M Funk IC
At MS o | s | Ms
(71% S: sign, V: verify, e encrypt, D:
decryptO: /A, X: 2 /mXA )
EAP-STLS 7171 7]l&d 7]dksk AJ%-
SHe 53 A3 <dF5E& . STLS =

TTLS/PEAP Xt} el RSA AW dile] ¢
daskA|g, wkde]  FAR FAFe] kAsta
a2x o & RT 2 3 7}sst. EAP-
STLS & ATAE HUA 7] "ol F714<
RT 7} 92 gltte A4S 7FATh &3 STLS
Handoff & #43] Al83l7 RSA Aite] H31&
=9 < 9lt}. EAP-STLS & 39 AP 2
A BA kAR 519 AP /b kA sy et
PMK & <o} 4= 9131, 4-Way Handshake =
T8 PTK 2 WPA2 ¢33l7t olfojrxmz
Azl Y AP E o83 348 & & gl

VI. A&

B owEddAE e el digta 7
Zdle] 28 7hed M= EAP ST Aol
AIFE Tk EAP-STLS = #3& RSA A4t}
H& 9 RT 2% 7bed AgA 7we 4%
A% PAjolth Ak TREZE AP AFT
7hR 29 FetE Astes A A

H
s
Y

¢k % WA EAP = d9ast
EAP Q15 04 a7AEs wEees
AA T WA AP & 59 tite] oy
972 Pass—through dlo]HERAN FZ3I}
Aot 9% ZTREIL AP o uolE glo]
THE 5 AR EAP Ty Yaete] s34S
aHA @ A B fdsia
HAsgd A5 MAUSESE 7+ 5 Jdeogyn
% Edncia=

2 =idlAe AF5A #H71E obx mEsEkA
gkotth, &% A HZIE I AAA
1F AFE FolWA AFA #HY|] H5F(CRL:
Certificate Revocation List)S &3z o=
g £ AE AR WS 13T Aot
L3k EAP-STLS & F-d3lA 2430 A

de& AT ot Ao

FaEd
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