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Abstract—In this paper, an enhanced lightweight identity au- from the mobile stations is encrypted twice for authentication,
thentication protocol for access control in IEEE 802.11 networks j.e. one for IP tunnel, and one for WEP. This is unnecessary
are presented. The proposed protocol is nicely integrated with o4 \yastes rare computing resource at the mobile hosts. Thus
the current MAC frame structure and takes the most advantage hi id lightweiah henticati h ’
of the redundancy bits inside the MAC frame header to convey this paper pI’OVI. es a lightweight authentication scheme to
the authentication information, as well as the synchronization replace WEP. With both the proposed scheme and IP tunnel,
information in case of synchronization loss happening. A much the system can solve the redundancy problem and keep high
more efficient and fault-tolerant synchronization algorithm is  responsibility and high security.
given at the same time, which significantly improved the per- — gayerg| lightweight authentication protocols are proposed

formance of the proposed protocol as compared to the previous . . L . .
ones. The proposed protocol is highly effective as evaluated via by using only single authentication bit and thus achieve a

a thorough mathematical analysis. A quantitive attack detection higher efficiency and lower communication overhead [1], [7],
framework is also established based on the evaluation result. [8]. Canettiet al, first described an authentication scheme

Finally, the proposed protocol is well suited in a wireless con- ysing a Message Authentication Code with a single bit output
strained environment for its low communication and computation that is 0.5-per message unforgeable, and the scheme uses a
overheads, requiring only several additional bits (less than 8) for MAC with a single bit output from current constructions of
transmission and random bit generating operation. ; .
MACs [8]. Johnsoret al.,, applied this concept and proposed an
one bit authentication protocol attempted to solve the problem
|. INTRODUCTION of redundancy in wireless security and provide identity au-
While wireless local area networks (WLANS) have comthentication at the MAC layer [1]. A severe synchronization
into great use in recent years, the security over wireleppblem exists in their work due to the frame loss problem
networks is becoming a significant issue. It is evident that the error-prone wireless communication environment, and
anyone with a radio receiver can eavesdrop on a WLANgence it is unlikely to solve the problem [7]. Also in their
and therefore widely acknowledged that a WLAN needs work, the authentication bit is generated through a random bit
mechanism to counter this threat. It is less understood lgenerator instead of MAC. Latterly, Warg al., developed an
equally true that anyone with a transmitter can write messagegroved synchronization algorithm for the above work [7].
to a WLAN, rendering access controls meaningless. Becaudewever, the proposed algorithm is still not efficient enough.
forgeries are easy to create, a WLAN needs mechanismsTtee number of synchronization runs required to recover
counter this threat, too [10]. from non-synchronization is linear to the distance between
Wired Equivalent Privacy (WEP) is the security schemihe two communication parties’ positions in their respective
defined in the IEEE 802.11 [2]. Several research studiagthentication bit stream. As frame loss happens frequently
report the vulnerabilities of WEP and concluded that WEIR wireless communications [9], non-synchronization between
is insecure [3], [4], [10]. Several alternative schemes hatlee communication parties occurs frequently too. A large
been proposed to make wireless networks more secure [Ii}mber of synchronization rounds means high communication
Currently, the most commonly used scheme for commercialerheads, which waste a lot of limited wireless channel
applications is to combine virtual private network (VPN) andesource; it also results in additional communication delay,
WEP to ensure wireless security. As VPN has already beemhich could be critical to many realtime applications.
existing as a security architecture, it was an obvious choiceTo make the thing worse, a large number of synchronization
for adding security to the wireless environment. IP tunnellingpunds seriously weakens the performance of the proposed
is a significant technique used in VPN. If the IP tunnellinguthentication scheme. The probability to distinguish an at-
scheme namely IPSec/VPN [5], [6] is used, the fixed host tack from a normal recovery procedure performed by the
responsible for all the authentication process, which mealegal host decreases accordingly as the required number of
all the authentication information will be exchanged betweesynchronization rounds increases. Another serious drawback
the mobile host and the fixed host. Although it is practical, thef the previous schemes is that the authentication bit stream
responsibility is low obviously. If both the WEP and IP tunnejenerator may lose synchronization itself, and an arbitrary may
are used, the responsibility and security problems are solvedcur between the sender and the receiver. But both of the
But this causes a redundancy problem. Each frame sent abbve schemes provide no mechanism to solve this problem.
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proposes an enhanced lightweight authentication protocol for =~ -----------1 W
access control at the MAC layer in wireless LAN. By carefully bit counter value
examining the redundancy existed in the MAC header, we

adopt an enhanced 3-bit authentication mechanism, which
provides a higher probability for attack detection compared 9 2
that of the one-bit schemes. Further, we develop a much more
efficient and fault-tolerant synchronization algorithm, which is
designed to correct the system non-synchronization due 1o {§gntity authentication is achieved by continuously checking a
frame losses, as well as the state loss of the authenticatighies of frames transmitted by the given host.

bit stream generator itself. At the same time, The proposed, jke other security solutions in Wireless LAN, the proposed
protocol is fully compatible with the existing frame structurgy iocol is also established on pre-shared secret key between
of IEEE 802.11. This means the proposed scheme doesf& mobile station and AP. Specifically, in our protocol, a

modify the frame structure and is compatible with legagygpile stationsS; is pre-configured a unique set of secret
devices which do not use the authentication scheme. The mgytqentials with AP:

purpose of the proposed protocol is to detect an attack in an{ Kaps
error-prone wireless environment. When the system detect re K1p_g is a shared secret key between AP afid
attack, some protection or anti-attack approaches for each YA&ch is usea to generate new seed values when the pre-
attack can be triggered. The proposed protocol identifies r\%us authentication bit stream is exhaustéd,p_s and
attack by using a statistical way and provides access contrgleHAP are two 64-bit secret seed values of a mutﬁal agreed
Data confidentir_:llity, integrity and key management.are OUtﬁgeGdo random bit stream generator, each of which is used
the scope of this paper and can be done at the higher lay§tgjirectionally. Therefore, the period of authentication bit
(e.g. IP layer). _ . _stream can be up @*. The length of seed value also could be

The rest of the paper is organized as follows. Sectiofyj,sted according to the underlying data transmission rate so
Il describes the framework of our authentication protocojyay 5 desirable seed value update interval could be achieved to
Section Il gives the details of the synchronization algorithrg, 4iq high key management overhedtyp_.5, andCs, _, 4p
and its analysis. In Section 1V, we discuss the implementatighs two random 64-bit counters, each of \;Vhich is 1a|so used
issue. In Section V, we describe the statistical method used {Qqirectionally. The counters are used for synchronization
identify the attacks and its performance evaluation in the f'réfgorithm to provide high efficient synchronization recovery
part, and then give the security analysis in the second paifryice. Note that the sequence number contained in IEEE
Finally, Section VI concludes the paper and mentions futugg)» 11 MAC header can't be used for our purpose. The reason
work. is that the counter as well as the bits in the authentication
bit stream should still advance ahead even if the frame is a
retransmitted one (In this case, there is no change in sequence
number.).

Conceptually, the proposed protocol works as follows: At

The proposed protocol provides a per-frame based 3-Hie beginning, the sender and the receiver establish a random
authentication mechanism at the MAC layer for wireledsit stream generator by using the shared seed value. The
LANs. We indicate the protocol service scope in Fig.1. Thestablished random bit stream generator continuously outputs

Overview of the proposed protocol

o SVap_s,,SVs,ap,Cap—s,,Cs,—ap},

Il. THE PROPOSEDLIGHTWEIGHT AUTHENTICATION
ProTOCOL



/IReceiver receives the data frame with 3-Bit authentication 4Abit.,, ger
Counterreceiver + + (mod264); /la 64-bit integer used to store the position information
update AU, eceiver With the next 3 bits generated by the generator
if AUsender == AUreceiver then
reply sender “ACK-success”
else
Cack = Counterreceiver (modl128); lla 7-bit integer used to store position information in ACK frame header
insert C oo i into “ACK-failure” ;
reply sender “ACK-failure’;

/ISender receives the ACK frame
if ACK == “ACK-success” then
Countersenger ++ (mod2%);
updateAUsender;
else if ACK == “ACK-failure” then
extractC 4o from “ACK-failure”;
Csender = Countersenger (mod128); /la 7-bit integer used to store position information
if Cack > Csender then
Countersender = Countersender + (Cack — Csender) (m0d264)§
update AUgepger With the next(3 - (Cacx — Csender) +¢) — th (i = 1,2, 3) bits generated by the generator
else
Countersender = Countersender + (CACK - Csender + 128) (m0d264);
update AUscpger With the next(3 - (Cacx — Csender + 128) + 1) — th (i = 1,2, 3) bits generated by the generator

TABLE Il
PSEUDO CODE OF OUR SYNCHRONIZATION ALGORITHM

3 bits as a unit each time and stores it locally. Obviously, thed different error types posed on the system synchronization.
sender and the receiver will generate the same authenticatle summarize all the possible error types in Table 1 and
bit streams and they are synchronized initially. We call thaliscuss their respective influences below.
both the sender and the receiver are at the same stajehe In IEEE 802.11, when a data frame is lost, the sender waits
same counter value and the same 3-bit authentication unitfor ACK timeout and retransmits the frame. At this point, the
When the sender is going to send a frame, it attach&gnder and the receiver's counter will not be increased. Thus,
the 3-bit authentication unit to the frame. Upon receiving the system still will be synchronous.
frame, the receiver first checks the 3-bit authentication unitWhen an invalid data frame doesn’t pass the authentication,
value in the MAC header. If the value matches that of the receiver’'s counter still increases by one and the 3-bit
receiver’s, which is independently generated by the receivaythentication unit is updated accordingly. But the ACK-
the frame is authenticated and is passed to the upper layerffilure frame would trigger a synchronization operation at
further processing. The receiver, at this time, also increaske sender side. Therefore, once the ACK-failure is correctly
its counter value by one (modul@f*) and generates a newreceived by the sender, non-synchronization will be corrected
3-bit authentication unit to replace the old one. Then tha our protocol. Note that even if the invalid data frame is due
receiver replies an ACK-success to the sender. On the contragysynchronization lost of the sender’'s random authentication
if the two value does't match, the frame will be rejecte®it stream generator itself, still the sender can recover from
and an ACK-failure will be sent after the receiver updatetie non-synchronization by using the counter value provided
its state in the same way as above. The ACK-failure franie the ACK-failure frame. In the previous schemes, if either
contains the necessary information needed by the sender tasiale lost synchronization in their random authentication bit
recovered from the non-synchronization and will trigger thetream generator, there’s no way for them to relocating the
synchronization scheme at the sender. More specifically, thght position in the authentication stream. On the other
ACK-failure frame contains the current counter value (modulaide, if the ACK-failure frame is lost, the sender will finally
128). We will describe it in details later. When the sendeiimeout and retransmit the data frame without update its state.
receives the ACK-success frame, it performs the same staieerefore, the retransmitted data frame will fail to pass the
update operation as the receiver does. If the received framgthentication the receiver again, and trigger another ACK-
is ACK-failure, it will first adjust its own counter value, failure frame. Hence, ACK-failure frame loss will result in
compute the corresponding 3-bit authentication unit, and thaon-synchronization.
retransmit the previous frame attaching the newly obtained 3-When a data frame is correctly received and authenticated,
bit authentication unit. the receiver will update its state and reply an ACK-success
An authentication failure at the receiver side implies twto the sender. If wireless error happens in the transmission
possible reasons: i) there is no synchronization between thfe ACK-success frame, the sender will not get the ACK-
sender and the receiver authentication bit pointers or ii) teccess and no state update operation is performed. Upon
sender is an illegitimate host. Due to error-prone nature tifneout, the sender will retransmit the previous data frame
wireless communications, the first reason happens frequerdhd therefore, non-synchronization occurs. Observe that even
and causes non-synchronization between the sender andifttiee system is non-synchronized, the data frame may still pass
receiver from time to time. In order to distinguish an attacthe authentication with probability 0.125, that is, the sender’s
from non-synchronization, it is important to clarify the effectsurrent 3-bit authentication unit happens to be the same as



the receiver's although their position in the authentication bit Soncr @ ‘B’ Resciver
stream is not the same.

We conclude this section by showing an overview of our | e " State i+1
proposed protocol in Fig. 2. Statei | e e 001 ] oot ]
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The synchronization scheme is a crucial component for thesaers | B~ |
efficiency of the whole system. We describe the pseudo code™ E_\$_____p93rltg[_siier?ij128
of our synchronization algorithm in Table 2. We also have the s ifzumer'zﬁsmd-lzﬁ" < ~~~~~ il
following conclusion: ~ ..@md | g Counter =39 mod 128
Lemma 1 When the system is not synchronized, the Coumer=39mod 128 |, ——— |
receiver's counter is always greater than the sender’s.
Proof: The sender's counter is allowed to increase onlfy 3. An example of synchronization operation
when sender receives ACK-success, which implies the re-
ceiver's pointer has already increased before this transmission.  paia frame control field
Note that the receiver increases its counter no matter whether g0 e1e2 &2 &4 B7 83 B9 810 B11 B12 B13 B14 B1S
the received data frame passed the authentication or not. Thus, ‘ ‘ 1 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
in all the cases, the receiver’s counter always advances earlier Proocol  Type Swwpe To. From MF oy Pr O WeP orcer
than the sender’s. Then, when the ACK fails to arrive at the .
sender, this causes non-synchronization and makes the sender's oo o o e o0 o1t 512 15 518 516

pointer one lower than the receiver’s.

Lemma 2 When non-synchronization is detected by the
receiver, it takes exact one round for the system to regain
synchronization if only the ACK-failure frame is correctIyFig. 4
received by the sender.

Proof: As specified inLemma 1, the receiver’'s counter is

always greater than the sender's. Thus, when the sender ge%e first discuss how to insert the 3-bit authentication unit to

the cguntter]r vg_l#e from Lhe ACK—fallure frame, it can dea‘egll,Yhe MAC header without interfering with the current settings
examine the i erence gtween the two COW“erS and adjy tutilizing the redundant bits in thErame Controlfield as
the 3-bit authentication unit to the correct position. The systefdl ..o in Fig.4. More specifically, we can use the following
is thus regain synchronized. Also note that due to the limited ... 53 B4 and B14. We know thaype has 2 bits and

redundant space in the header of the MAC control frame, oNNcludes 4 possible types: 00 for management frame, 01 for
a 7-bit counter value could be sent to the sender via AC&) '

o trol frame, 10 for data frame and 11 is reserved. We
frame. Therefore, the above conclusion is safely drawn basaﬂé:) know that theSubtypefield consists of 4 bits, and for
on the assumption that the difference of the two counter val '

) - L Y¥Sta frame type, only 3 of them are used to defined the
s less th_anz = 128, Wh'Ch implies that there are less thaq:orresponding subtypes and the remaining values 1000-1111
128 con.tlnuous ACK-failure frame I_OSS'_ are reserved. It is easy to observe that a data frame type can be
We give an concrete example in Fig. 3. The system 5,q iudged by bit B2 only, and its corresponding subtypes
non-synchronized at first. Because the authentication uplf, pe judged by the last 3 bits. Therefore, the bits B3 and B4
happens .to *?e the Same, the receiver fail tp detect the N@R, can be used to insert the authentication information. Also
synchronization at the first round. We also find that once thg. \wEp it can be used for insert another authentication bit
receiver detects the non-synchronization, the sender will ad%%tcause the proposed scheme is aimed to replace WEP.
its counter value and corresponding 3-bit authentication unitWhen the ACK-failure frame is sent, we need to insert

imm_ediately as long as the ACK-failure frame is correctl)?_bit counter value to the frame. As shown in Fig.4, seven
received by the sender. corresponding bits are chosen based on the structure of the

In r? ase tr][?t thte ?Ft?ﬁ ntlr::atlton bit generatct)r It?]ses 'rESIStEE)me control field of the control frame. It is known that the
synchronization 1ise€fl, the host can regenerate the WNole Bl e 7 pits in the control frame are simply set to be 0. We

stream and relocate the right position in the authentication mtake use of these 7 bits to convey the position information to
stream according to the value of the stored local counter. the sender

Protocol  Type Subtype To From MF Retry Pwr MD WEP Order
Version DS DS Mgt

Adaption of frame format to the proposed protocol

IV. IMPLEMENTATION OF THE PROPOSED PROTOCOL
) ] . ) ] ) V. ANALYSIS OF THE PROPOSED PROTOCOL
In this section, we describe the implementation details of

the proposed protocol. As we mentioned before, our protocolln this section, we first use a statistical method to analyze
is fully compatible with current IEEE 802.11 frame structuréhe performance of the proposed protocol and then discuss its
[2]. security property in the following subsection.



A. Performance analysis of the proposed protocol w1 j
We use a statistical method to analyze the attack detection o2 e
ability of the proposed protocol. The proposed protocol detects el A
a potential attack by continuously checking the received frame N / i/
sequence. £os {
From the protocol description we can easily find that to Wl I By -j/:::g:gggs
forge a valid single frame, an attacker need to provide a right NI Vivae A —~baom | |
3-bit value, the probability of which i873 = 0.125. It is easy 004 3 —f—=p—t LU

to show that in a perfect channel without any loss, an attacker : : ° * °

has a probability o273 to successfully cheat the receiver,

given the authentication window size af. However, in the Fig. 5. Probability to detect an attacker with= 1 ~ 10, w = 10
error-prone wireless communication environment, the reason

of a data frame, which is fail to pass the authentication, may 1o
due to the non-synchronization between the sender and the |
receiver caused by frame losses. Hence, we need a statistical
method to be using by the receiver to efficiently detect the
potential attacks with high probability. We have the following
theorem.

Theorem 1 In the proposed protocol, given the conditions
that i)thepriori probability of a sender to be an attacker is 0.5,
i.e, Pr(A) = Pr(L)(A = attacker, L = legal host); ii)the
receiver's authentication window size is set to de iii)the s
number of data frames that fail to pass the authentication at B )
the receiver side within the last frames, iss; iv) the bit error F9- 8- Probability to detect an attacker with=1 ~ 15, w = 15
ratio (BER) of the given wireless channelzisthe probability
of the sender to be an attacker is given by
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0.125%*0.875° r=l-0-p7"
0.125%~50.875° 4 pl12(w=s) (1 — pl12)s’ Proof: Given the probability of any bit being in error js
then the probability of an n-bit frame being received entirely
correctly is(1 — p)™. We know that the length of the control
frame in IEEE 802.11 is 14 bytesge., 112 bits. Hence, we
Igbtain the above result.
Proof of Theorem 1
According to Bayer's formula, we have

Pr(Alw,s) =

wherep =1 — p.

Before proceeding to prov&heorem 1, we first prove
Lemma 3 andLemma 4.

Lemma 3: In the proposed protocol, whenever one AC
frame is lost, exactly one invalid data frame will fail to pass
the authentication at the receiver side. If more ACK frames are
lost no matter whether they are continuous or not, the exactly
the same number of invalid data frames will fail to pass the Pr(Alw, ) = Pr(w, s|A)Pr(A)
authentication at the receiver side. ’ Pr(w, s|A)Pr(A) + Pr(w, s|L)Pr(L)

Proof: In the proposed protocol, whenever a ACK-success
frame is lost, exactly one data frame subsequently sent by _ Pr(w, s|A)
the sender will contain an invalid 3-bit authentication unit ~ Pr(w,s|A) + Pr(w,s|L)’
ar_1d thus fail to pass the authentlca}non. The triggered ACK'We first consider Pr(w, s|A): Because the illegitimate
failure frame sent by the receiver will help the sender correct , o .
itself and regain synchronized with the sender immediateFender.(.:ant Comp“‘e the secret authe'nt|cat|on t."t stream, the

. ; . robability for him to generate a valid frame is 0.125 as
therefore, no more invalid frame will be sent by the send iscussed above. Hence. we have
Once the ACK-failure frame is lost, another invalid data ’ ’
frame will be sent to the receiver because of the system non- w wes s
synchronization. If the ACK-failure frames continue to be Pr(w, s|4) = Cy,_,0.125*7°(0.875)°.

lost, exactly the same number of the invalid data frames will eyt we considePr (w, s|L): In lemma 3 we have proved
triggered at the sender side. Ultimately, once one ACK-failutgat the number of invalid data frames is equal to that of the
frame arrives at the sender successfully, the system regaii§ Ack frames. Hence. we haver(w, s|L) = Pr(w, m|L)
synchronized immediately and no more invalid data frame wil\nere represents the number of the lost ACK frames. Let

be generated. The above property holds because the propqeedack frame loss rate be. It is easy to calculate
synchronization algorithm takes exactly one round for both the

sender and the receiver to return to the synchronization state. Pr(w,m|L) = C¥rs(1 — r)@=s
Lemma 4 If the given wireless channel has a BER gf ’ 8 '
the ACK frame loss rate of the given channel is given by By combing above three equations, we can easily have




B. Security analysis of the proposed protocol

0.125%~50.875% The proposed protocol provides a high efficient identity

Pr(Alw,s) = 0.125%50.875° + (1 — r)w—=" authenticgtion scheme in terms of .both comm_unication and

_ _ _ computation for IEEE 802.11. It's major purpose is to detect an

Finally, by applyingLemma 4, we obtain that attack, and it offers a statistical way to identify the origin of the
data frame for the purpose of access control. In [1], the authors

w—s s identified four types of potential attacks against this type of

0.125*7°0.875 . . . .

Pr(Alw,s) = 01257—50.875° & I 2w—s)(] _5112)s" protocols: Denial-of-service attack, overwrite attack, Man-in-
: : TP 1-p") the-middle attack, and authentication bits guessing attack. By
wherep =1 — p. basically a same discussion as in [1], we can have the same
Hence, we complete the proof @heorem 1 conclusion that the proposed protocol is immune to above four

Fig.5 and Fig.6 show the performance of the proposdgPes of attacks.
scheme. We can find that when the wireless channel BERONe point addressed here is that one may argue that as
p is relatively high, it is hard to distinguish an attack fron® type of Man-in-the-middle attack, an attacker may forge a
non-synchronization between the sender and the receiver. Faid data frame simply by modifying the payload field, while
example, wherp = 0.01 (Note that generally, the BER of akeeping the other part untouched, and in this case the attacker
wireless channel is no larger than 0.0001 [9].), the successfiy aim to steal the bandwidth from the legal sender or insert
rate to correctly transmit a ACK frame is near to zero, that if)e content into the frame as desired by the attacker itself.
the ACK frame loss rate is near to 1. Note that the numbbpwever, the kind of attack would not succeed. If the attacker
of ACK frame loss equals to that of invalid data frameds trying to steal the bandwidth, the legal host will not advance
Therefore, it's very hard to detect an attacker, because tRethe identity authentication stream and send new TCP data
sender itself is sending invalid frames with a probability nef@ackets due to the nature of the absence of TCP response
to 1. However, ag decreasesy itis becoming more and mo@aCketS. If the attacker’s goal is the later one, it can be eaSin
easier to detect an attack. Also we can find that whemptise Prohibited by the message integrity protection method adopted
lower than 0.001, an attack can be identified with a probabiliif the high layerd.g, IPsec at network layer). We have pointed
larger than 0.95, when the number of invalid fransds large Out at the beginning of this paper that it is beyond the scope
than half of the authentication window size Further, when ©f this paper.
p is relatively low, it is very easy to detect an attack in the
proposed protocol. For instance, we can identify an attack with VI. CONCLUSION

confidence larger than 0.95, when= 4 andw - 15: . In this paper, an enhanced lightweight identity authentica-
_More generally, when the attached authentication unit is i, hrotocol for access control in IEEE 802.11 networks are
bits and thepriori probability of a sender to be a illegitimate, osented. The proposed protocol is nicely integrated with the
host isz(0 < « < 1), similarly we haveTheorem 2 _ current MAC frame structure and takes the most advantage of
Theorem 2 In the proposed protocol, given the conditiongne requndancy bits inside the MAC frame header to convey
that i) Pr(A) = z and Pr(L) = 1 — z; ii)the receivers ihe guthentication information, as well as the synchronization
authentication window size is set to e iiijthe number of itormation in case of synchronization loss happening. A much
data frames that fail to pass the authentication at the receiggre efficient and fault-tolerant synchronization algorithm is
side within the lastv frames, iss(0 < s < w); iv) the biterror - given at the same time, which significantly improved the
ratio (BER) of the given wireless channel jg0 < p < 1);  performance of the proposed protocol as compared to the
v)the authentication unit cpnt::_umsblts, the probability of the previous ones. The proposed protocol is highly effective as
sender to be an attacker is given by evaluated via a thorough mathematical analysis. A quantitive

Pr(Alw,s) = attack detection framework is also established based on the

evaluation result. Finally, the proposed protocol is well suited

an(sfw)(]_ 72%)5 in_ a_wirelezs constrair_led envi[]onrgent for_if[s Iowlcommu-I

= — — - — ) nication and computation overheads, requiring only severa
22071 = 27)° 4 (1= a)pt 2T (1= ) additional bits (Iesps than 8) for transmissci{on a%d ra}rlldom bit
wherep =1 — p. generating operation. As for the future work, we would like to

Hence, a highly effective attack detection framework can teplement the proposed protocol into the real wireless network
established based dfheorem 2 We can efficiently evaluate system to further evaluate it.

a potential attack as a function ef x, w, s and p. Among
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