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Abstract— The services on the Internet were previously focused on the server-oriented system,
but recently changed into a kind of distributed computing, peer-to-peer (simply P2P) systems which
can be applied to instant messaging, collaborate computing, etc. Like a real face-to-face trust rela-
tionship, each peer with complicated trust relationship faced complex security problems. Especially,
an authentication problem among peers will be an important issue. Although P2P network must
not only provide pseudonymity but also satisfy strong authentication in case that a peer does busi-
ness transaction with another one, most of current P2P services just adopt a weak authentication
method using pseudonym and password. In this paper, we propose an Adaptive Authentication Proto-
col based on Reputation(AAPR) which can satisfy requirements ranging from pseudonymity to strong
authentication based on certificate. Also we consider the context—dependent reputation concept and
the minimization of certificate issuing cost by using different type of certificate under the concept of

zero-dollar cost certificate if required.
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1 Introduction

These days, the Internet exhibits three valuable char-
acteristics. Compared with the environment of the In-
ternet for previous years, it is rapidly growing in terms
of the amount of information exchanged, the capacity
of bandwidth and the power of computing resource.
First of all, massive information is flowing via network.
Second, the network bandwidth is increasing. Lastly,
the power of computing resources are growing. So the
Internet needs a new paradigm, that is different from
existing one such as server oriented paradigm, which
can handle three characteristics well.

A new peer-to-peer (simply P2P) system has been
attracted a focus of public attention. The services
on the Internet were previously focused on the server-
oriented system, but recently changed into a kind of
distributed computing, P2P systems which can be ap-
plied to instant messaging, collaborate computing, etc.
SETI@home[23] have empowered millions of users to
contribute their computing powers to work on a com-
mon computational analysis. An instant messaging ser-
vices have enabled users to communicate and collabo-
rate instantly with their peers on the Internet or the
intranet. And a file sharing service embodied by appli-
cations like Napster[19], Gnutella[11], etc. has offered
a compelling and intuitive way for the Internet users
to find and share resources directly with others. A
peer can have both client and server processes at the
same time. The P2P computing[21] is direct sharing
of computing resources and services between peers in
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arbitrary network. Such a P2P computing can be cate-
gorized largely into pure P2P and hybrid P2P[20]. The
former is that all peers have the same capability and re-
sponsibility to build symmetric communications. The
latter is that some servers can facilitate the interaction
between the peers even if they perform the interaction
directly.

Most of current P2P services have security prob-
lems which play an obstacle to practical use. Like
a real face-to-face trust relationship, each peer which
has a complicated trust relationship is entangled in
complex security problems. Especially, an authenti-
cation problem among peers will be an important is-
sue. Although P2P network must not only provide
pseudonymity but also satisfy with strong authentica-
tion in case that a peer does business transaction with
another one, most of current P2P services just adopt
a weak authentication method using pseudonym and
password[19, 15, 14, 18, 1] or does not support any
authentication[23, 11, 8, 16]. Furthermore, the Groove
Network[12] provides public key based strong authen-
tication mechanism. However, this mechanism both
needs a central server that provides directory service
for retrieving user’s public key every time and does not
have a legal force that can control and settle a dispute.
Even if Dietrich et al. [9] proposed a strong authen-
tication mechanism and a reputation management for
P2P system, they did not cope with server oriented
paradigm and also did not support pseudonymity and
minimizing the cost of issuing certificate.

Therefore, those are not suitable to serious P2P com-
mercial transaction which can occur in the near future
such as exchanging valuable information of knowledge,



applying e-commerce, etc. And also those do not sat-
isfy requirements like pseudonymity which are required
in trivial services.

In this paper, we propose an adaptive authentication
protocol based on reputation(AAPR) which can sat-
isfy requirements ranging from pseudonymity to strong
authentication based on certificate without particular
server. Also we consider the context—dependent repu-
tation concept and minimizing the cost of issuing cer-
tificate due to use different type of certificate used un-
der the concept of zero-dollar cost certificate if required.
The zero-dollar cost certificate does not need a price
which imposes the cost on issuing certificate by a legal
Certificate Authority(CA) except for the cost of pro-
cessing power which is necessary in the time for gener-
ating and signing certificate.

This paper is organized as follows: In Section 2, we
briefly introduce the concept of P2P system including
trust, a secure multicast technique for requesting infor-
mation from arbitrary peers and previous works. Sec-
tion 3 describes the requirements for P2P system au-
thentication and proposed protocol. We compare au-
thentication protocols in Section 4 and finally conclud-
ing remarks and future work will be made in Section
5.

2 Preliminaries

2.1 Related Works

2.1.1 P2P system and Trust

A P2P system is different from the traditional client-
server model because the peers work as both clients and
servers as stated before. While they can request infor-
mation to other servers, they also simultaneously have
performed the operation of servers and responded to
requests for information from other clients. The value
of network increases gradually as the number of joining
peer grows because it not only takes resources and ser-
vices from a source, but it also has the ability to share
that resources and services with other sources. These
resources and services include the transaction of pay-
ment, the exchange of information, the sharing process-
ing cycles, the sharing files, etc. The P2P computing
has an additional feature that is allowing systems to
have temporary associations with one another; having
groups of things come to join and be active for a while,
and then separate.

Such a P2P system can be categorized largely into
pure and hybrid P2P system. The pure P2P shares
the data and the resource in equal condition without
central server. It dynamically discovers other peers
on arbitrary network and interacts with each of them
for sending and receiving content. Gnutella[11] and
Freenet[10] are typical examples. On the other hand,
the hybrid P2P has a central server which has a role
about controlling and mediating the peers, but the
peers communicate directly each other. Napster[19] is
a well-known example of hybrid P2P.

In order to protect “the tragedy of the commons”[13]
that also can be applied in digital resources, the authors
[7] suggested how the accountability can be achieved by

utilizing micropayments and reputations in P2P sys-
tems. Accountability measures based on micropay-
ments require that each party offer something of value
in exchanging information. Such micropayments can
be categorized into nonfungible and fungible micropay-
ments. The former does not purchase a real price, how-
ever it pays a proof of work(POW), showing that a peer
performed some computationally difficult problem; a
price via processing in other words. The latter uses
commonly a digital cash which can offer a real cash in
an exchange. Both of these schemes may be used to
protect against resource allocation attacks. For select-
ing a trustworthy peer, the P2P systems can employ
the concept of reputation to ensuring accountability.
The advantage of applying the concept of reputation
in authentication is to avoid dangerous peer and pun-
ish/reward via network. The previous proposal[2]show
how reputations and trusts can be adopted in virtual
communities which is like P2P communities. Moreover,
the JXTA[4] which is to establish such a decentralized
trust model and to build a recommendation system
from SUN Microsystems and a white paper[17] from
OpenPrivacy.org provides a P2P framework for build-
ing intercommunicating systems using opinion accumu-
lation based on the concept of reputation. But these
works related in reputation concept take an initial step
for designing system.

2.1.2

Canetti et al.[5] presented solutions to the authenti-
cation problem based on Message Authentication Code
(MAC) with shared key mechanism which can be re-
garded as middle-solution between traditional MAC
and digital signature. This multicast authentication
scheme for a single source can be adopted effectively
into transmitting recommendation messages from a peer
requester to other peer who has connected in the same
community with the set of keys.

Secure multicasting

2.2 Previous Works

In this subsection, we describe various authentication
mechanisms for using P2P system till now. But we ig-
nore some typical P2P services such as [10, 6, 24] in here
because those services concentrate on providing anony-
mous publishing called as censorship—resistant publish-
ing system not authentication mechanism.

There are a number of well-known products avail-
able that permit insecure file and resource sharing in
P2P. Gnutella[11], which is famous in audio file shar-
ing, identifies a peer with IP address and pseudonym.
Kazza[16] and e-Donkey[8] are a software program for
sharing any files by identifying each other with their
pseudonyms. SETI@Home[23] is typical example of
CPU sharing system that also uses pseudonym and IP
address for processing the signal.

Napster[19]-like services allow peers to use a central
discovery and lookup server to find the location of audio
files that can directly be downloaded from other peers.
In Napster, weak authentication is supported by user’s
pseudonym and password. Instant messengers[15, 14,
18, 1],that are widely spread for direct communication



on the Internet, also use the password—based authenti-
cation.

To provide strong authentication, called challenge—
response authentication scheme is utilized into P2P
system. The authentication of Groove[12] has two dif-
ferent purposes. One is that their scheme binds users
to their electronic identities, and the other is that link
actions; such as modification to file, chat message and
keystroke to electronic identities. In order to maintain
multiple keys, the public/private key pairs are encap-
sulated in XML tag. The authors of FL02[9] proposed
a solution of strong authentication based on reputation
management system with PKI. They consider context—
dependent feedback gathered in questionnaires.

As mentioned before, current P2P services apply three
types for authentication. But all of those authentica-
tion mechanisms cannot satisfy various services from
file sharing to electronic commerce(EC), also cannot
provide the concept of reputation to ensure account-
ability among peers. Therefore, P2P system needs an
adaptive authentication protocol which can accept var-
ious services and adopt the concept of reputation.

To the best of our knowledge, there is no relevant au-
thentication mechanism which satisfies considering rep-
utation, providing pseudonymity, guaranteeing strong
authentication and minimizing the cost of issuing cer-
tificate. So we propose an authentication protocol in
the next Section.

3 Proposed Scheme

3.1 Requirements

The requirements of authentication protocol in P2P
systems satisfied from pseudonymity to strong authen-
tication to be listed as follows:

R1. Pseudonymity : The purpose of most P2P sys-
tem is that a peer can easily subscribe, leave and
access contents. In a trivial information transac-
tion, a peer might want to hide their information
with pseudonym. So authentication for P2P must
satisfy this requirement.

R2. Strong authentication: The authentication be-
tween each peer must provide cryptographically
strong mechanism to support commercial trans-
action. It must protect transaction between peers
from possible attack, such as man-in-the-middle
attack.

R3. Reputation : To ensure accountability on P2P
network, the concept of reputation must be in-
stalled.

R4. Community authenticity : Each community mem-
ber can recognize whether a message was sent by
a community member.

R5. Guarantee : After executing serious commercial
transaction between peers, this transaction can
be pending in the court if it was wrong. So the
requirement of a legal force that can control and
settle a dispute is required. It can be achieved

by a formal certificate that is guaranteed by legal
CA.

R6. Flexibility : It is possible to easily adopt into any
P2P systems either pure or hybrid system.

R7. Cost effectiveness : The formal certificate is-
sued by CA needs the issuing cost. If a peer is
enough to trust like family, we can request only
self-signed certificate. This self-signed certificate
need not extra cost.

3.2 Owur Scheme

The first step of our scheme is to start negotiation
to decide selective property such that pseudonymity or
strong authentication. For supporting the decision of
selective condition, the extra message field is required.
This field can contain two types of operation that sat-
isfy conditions. And then it proceeds to the next step
of protocol according to the above selective condition.
This step consists of two protocols; Guest and Mem-
ber protocol. In Guest protocol, strong authentication
scheme is ignored in order to support pseudonymity
that is possible through Gnutella—like authentication
using pseudonym. In Member protocol, the strong mu-
tual authentication will be executed based on the result
of trust value calculation. By using trust value, we can
select the relevant certificate. Detailed operation of our
scheme will be described in protocol actions.

The protocol of the proposed scheme works as fol-
lows:

Protocol. Adaptive Authentication Protocol based
on Reputation (AAPR)

SUMMARY : A peer a sends a peer [ one message
that include extra selective field and 0 responds along
the property of the selective field. After § requests
recommendation to the remaining peers in the same
community, the remaining peers respond recommenda-
tion results. Then (3 calculates the trust value of «
from received recommendations. Using variant certifi-
cate appropriate for the trust value, authentication and
key establishment are performed. After o and (3 finish
the communication, o and (3 adjust their trust value
respectively.

RESULT : (According to user’s choice)

1. The pseudonym-based weak authentication be-
tween peers.

2. Mutually strong peer authentication and time-
variant session key transport with key authenti-
cation using different source of certificate based
on trustworthy.

Notation.

The notations of our scheme are summarized in Table
1.

System setup.

1. A peer chooses given two operations which is a
value of selective fields; selg or sely;.



Table 1: Notations

CK,
MAC(CK,m)
certy

Fcert

Icert

Scert
‘/{certz}

peer(identity) x € {«, 3,T'},

where I' = {v1,..., "W},

v #£aand v, £ B fori=1,2,... n.
z sends one message to y or Y.

x’s public key encryption to message m.

x’s private key signature to message m.
random numbers of x.

x’s session key.

set of community keys, where

CK ={CK;,CK,,...,CK;}.

z’s subset of CK = CK, Cc CK.
keyed Message Authentication Code.
x’s certificate.

formal certificate issued by legal CA.
informal certificate issued by service
provider or super peer node.
self-signed certificate.

selected z’s certificate.

seld|
selyl
permity

refuse
’I‘GQ{m}
Cpr

selective message for Guest protocol.
selective message for Member protocol.
allow x to communicate with
pseudonym-—based authentication.
refuse communication.

request the message m.

critical business transaction.

R;

x|

—

T,

T,
com(x)

the range of trust, where

Rmfm S R,’ S Rmam for i = 1,2,...,7’L
R.in = R; =total distrust,

Rinax = R, =complete trust.

trust value, where 0 < V; <1
fori=1,2,...,n.

weight factor of category,

where 0 < We < 1.

the vector of trust value of x

(requestor 1D, category, target 1D, V).

2_“; from v, € T fori=1,2,...,n.
calculated total trust value of x.

2. Each peer has its public/private key pair for en-
cryption and signature.

3. Existing peers on same community share their
key previously.

4. Each peer has the trust value of others within
specific category(context).

5. Each peer has own initial weight factor of in-
clination toward optimistic, intermediate or pes-
simistic. This factor is used for initiating rela-
tionship with new peer.

6. Each peer has the table of recommendation for
others. It consists of category(context), the weight
factor of category(W¢) and recommendation vec-
tor as shown in Table 2.

Protocol messages.
e Guest protocol:

a— [ selg,a (1)

Table 2: Example of recommendation table

Category 'Weight| Recommendation vector
(Context) (We) | {( trust value, target ID), ...}
MP3FileRead| 1.0 | {(0.9, Lee), (1.0, Kim), ...}
MP3FileWritg 0.8 | {(0.8, Bob), (0.95, Alice), ......
8 — «: permity (2)

e Member protocol:

a— B:sely,a (3)

B—T: req{ﬁ}| [MAC’(CKg, req{ﬁ})] (4)

P B: Tonl [MAC(CK,, o) (5)

B:  Computing trust at (13). (6)

8 — a:refuse if com(a) < Ry (7)

reqir,.,.y if Ri < com(a)< Ry or Cpr

reqqr..,..y if Ro < com(a) < R3
reqs..,.y if R3 < com(a) < Ry

Let DOé = (Tozaﬂa PB(KQ))aDﬂ = (rﬁvaaTavpa(Kﬁ))'

a—3: ‘/{certa}a Do, So(Dy) (8)
B—a: Viertyy, Dg, Sp(Dp) (9)
a—pf: (rsf),S(rs 0) (10)

a,f:  Adjusting trust value (11)

Computing trust.

In order to calculate total trust value of a target peer,
we have adopted and modified the probabilistic com-
puting method used in [3]. But any computing method
can be applied into our scheme to support flexibility.
R,naz, which can be expanded to any range, the maxi-
mum trust value means that 3 trusts o completely. If
a peer can define the range, such as selecting from bad,
middle and good, then the value of R, is 3.

e Simple model
Let the recommendation(indirect) trust value is
Vi where ao = ... = v (= : indirect trust), and
the direct trust value is Vo where v1 — (§ (—
direct trust). Then, the trust value of o =
...= 71 — [ with considering the weight factor
of category W, is

com(a) = Rpae{1 — (1 — We - Vo)Ve¥1} (12)

e Generalized model
When a peer requests recommendation to others,
multiple recommendation for single target peer
can be arrived. All direct and indirect recom-
mendations in same category have to combine in
one value. If for each 1 < i < m, there are n; dis-
tinct paths from « to § with edge v; — 3, with



direct trust values V;1,...,Vi,,, then combined
total trust value with W¢ is

com(a) = Ruaz: H H (1-=We Vi)

(13)

Protocol actions.

A peer who wants to connect with other peer select
initial field from given two operation selq and sely; for
negotiate to decide Guest or Member protocol such that
satisfies the following conditions: “strong authentica-
tion is not required or required”. If an initiator peer
« chooses selg and sends identifier «v in step (1), then
0 sends permit, in step (2). And then « and 3 can
communicate with each other. However, it does not
influence their reputations.

If an initiator peer a chooses sely; and sends iden-
tifier in step (3), then [ requests context—dependent
trust vector of o to I' in same community on step (4).
After [ receives the trust vector from I' at step (5),
B performs the calculation of trust value in step (6).
[ determines which certificate is required. And it can
request appropriate certificate or refuse all communi-
cation in step (7). If com(a) < Ry which means total
trust value of « less than the degree of total distrust,
then [ refuses all communication. If Ry < com(a) <
Ry or Cpr message enabled by £, § cannot trust «
and so requests a formal certificate issued by legal CA.
Ry < com(a) < R3 means that § has a middle trust-
worthy to a. [ requests informal certificate which is
issued from super peer node or control server. The su-
per peer means the leader peer of the community, and
the control server represents a kind of server which is
managed by a specific P2P service provider. When the
trust value meets a condition like R3 < com(a) < Ry,
0 trusts sufficiently « like trust relationship between
family. So [ requests self-signed certificate to a. Of
course, the range of trust value from R; to R4 can be
decided by (.

Before step (8), the peer a generates random num-
ber r, and obtains a session key K, and then sends
Vicerto}:Da and So(Dy) to 3. The peer 3 verifies the
authenticity of Vicere,y, extracts a’s signature public
key, and verifies a’s signature on the data D,. § then
checks the identifier and r, in message of step (8).
Then  also generates rz and sends message of step (9)
to a. The peer « carries out actions analogous to those
carried out by 3. If all checks succeed, o declares the
authentication of 3 successful, sends message of step
(10) for verification, and saves key Kg. After receiving
the message, (3 verifies it. If all checks are passed, 3
declares the authentication of « to be successful, de-
crypts K, using its private key, and saves this shared
key. Now o and 8 communicate with each other using
session—key.

After completing all communication between « and
0, they adjust their trust value respectively. Finally,
they insert the trust value of other party into their
recommendation table.

4 Comparison

In this Section, we compare AAPR with others. The
comparison is performed whether satisfy the require-
ments from R1 to R7 for P2P authentication or not.

A challenge-response strong authentication based on
certificate, which is self-signed or trusted introducer—
signed who has no legal force, is provided by using di-
rectly PGP[25] in P2P authentication. And it can be
easily adopted in any P2P system because of its flexi-
ble trust model called “web of trust”. So, this scheme
supports R2, R6 and R7, but does not support R4 and
R5. And it partially support R1 and RS3 because of fol-
lowing two reasons. First, if peer can register different
e—mail address, then he can manipulate the key pairs
that is generated from an identifier(like pseudonym)
and e-mail address of peer. Second, to build a key—
ring for trust, the trusted PGP users introduce others
but it provides only restrict reputation mechanism.

We can apply directly into existing P2P system that
the authentication can utilize PKI[22] which the certifi-
cate is issued by a legal trustworthy CA. This scheme
satisfies R2 and R5. However, the restrict properties
like satisfying legal force, existing TTP(Trusted Third
Party), paying cost for issuing formal certificate, etc.
is the reason that PKI cannot support R1, R3, R4, R6
and R7.

Four requirements(R2, R4, R6, R7) are provided
with the attributes of Groove network. Because this
system support rigorous authentication in specific net-
work for the environment of collaborating work, it does
not achieve R1. Also this system neither has legal
force nor the concept of reputation. So, two require-
ments(R3, R5) is not accomplished.

Although the FLO02 is designed originally for P2P
system with the concept of reputation, it just satisfy
two requirements(R2, R3).

Our proposed scheme supports all requirements: R1
is achieved by using selective field which can permit
restrict power in Guest protocol. 1If a critical busi-
ness occurs or not enough to trust a peer, we request
formal certificate to the peer(R5). Our scheme pro-
vides certificate-based strong authentication(R2), so
we meet security from possible attacks like replay, man—
in—the middle attack, etc. R4 is accomplished by us-
ing secure multicasting mechanism. Nevertheless our
scheme does not need particular server, it can perform
well with any server. Because a hybrid P2P is subset
of a pure P2P(R6). We adopt the concept of reputa-
tion to choose safe peer(R3) and use variant certificate
to minimize the cost of certificate(R7). The result of
comparison is summarized in Table 3. In this table,
symbols : (), A and x that means the degree of sup-
porting the component of requirements by each corre-
sponding scheme : support, partially support and no
support, respectively.

5 Concluding Remarks and Future Work

The P2P computing can be applied to large scale
network for sharing information and resource over a
network, which has never seen before. Although this



Table 3: The comparison of authentication for P2P

PGP | PKI | Groove[12] | FL02[9] | AAPR
R1 A X X X O
k2| O | O O O @)
R3 A X X O O
R4 X X O X O
R5 X O X X O
R6 O X O X O
R7| O | x O x O

enables rapid progress because of its pseudonymity, the
lack of security of P2P system makes them less attrac-
tive. As well there is no mutual authentication pro-
tocol considering pseudonymity, the concept of repu-
tation and the effectiveness of certificate issuing cost.
Hence, we proposed an adaptive authentication pro-
tocol based on reputation for P2P system that satis-
fies the requirements. Moreover, we also consider the
context—dependent reputation concept for ensuring ac-
countability and propose briefly the method of comput-
ing trust among peers that present the way to select
variant certificate from a standard certificate issued by
legal CA to a flexible self-signed certificate issued by
peer itself. We can conclude that our scheme may solve
most of the authentication problems in any type of P2P
systems which can be either pure or hybrid one.

In order to enhance our scheme, the part of trust
measurement and calculation must be extended to be
more formalized and defined. And also bootstrapping
which called as the first initial step of trust relationship
is one of open problems.
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