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Abstract We propose a tracing scheme of e-cash which has not only fair tracing ability but also
lower computational complexity for comparisons. Many other protocols allow optimistic fair tracing
which means that illegal tracing can be found after tracing and depositing in bank. But in this scheme,
illegal tracing done by bank alone is impossible. We propose a marking mechanism based on a variant
of an Okamoto-Schnorr blind signature and Verifiable Secret Sharing scheme. And we put a merchant in
this protocol instead of Trustees. This scheme is able to defend against blackmailing, kidnapping, bank
robbery and money laundering.

1 Introduction

As the core to realizing the electronic com-
merce, the electronic cash(e-cash) demand will
increase. In e-cash system, a customer with-
draws electronic coins from bank and pays the
coins to a merchant in the off-line manner. Fi-
nally, the merchant deposits the paid coins to
the bank.

To protect the privacy of customers, each
payment should be anonymous and it can be
achieved by blind signature. However von Solms
and Naccache [vSN92] have shown that un-
conditional anonymity may be misused for un-
traceable blackmailing of customers, which is
also called perfect crime. Furthermore, uncon-
ditional anonymity makes ease money launder-
ing, illegal purchase, and bank robbery. Due
to these anonymity related problems, tracing
of payment systems with revokable anonymity
[SPC95, DFTY97] have been invented.

There are two types of tracing mechanism:
Coin tracing and Owner tracing. This mecha-
nism of e-cash is better feature compared with
physical cash. Because coin and owner trac-
ing is almost impossible in the real world. But
these two tracing mechanisms have one com-
mon problem, called the fair-tracing-problem:
No one is able to control the legal usage of trac-

ing, leading to the possibility of illegal tracing.
Kügler and Vogt proposed a new kind of

tracing mechanism [KV01] which guarantees
stronger privacy than any other known ap-
proaches, although their fair coin tracing can
be carried out by the bank without any help of
trusted third parties. They called their withdrawal-
based scheme as optimistic fair tracing, which
means that the decision whether the coins should
be traceable or not must be made at their
withdrawal. This protocol cannot prevent il-
legal tracing, but can detect it afterwards by
the traced person. If it turns out to be ille-
gal, then he can prove it to a judge and the
tracer(bank) will be prosecuted.

In this paper, however, we propose a withdrawal-
based real fair tracing and show that it has an
enhanced computational complexity.

2 Related Works

2.1 KV-Scheme

Kügler and Vogt [KV01] proposed a marking
mechanism based on a variant of an Okamoto-
Schnorr Blind Signature [Oka92] in combina-
tion with a Chaum-van Antwerpen undeniable
signature [Cha90].



2.1.1 Notations

p and q are large primes such that q|(p− 1).

g1, g2, and g3 are elements of Z∗p of order q.

(s1, s2) ∈R Zq is the private key of the bank
for blind signature.

v = gs1
1 gs2

2 (mod p) is the public key of the
bank for blind signature.

x ∈R Zq is the private key of the bank for
undeniable signature.

y = gx
3 (mod p) is the public key of the bank

for undeniable signature.

2.1.2 Protocol

Customer Bank

Once per withdrawal:

r ∈R Z∗q
α = gr

2(mod p)

ω = αx(mod p)
x can be a mark

¾α, ωFor every coin:

α′ = αδ(mod p)

ω′ = ωδ(mod p)

(k1, k2) ∈R Zq

a = gk1
1 αk2(mod p)¾ a(β1, β2, γ) ∈R Zq

a′ = agβ1
1 α′β2vγ

c′ = H(m, α′, a′)
c = c′ − γ(mod q) -c S1 = k1 − cs1(mod q)

S2 = k2 − cs2r
−1(mod q)

which are satisfying
a = gS1

1 αS2vc(mod p)
¾S1, S2

S′1 = S1 + β1(mod q)

S′2 = δ−1S2 + β2(mod q)

a′
?
= gS1

′
1 α′S2

′
vc′(mod p)

coin:(m, c′, S′1, S
′
2, α

′, ω′)

Figure 1: KV-scheme of fair tracing

1. Once per withdrawal, Bank selects r ∈R
Z∗q , and makes a new random genera-
tor α = gr

2(mod p), undeniable signature
ω = αx(mod p). Then send α and ω to
Customer.

2. Customer blinds the value α and ω. For
every coin, he selects δ ∈R Z∗q and cal-
culates α′ = αδ (mod p),
ω′ = ωδ = αxδ = α′x (mod p).

3. Okamoto-Schnorr Blind Signature is started
with the value g1 and α. Bank selects
(k1, k2) ∈R Zq and sends a = gk1

1 αk2

(mod p) to Customer.

4. Customer chooses (β1, β2, γ) ∈R Zq and
calculates a′ = agβ1

1 α′β2vγ (mod p) where
v is the public key of the bank for blind
signature. And he also calculates c′ =
H(m,α′, a′) and sends c = c′ − γ (mod
q) to the Bank.

5. Bank calculates S1 = k1 − cs1(mod q),
S2 = k2 − cs2r

−1(mod q) which satisfies
a = gS1

1 αS2vc(mod p). And Bank sends
them to Customer.

6. Customer calculates

S′1 = S1 + β1 (mod q)
S′2 = δ−1S2 + β2 (mod q)

7. Anyone can verify the blind signature by
comparing a′ and gS1

′
1 α′S2

′
vc′(mod p).

8. coin: (m, c′, S′1, S
′
2, α

′, ω′).

2.1.3 Tracing capabilities

If the bank decides to issue marked coins, it
simply chooses and stores a random undeni-
able signature key xM , which can be used in-
stead of x to compute the certificate ω = αxM

(mod p).
When a coin being deposited, such a mark-

ing will be detected, as the verification process
will fail because of the wrong key x. In this
case, the bank tests ω′ ?= α′xM (mod p) for all
stored marking keys xM .

But if the customer tries to check whether
his coin has been traced or not, he needs addi-
tional information Sigbank=(α, ω, customerID,
coin generation).

One of the merits in this protocol is that
the tracing capability can be transferred to a
separate tracing authority.

2.1.4 Weak points

One of the drawbacks of this KV-scheme of fair
tracing is that it needs too much additional in-



formation in legal coin tracing. Because mark-
ing has to be authorized by a judge, and the
bank has to save marking key and certifica-
tion of judge. In audit phase, the bank has
to publish all marking key and certifications of
judge.

Other major weakness is that customer needs
too much computational power to check his
coin. Because customer has to compare all
x, xM with x′ using ω = α′x

′
(mod p). If he

cannot find any matched x or xM , he can ar-
gue that the coin was illegally traced.

2.2 VSS (Verifiable Secret Sharing)

Feldman proposed a non-interactive verifiable
secret sharing scheme, and many other vari-
ations of VSS has been proposed. We use a
simple one of them [OA97].

1. Let s be a secret value, k be a threshold,
and j(= 1, 2, · · · , n) be the user of secret
sharing.

2. Distributor chooses a random polyno-
mial
f(x) = s + a1x + a2x

2 + · · · + ak−1x
k−1

(mod q).

3. Distributor distributes f(j) to each user
j.

4. Distributor chooses p such that q|(p−1),
and generator g ∈R Z∗p of order q. And
he also calculates

c0 = gs(modp)
c1 = ga1(modp)

· · ·
ck−1 = gak−1(modp)

5. Distributor distributes p, g, c0, c1, · · · , ck−1

to all j.

6. User j can verify whether the distribu-
tion was well performed or not.

gf(j) ?= c0c
j
1c

j2

2 · · · cjk−1

k−1

= gsga1jga2j2 · · · gak−1jk−1

= gs+a1j+a2j2+···+ak−1jk−1

7. User j can recover secret s from f(j) by
using Lagrange interpolation.

3 Proposed Scheme

In this section we describe a protocol which
combines VSS and modification of Kügler and
Vogt scheme based on Okamoto-Schnorr blind
signature in order to make a practical e-cash
system.

3.1 Main idea

We consider 3-parties, customer, merchant and
bank. Among them, customer will make mark
x and undeniable signature ω = αx(mod p).
The secret value x will be shared by bank and
merchant using VSS.

At first, bank cannot know the secret value,
but she can get confidence that the shared se-
cret value is true. Later, customer gives the
coin to merchant with the secret value.

Bank cannot trace coin by himself. This
means that illegal coin tracing is impossible.
But any two parties can cooperate to reveal
the secret value x under the permission of lawyer.
This means that legal coin tracing is possible.
Therefore, bank and merchant can trace the
coin for preventing customer’s crime. Further-
more, bank and customer can trace the coin to
block blackmailing and kidnapping.

Revealing of modified undeniable signature
has no impact on Okamoto-Schnorr blind sig-
nature. Hence, even though the mark x is not
given by the bank, the truth of the coin will
be conserved by blind signature.

3.2 Protocol

3.2.1 Notations

p and q are two large primes such that q|(p−
1).

g1 and g2 are elements of Z∗p of order q.

(s1, s2) ∈R Zq is the blind signature private
key of the bank.

v = gs1
1 gs2

2 (mod p) is the blind signature pub-
lic key of the bank.



x ∈R Zq is the secret mark.

3.2.2 Initial step

In this step, Customer will make a secret mark
and distribute it partially. This work also can
be done by trusteed third party(TTP). But we
will not assume the existence of TTP.

Customer Bank

-withdrawal request
r ∈R Z∗q

¾new generator α
α = gr

2(mod p)ω = αx(mod p)
: x is secret mark

f(y) = x + a1y(mod q)
: random polynomial

c0 = gx(mod p)

c1 = ga1(mod p) -f(1), g, c0, c1

** f(2), g, c0, c1 will given to merchant later

Figure 2: Initial step of proposed scheme

1. Customer requests coin withdrawal to
the Bank

2. Bank selects random number r ∈R Z∗q ,
makes a new generator α = gr

2(mod p),
and sends it to the the Customer.

3. Customer chooses a random number x
as a secret mark and calculate ω = αx

(mod p).

4. Customer selects a random polynomial
f(y) = x + a1y (mod q) and calculate
c0 = gx (mod p), c1 = ga1 (mod p).

5. Customer sends f(1), g, c0, and c1 to the
Bank according to the VSS scheme.

6. Customer will send f(2), g, c0, and c1 to
the Merchant later.

7. The secret mark x can be recovered by
f(1) and f(2) using VSS. As a result,
Bank doesn’t know the x. And α, ω
are given to the Customer similar to the
KV-scheme.

Customer Bank

α, ω is given during initial step

For every coin, δ ∈R Z∗q
α′ = αδ(mod p)

ω′ = ωδ(mod p)

(k1, k2) ∈R Zq

a = gk1
1 αk2(mod p)¾a(β1, β2, γ) ∈R Zq

a′ = agβ1
1 α′β2vγ

c′ = H(m, α′, a′)
c = c′ − γ(mod q) -c S1 = k1 − cs1(mod q)

S2 = k2 − cs2r
−1(mod q)

which are satisfying
a = gS1

1 αS2vc(mod p)¾S1, S2
S′1 = S1 + β1(mod q)

S′2 = δ−1S2 + β2(mod q)

a′
?
= gS1

′
1 α′S2

′
vc′(mod p)

coin:(m, c′, S′1, S
′
2, α

′, ω′)

Figure 3: Withdrawal step of proposed scheme

3.2.3 Withdrawal step

In this step, the protocol is almost same as the
KV-scheme. In other words, this step uses the
variation of Okamoto-Schnorr blind signature.

1. For every coin, Customer select δ ∈R
Z∗q and calculate α′ = αδ(mod p), ω′ =
ωδ(mod p).

2. Bank selects (k1, k2) ∈R Zq and sends
a = gk1

1 αk2(mod p) to Customer.

3. Customer chooses (β1, β2, γ) ∈R Zq and
calculates a′ = agβ1

1 α′β2vγ(mod p) where
v is the blind signature public key of the
bank.
And he also calculates c′ = H(m,α′, a′)
and sends c = c′−γ(mod q) to the Bank.

4. Bank calculates S1 = k1 − cs1 (mod q),
S2 = k2− cs2r

−1 (mod q) which satisfies
a = gS1

1 αS2vc(mod p).
And Bank sends them to Customer.

5. Customer calculates S′1 = S1 + β1 (mod
q), S′2 = δ−1S2 + β2(mod q).

6. Anyone can verify the blind signature by
comparing a′ and gS1

′
1 α′S2

′
vc′(mod p).

7. coin :(m, c′, S′1, S
′
2, α

′, ω′).



3.2.4 Pay, Deposit and Verification step

When Customer gives coin to Merchant, he
has to give f(2), g, c0, c1 also. Then Merchant
can verify the truth of the shared secret using
VSS.

gf(2) ?= c0c
2
1 = gxg2a1 = gx+2a1

When Merchant deposit the received coin, the
tracing mechanism can be performed. Bank
can check the depositing coin with

ω′ = α′x(mod p)

if he knows the secret mark x. Customer rev-
els x to Bank when he was blackmailed. If
Customer is suspected as a criminal, Bank
and Merchant can extract the secret value x
using their own value f(1) and f(2) revealing
under the permission of lawyer.

f(1) = x + a1, f(2) = x + 2a1

4 Comparisons

Compared with any other protocols, our pro-
tocol is much more efficient in terms of compu-
tational complexity and data storage. If we as-
sume that a mid-size bank has one million cus-
tomers or accounts, each customer withdraws
and uses about one thousand coins, and 1%
of customers are suspicious. In this case, 109

coins are issued. And you have to investigate
all 109 key lists for owner tracing of one de-
positing coin. But in our scheme, mark x is
not saved in the bank and only suspicious cus-
tomer’s information will be saved. In complex-
ity of comparisons, our scheme is more efficient
by 109 times per coin.

We have to estimate the real storage for
coins and other necessary informations. The
required additional information is almost same
as or smaller than previous scheme. Because
previous scheme needs judge’s certification and
signed mark(marked or unmarked key) lists.
But this new scheme needs some other infor-
mation for VSS scheme.

The key point of this new scheme is that
bank cannot trace illegally by itself.

5 Conclusions

Anonymity and legal tracing capability is one
of the important features of e-cash system. We
propose tracing mechanism based on a variant
of an Okamoto-Schnorr blind signature and
VSS scheme.

Even though the fair tracing of e-cash is im-
portant, there is not an universal protocol to
realize. Because there are many other require-
ments to consider in the real world. For ex-
ample, divisibility, off-line usage and so on.
Therefore, a new protocol only meet with par-
tial requirements of e-cash, we have to try to
come up with a new protocol using known
cryptographic primitives and protocols. Com-
bining various method or protocols, we can de-
velop a good e-cash system someday.
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