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A Universal Forgery on Araki et al.’s Convertible Limited

Verifier Signature Scheme
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SUMMARY In 1999, Araki et al. [1] proposed a convertible
limited verifier signature scheme. In this letter, we propose a
universal forgery attack on their scheme. We show that any one
can forge a valid signature of a user U4 on an arbitrary message.
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nature, Universal forgery.

1. Introduction

The digital signature provides the function of integra-
tion, authentication, and non-repudiation for the sign-
ing message. In ordinary digital signature schemes,
anyone can verify the signatures with signer’s public
key. However it is not necessary for anyone to be con-
vinced a justification of signer’s dishonorable message
such as a bill. It is enough for a receiver only to prove
a justification of the signature if the signer does not
execute a contract. The undeniable signature schemes
[2] [3] and the limited verifier signature schemel[1] can
solve this problem. There exists a message such as of-
ficial documents which will be first treated as limited
verifier signatures but after a few years as ordinary dig-
ital signatures. So the limited verifier signature scheme
should be convertible. In 1999, Araki et al. [1] proposed
a convertible limited verifier signature scheme. In this
paper, we show that Araki et al.’s scheme is universally
forgeable, that is, any one can forge a valid signature
of a user U4 on an arbitrary message.

2. Araki et al.’s Convertible Limited Verifier
Signature Scheme

In this section, we give a short description of Araki et
al.’s convertible limited verifier signature scheme and
refer to the original paper [1] for more details.

Araki et al.’s convertible limited verifier signature
scheme can be divided into three phases: the signing,
the 1st verification, and the 2nd verification (or con-
version) phases. In the signing and the 1st verification
phases, a signer can generate a signature with message
recovery [4] to some specified recipient. In the conver-
sion phase, the signer is requested to submit one more
parameter for converting the signature into an ordi-
nary one and then any verifier can verify the converted
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signature. Initially, the system publishes the following
parameters:

e p: a large prime,

e ¢: alarge prime satisfying p = 2¢ + 1,
e g: an element of order ¢ in Z7,

e H(:): aone-way hash function.

Each user U; owns a secret key x; € Z; and a

public key y; = ¢ mod p. Let Ua be the signer, Up
the recipient, and m the message to be signed.

[Signing Phase]

For signing the message m, the signer Uy first chooses
an integer k € Z; and computes j = H(k), r1 =
yf;rj mod p and 7o = m(r; + ¢g)~! mod p. He then
verifies whether 1 + ¢ # 0 (mod p) and ry < g. If both

of the two inequalities hold, he computes
J =¢’ mod p
s=(rok —1—1r9)(1+x4)""! mod q.

The signature for m is (re, s, J) which will be sent to
the recipient Ug.

[1st Verification Phase]

The recipient Up can recover the message as

-1
m— (yg+rz+5)r2
It is easy to see that only Up can recover m and check
its validity, since the recovery equation involves Upg’s
secret key zp.

sryt
(ya? J)*P + g)re mod p.

[Conversion Phase]

To convert the signature into an ordinary one, the
signer Uy, is requested to release a further parameter
u = (szar5 ' +4) mod q. Upon receiving u, Up first ver-

-1
ifies its validity with the equality ¢* = yj;é J mod p.
If holds, Up can reveal the converted signature for m
as (ra,s,J,u) in case of the signer’s repudiation. For
verifying the converted signature, the verifier first veri-

-1
fies the equality g* = yj{z J mod p. If it does not hold,
the signature is invalid; otherwise, the verifier verifies
the signature with the equality

(1+r2+s)r71+u
m= (yB :

If it holds, the signature is valid.

+ g)rs mod p.



3. A Universal Forgery on Araki et al.’s Sig-
nature Scheme

In this section, we propose a universal forgery attack
on Araki et al.’s convertible limited verifier signature
scheme.

Assume that Adv is an adversary, and he want
imitate Uy to sign a message to Ug. Adv will do as
follows:

[Forge Signing Phase]

For any message m, Adv first chooses a random integer
¢ € Z; and computes ry = m(yj+g)~' mod p. He then
verifies whether y% + g # 0 (mod p) and ry < ¢. If both
of the two inequalities hold, he chooses another random
integer s € Z; and computes

t=c—ry (1 +7ry+s) mod q.

—1
S’I"2

J=y, g' mod p

The signature for m is (ra,s,J) which is sent to the
recipient Up.
Then (rq, s, J) is a valid signature of m since
-1 -1
(A4ra+s)ry (yZTQ J)EB i g)’l“g mod »
—1

ya? g")"" + g)ra mod p

)
y T2+S)’I‘;1 (yST;I
Yp + g)r2 mod p
7"2+s)7“;1+t

(Y
= (uy "

(yg+r2+s)r;1

(yy " + g)r2 mod p

= (yp +g)r2 mod p
=m

When Up wants to convert the signature into an
ordinary one, he asks Adv to release a further parame-
ter. Adv sends ¢ to Ug. Upon receiving t, Ug can first
-1
2

verifies its validity with the equality ¢* = yi‘r J mod p.
Then, Up can reveal the converted signature for m as
(r9,8,J,t) in case of the signer Uy4’s repudiation. For

verifying the converted signature, the verifier first veri-
-1

fies the equality g* = yirz J mod p. If it does not hold,
the signature is invalid; otherwise, the verifier further
verifies the signature with the equality
= Gl
If it holds, the signature is valid.

From above, we see that Araki et al.’s convertible
limited verifier signature scheme is universally forge-
able.

+ g)re mod p.

4. Conclusion

In this letter, we have shown that Araki et al.’s con-
vertible limited verifier signature scheme is universally
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forgeable. Since the convertible limited verifier signa-
ture is very useful in electronic commerce, designing a
secure and efficient convertible limited verifier signature
scheme against this attack remains an open problem.
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