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Abstract

This paper shows how Ebooks contents can be securely transferred to consormers
in wireless envirotunent using pablic key infrastroctore (FED, [n addition, we show
the proposed scheme to be secure, The finel goal is to show that our scheme
catisfies all secure ceguitements of digital conteats in any environments,

[. Introduction

[t is well kncwn that the oature of digital
world hes given bicth to & wariety of issues, (o
gpite of its dominent mercits i terms of space,
teme, and efficiency Erotn the light of media, the
digital cotntents heve enctmous drawhbacks soch
a5 wolterakdlity to waricus attecks ez, illegal
cops, medification, of deleticn, There have been
g mumber of schemes oo ocope with  such
disadvantages,

Ivbet of prevalent protocols o protect digital
contents  are based o A secret-key  based
cryptosystems  (SECs) A typical example is
digital rights management (DEND, [F provides
varions funckionalities as following: protection of
digital contents,  transaction  not-repoadiation,
cecure Ehook distribution, cottent aotheoticits,
and tmarket  perticipent  identification, DR
distribates s puklic  ideotity  paired  with its
corresponding secret ey to each user, When
fransactions occur, users always use their owm
identity and secret kew [1],

Hoswever, DBM hes  seversl critical weak
poinks, The first is the key and identity meo-
agement  problermn, The mere the nomber  of
users, the meore the nomber of dentities and
keys, Furthermere, randetn Eeys Eor decrypting
Ebooks need to be distriboted whenever osers

dowmlead Ebecks, The second (s the problem of
key distributicn, &fter a user dowmleads Ebooks
and his random key is exchanged with the
receipt, he can transfer both his Ebooks and
gecret kews to oansone withoot restrictiot, The
third is the motoal autheatication problemn, Howsr
catn they trost each other? The last is the
irnpdetnentation  complezity  and the  scalakility
probletn, [6is wery difficult for DEM to manage
and administrate 8 hoge oumber of osers by
itself, especiaplly in the autheatication,

&g the wery  alteromtive to resolve  such
problemns, we take advantage of the pablic-key
crvptosystemn (PEC) onder the assumption that
the poblic kev infrastructore CPED hes already
been established, [0 this peper, we show how
FIEC resclves the key mansgerment prokdem, and
FIEI addresses the complezity and  scalakdility
probdem, [n addition, the proposed  scheme
tmakes gse of SKEC to supplement weak polots
of PELC,

II. The Proposed Scheme

Firstly we have to define several ambigucos
termitelogies [E 3],

Definition 3.1 (secure) J¥ & sofd po be
secure f there exits o provocol mmeeting the
Jolloudng reqgrimerrenis

I Corgidentiolity. leeping information secret



Troes ol bup those nho are cathorized fo
See &

2 Fapegrite  ensuring  fnforemgtion Ros Rop
Been aftered by oeeuthorized or ordowis
e

2 Fdenpity authertication corrobomifon o the
fdenpity of ar enpfte

4 Non-repudiotion prevenging the demdal of
DTEVIONS COFFRIPRERTS OF QOiRons

Definition 3.2 (securely transferable) feofor
rration oen be securely freagferred through o
protocol satigfedng the four regufrerments

[ additictn, we need to define the ootion of
the discrete logarithm  preblerm (OLE)  that
cotres frotr the oomber theoretic problem DLE
it 8 basic tool For security proof of our scherne,

Defipition 3.3 (discrete legarithm pooblem;
The discrete logorihen problesm (DEE) & the

Jollondeg: given o prime 3, o genenotor o of
Z5, and an elemery SEZ, find the inveger

x, 0<x=p— 2 such thar o *=F modp

1. The Proposed Protocol

Definition 34  An  Fhoos  spstem
(A, Pug, My, Xop) consists of

L An enpity A with ks publfic ley ey
private ey d gond certificote certy

2 A seore protocol Pag Depueen o
ergittes A wed B which &  dependest
ore both o secrer ley Haaond o key

pair (ey, da)with an eacruption  medhs
gatgm FEU) gad  decruption  mechontom
Frlg)

2 A cerfiore outhority  Woathor &Ssues
a certfficate carty

distrdegor
fipher-contents

4 A
prrondeles

coRtents Kep that

of plxin-contents  wefor paopnent

(o particular, assume that cectificates  certq

o= FElay, w)

of Aand cevty, of Xghave been securely
given by a Ca before a transaction occurs, (o
addition, Eor  oor scheme  we reguice  the
followring assurmption

Assumplion 3.1 There 5 an Ebooks system
with the follewring assumptions

= Each user Anever does reveal his private
kev and secret key,

= Pawment cen ke delegated to 8 secure
azent,

» Any decrypted contents cannot be transfe-
rred by software of hardware  mechanism
if 8 dedicated wiewer (5 osed,

= There i5 & single certificate authorits,

&5 alluded  skowe, since PEC has  the
cotmpotationsl  complexity  hordle, an Ebooks
gystern  constrocted  only  owith PEC 5 oot
practical, Hence ocur schetme leverages & hykrid

scheme incorporating SEP and & public-key
based protocol,

The propesed protocol  consists  of  three
phaces:  contents  deownlesd  postment,  and

cotibents recowvery, (o fact the contents dewmload
phase consists of bwo sob-phasest fest 5 the
ratual ideatity autheatication phase, and secomod
it the contents dowrlosd phase, Genecally, &

certificate  cerfy contains a issuer name I gqg
hie public key ey user's poblic key o4
digital signature algerithm &4, and so forth
(g, the modulue p and & generaktor  a,

To aweld confusion, we denote K g0 - )as

ah ercryption mechanism with  As secret key
K4, Eleg, -3es an encryphon mechanism
with As public key,
& mutual authentication between a vser A and
8 contents distributor X epeounts oo each of
cectificate  cewty and certy . which can be
surrarized ae the Table 1,



Takle 1. The Contents Downlead Phase

Phase confents dowmload
A— X geaerates o random nomber
1 & compates rasef;imodp, and sends
Ccerta, ¥a,Sal v ), Xeme b0 XNep,
Ko+ M gt TequESES An identity
verification of cesty

5 XMyt returns the result of
verification,
A—X gt ib valid, generates & randotn
mimber g gets #op=e fomodp, using
¢ & hash function A(), computes
K= hlePrBren). Xopeenerates
another nounce  # p=e fpmods sends

{:Cé!l"'f}fw, ¥ oo, Sd}(}" CE-:',KH, EKA(EBQC-

[f & user A4 wmnts to read an Ebooks
contents provided by X op, at fst he has to

an aothentication of Xpwith his
rq compated by
rﬂseiim{;.d;ﬂ using a randotn oumber & oaod

Salwg) . S4(eq) can be uvsed in the
nen-repadiation service

Then by Assumption 3.1 a8 cectificate authe-
ity Mpqcan return  the result of werification

[equest

certificate  cewréyq nonce

to X inmediakely,

according to the result, X p decides o accept

A o0 not, [ once accept, X ephas to build a

ghared secrek key, since it takes too moch e
for an Ebooks contents o be encrypted wth
the pubklic key,

Thus X p gererates a randem number &

and obtains #rp=e fomodp. X poompotes a
shared secret key K 4= Al e 4P r 4D v ) using
8 public hash function A0,

For nen-repudiation requirement, X -peenerates

ancther notce ¢ qp=e tomod p with &

random number  x, and sends

(cert g, ¥ oo S onl¥ o), K4, E gl EBOOK), A%

the Oser
with  the

A cannot decrspt
secret key K4

to A, However,
E g ( EBJOJOE)

because he does nob know X .n's nonce #en

Even though e won't describe the pesment

phese because it s triwiel, & 5 easy b0 egpect
that otly £ Asubemits the receipt to Xpn, be
can receive the oonce  spp which is 8 fraction

of the secret key &, .

When a user A swants to decipher  an
encrypted Ekooks contents, he rmost caccy the

next phose, where a user 4 hes already gotten
the receipt ¥ for his pasment,

Takle & The Contents Becowvery Phase

Phase contents recovery

A—X rrtogenerates a random number
1 &, computes r'ﬁseimﬁdpand glves
Coavtg v 4 Saly . Xen Vo
Xopchecks the receipt 37, [F walid,
computes = F(eq, ¢ aPren
3 A—Xppisends (5SS 85
A dectypts D dg, ) with his private
key o 4 and compates
Yep= }'FH@ }'FH@ oo atud
K= ke D rasPren decrypts the
contents D g (F g (EBOOR])) using
the secret kevy R4

The contents recovery step shown Toble € s
intuitively clear, The oser A exchanges his
receipt ¥Vwith Xpep 8 fraction of key Ky
¥om Forosecurity, en wes transferced in the

form of 3 of Takle £, snd A4 can recowver
deciphering #on= ¢ 4D dg, D
Finallw, .4

¥om

can  obtain 8 plain-conteats



Ebooks decrypting D g (E g, ( EBOOK)) with
K 4= hlesBraBren).

2. The Security Proof

Lemma 31 The proposed protocol sutigfies
the corfidentialiy reguinement.

Cuppose Ehak )
Ka=iesDyrsDren is
unautherized user A knows both egand A,
On inputs egand A(), computing A 4 is his

SECTEL key
cotnpromised,  an

knowledge of ygand  #pop, which is equivalent
ko solving DLP, [ ]

Lemma 3.2 The proposed protocol sarigfes
the fRfegrity reguirernent

Caka  integrity is  simply  to guarsntee i
impossible that (oforomaticn bes been altered b
phadtherized of unknewn means, Assume thak

an adversary A can modfy  E g (EBOOK).
Then A gets the values compated by each
party A and Xppoas the components of the
secret key, From sqand wen, A can get the

secret key K 4. However, it is contradictory to
the intractakility of DLP, [ |

Lemma 3.3 The poposed protocol satisfies
the identity authentication reguirernett,

Assume that an adwversary A& impersonates
A, Then A& knews 24, wgand k(). Given
these, gaining the private key & ;= log &4 and
k= log w4 Is eguivalent te solving DLEP in
prime-order group, |

Lemma 34 The proposed profocol sepigies
the non-reprdiztion reguirernent

This ceqguitemment sass that it 5 oot possikle
to deny  previous  cotrnibments aod  actions,

cuppose that s user A4 denies  receiving
Dy (E g, (EBOAE)) Bub when A carried the
otk Brks [BCOTELY phiase, he gent
Coertg, ¥ o4, Sﬂ(}'rﬂ},Xm, ot Xen,

S40¢ 40 15 8 undeniable evidence of the
cotntritment of the protocol, The resson is that
S40¢ 40 can be generated ooly by A with

his private key o4, Ag for the X q, we can

sitmilarly  prowe  that the oon-repodiation  is
supported, [ ]

Coollary 3.1 7The proposed protocol does
securefy  ragfer @ cipher-conpenrs  Shooks

wHdthin the Hbooks swstermt (A, P, Weg, Xen)

[t iz ewident that the Ehkooks  syskem
(A, Pan, Mo, X o with the proposed protocol
it cecure on the basis of lememas 3.1, 3.F 3.3,
ERLY |

ITII. Conclusion

[in this peper, we iottoduce the oew protocol
for the secure transferakility in Ebooks systerns,
The distingoishing Eeatures of our  proposed
protocol are that it uses PED and incorporates
the swmetric  crypbosystern with  asyooumetric
crvprosystern, The proposed protocol toros oof
to provide sn Ebooks  system with  secure
transterakility, (o this peper, we focus on the
security  particolatly  for Ekocks  system
Hewewer, the propesed protocol can ke applied
it other fields,

References

(11 htegef{ wemmer historvebook.org

[2] B. Schneier, AFPPLIED CERYFTOGRAFHTY,
John Wiley & Sons, 1906,

[3] &, ] WBneses, F, Cwan Oorschot, and 5 A4,
Wanstone, Handboolk of Applied
Cryptography, CBC Press, 199,



