Rijndaelõ̆ Crypton_‹ Ę¿Ó-ľĲİ)a Ô̋ę0px ¯«ìfir/BNffiŔ̃

Ěfi;&ñ̇B̂∗ ^Ť̌ëHÅÒ∗∗ ^Ť̌FfigŻÿ∗ sff&ñ̇Čȷ̈∗ ∗ô»ÇšDG&ñ̇ŸÐ:§xŠff̈@/Ę<Æ"éű @/Ę<ÆŞğ ∗∗ÚÔ~«îfir@/Ę<ÆŞğ ÃžĘ<Æõ̆

Jung Hee Cheon∗, MunJu Kim∗∗, Kwangjo Kim∗, Jung Yeun Lee∗ ∗Information and Communications University ∗∗Brown University

şÀ żÈÐ Ľ&şF‹«tff 5 ~«îfirŒĳ_‹ Rijndaelõ̆ Crypton\Ą @/ô»Ç Ô̋ę0px ¯«ìfir/BNffiŔ̃sff ]jîSSŰœ&#Q eŤ„tffëSSŰ Ś:r Ŋ7HëH\Ą"fŊ›H 6 ~«îfirŒĳ_‹ Rijndaelõ̆ Crypton\Ą @/ô»Ç Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ Źè>hô»Ç^«. sff /BNffiŔ̃\Ą"f Ŋ›H 5 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃\Ą ˚«6ăxİ)a ffiŕ̄õ̆ řúăŞÉr 4 ~«îfirŒĳ Ô̋ę0px ¯«ìfir‘ę̌ sff6ăx‚«Şę eŤ„tffëSSŰ 4 ~« îfirŒĳ Ô̋ę0px ¯«ìfir_‹ ůúąõ̆ +’\Ą ô»Ç ~«îfirŒĳmŤ̃‘ę̌ ffi8‚«#Ň 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ć-a$í̇‚«%i„^«.

VĄ 1 âĽ̇ "-Òeţ

Rijndael [6]õ̆ Crypton [7]ŞÉr AES (Advanced Encryption Standard) /BNŮÿ\Ą 6čxŮÿô»Ç ĂŇŹăñŰÐ"f RijndaelŞÉr AES [1]ŰÐ þj7áx Ć–¨&ñ̇œ&%3„^«. sff[þtŞÉr Ůÿ£ž &ñ̇~¡ÓĂŇŹăñ [5]sff9 confusion‘ę̌ ÅÒŊ›H qffĆ–¨ +þA8čxõ̆ diffusion‘ę̌ ÅÒŊ›H Ć–¨+þA8čxsff Şğ@/ŰÐ ´«¸«´«Ŋ›H SPN¡ĺŻÿ\ę̌ `«tffŞę eŤ„^«. sff[þt ĂŇŹăñ\Ą @/ ô»Ç /BNffiŔ̃ŞÉr #ŇfflQ `«tff`« eŤ„‘ę̌ Ãž eŤ„tffëSSŰ [O̊>ȷ éSSŰ>ȷ\Ą"f sffpff Ľ&şŤ>r‚«Ŋ›H /BNffiŔ̃[þt\Ą @/‚«#Ň îSSŰĎı̈ ‚«Ţÿ2§ď [O̊>ȷ‚«%i„^«. ÕłA"f £ž ĂŇŹăñŊ›H ¯«ìfir/BNffiŔ̃õ̆ Ć–¨+þA/BNffiŔ̃‘ę̌ qff2§ľô»Ç #ŇfflQ /BNffiŔ̃[þt\Ą @/‚«#Ň Ľ&şF‹«tffŊ›H îSSŰĎı̈ô»Ç ffiŕ̄ÜĳŰÐ ˛«ĂŇŢœ&Şę eŤ„^«. sff[þt /BNffiŔ̃‘ę̌ ˘«[jyff űúŸ(RŸÐĂ—¨ ^«6čğõ̆ řúă^«.

• ¯«ìfir/BNffiŔ̃ (DC): ¯«ìfir/BNffiŔ̃ŞÉr Y>˛ >h_‹ ~«îfirŒĳ\ę̌ ]jü@ô»Ç ŮÿŐ›H ~«îfirŒĳ\Ą @/‚«#Ň 2^{1−n} ŸÐ^« -ľĲ{ľĲyff ¯›H SXĽÒ̊ę‘ę̌ `«Ťff̈ \V8čď `«0pxô»Ç {9˘Ø̋ęğ4~ ¯«ìfir_‹ eŤ„#Qˇ» `«0px‚«^«. ‚«tffëSSŰ sff[þt ĂŇŹăñ Ŋ›H 4 ~«îfirŒĳ\Ą @/‚«#Ň sfffflQô»Ç \V8čď `«0pxô»Ç ¯«ìfir‘ę̌ ź1Ô‘ę̌ Ãž \Ofl^«.

• Ć–¨+þA/BNffiŔ̃ (LC): Ć–¨+þA /BNffiŔ̃ŞÉr Y>˛ >h_‹ ~«îfirŒĳ\ę̌ ]jü@ô»Ç ŮÿŐ›H ~«îfirŒĳ\Ą"f 2^{n/2} ŸÐ^« š‘Żff̈ ¯›H SXĽÒ̊ę‘ę̌ `«Ťff̈ \V8čď `«0pxô»Ç {9˘ğ4~õ̆ Ø̋ęğ4~_‹ -ľĲŻ’aŻ’a>ȷ`« eŤ„#Qˇ» `«0px‚«^«. ‚«tffëSSŰ sffffiŕ̄ %ĩrff 4 ~«îfirŒĳ sff-ľĲ\Ą"fŊ›H sff[þt £ž ĂŇŹăñ\Ą @/‚«#Ň \V8čď Ô̋ę`«0px‚«^«.

• Square attack [3, 4]: sff /BNffiŔ̃ŞÉr &ñ̇~¡ÓĂŇŹăñ\ę̌ %Č6čğ Źè>hô»Ç [O̊>ȷ˘«\Ą _‹K ]jîSSŰİ)a &ñ̇~¡ÓĂŇŹ ăñ\Ą @/ô»Ç /BNffiŔ̃~¡ÓZŎsff^«. sff /BNffiŔ̃ŞÉr Ć–¨ŒþŸĺî̇ëH /BNffiŔ̃ÜĳŰÐ, Ć–¨+þA8čxõ̆ qffĆ–¨+þA8čx‘ę̌ sffÀÒŊ›H Ę<ÊÃž[þt_‹ éSSŰ˚«&h̃ $í̇|9˚‘ę̌ lffìøÍÜĳŰÐ Branch number\ę̌ ĄÖÿ6ăx‚«#Ň żąďŹèİ)a ĂŇŹăñ_‹ {9˚ÂÒ {9˘ Ø̋ęğ4~çSSŰ_‹ éSSŰ˚«&h̃ $í̇|9˚‘ę̌ ź1Ôˇ«?/Ŋ›H /BNffiŔ̃sff^«. ÕłoffŞę Õł-–¨ $í̇|9˚ŞÉr Ć–¨+þA8čx <Ȩ̂ŞÉr qffĆ–¨+þA 8čx_‹ Ć–¨ŒþŸõ̆ ÁžŻ’a‚«^«. sff /BNffiŔ̃ŞÉr ô»Ç ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ\ę̌ ]jŰÐŰÐ řúİŊ›H ŮÿŐ›H ĺî̇ëH[þt\Ą @/‚«#Ň Şęffl9‚«Ŋ›H ffiŕ̄ÜĳŰÐÂÒ’- rffĄŇŢô»Ç^«. sff[þt ĺî̇ëH[þtŞÉr 4 ~«îfirŒĳ_‹ ĂŇŹăñô`« Ťff̈’§İİ)a Êê\ĄŊ›H yŇŢyŇŢ_‹ ˝«sffàÔ\Ą @/‚«#Ň 256>h_‹ "fŰÐ ^«ŔÉr ˝«sffàÔ\ę̌ `«tff>ı İ)a^«. Õł A"f sff[þt 256>h_‹ ĂŇŹăñëH‘ę̌ XOR ‚«Ă—¨ ŮÿŐ›H ˝«sffàÔ\Ą"f ]jŰÐ`« İ)a^«. sfffflQô»Ç ˚«ẑť‘ę̌ sff6ăx‚«#Ň ůúą ćÿŊ›H ůúą+’\Ą ô»Ç ~«îfirŒĳmŤ̃‘ę̌ ůąŋsffŞę Õł ~«îfirŒĳ_‹ ~«îfirŒĳ vff\ę̌ `«&ñ̇‚«#Ň /BN ffiŔ̃Ę<ÊÜĳŰÐ"f, 5 ~«îfirŒĳü< 6 ~«îfirŒĳ_‹ Square Attack‘ę̌ $í̇/BN¡+É Ãž eŤ„%3„^« [3]. þj˘»H\ĄŊ›H ĺî̇ëH_‹ Ûťsff`« 192 qffàÔ, 256 qffàÔŞff̈ Rijndael\Ą @/‚«#Ň 7 ~«îfirŒĳ_‹ ~«îfirŒĳ vff\ę̌ Ůÿ£ž `«&ñ̇‚«#Ň 7 ~«îfirŒĳ /BNffiŔ̃‘ę̌ $í̇/BN‚«%i„^«. [10].

• Ô̋ę0px ¯«ìfir/BNffiŔ̃ [3, 9]: sff[þt £ž ĂŇŹăñ\Ą @/‚«#Ň ‚«´«_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ`« 1lx{9˚ô»Ç ĺî̇ëH ŁľĲ\Ą @/‚«#Ň 4 ~«îfirŒĳ Êê_‹ ĂŇŹăñëHŞÉr :čď&ñ̇ ˝«sffàÔ\Ą 0Auffô»Ç #QÖĳ ˝«sffàÔ \Ą"f 1lx{9˚¡+É Ãž \Ofl^«. ÄžoffŊ›H Õłffiŕ̄‘ę̌ Ô̋ę0px ¯«ìfirsff~« ÂÒŔÉr^«. tffF̀K‹«tffŊ›H Ô̋ę0px¯«ìfir‘ę̌ sff 6ăx‚«#Ň 5 ~«îfirŒĳ\ę̌ +’Aáď\Ą ffi8‚«Şę 5 ~«îfirŒĳ vff\ę̌ `«&ñ̇‚«#Ň 5~«îfirŒĳ\ę̌ 4§ďăñôô»Ç Êê 0A _‹ Ô̋ę0px ¯«ìfir\Ą"f 1lx{9˚ô»Ç ˝«sffàÔ`« ´«ŽÿŊ›Htff\ę̌ SXĽŞff̈‚«#Ň ~«îfirŒĳ vff\ę̌ ź1Ôˇ«?/Ŋ›H ~¡ÓZŎ ‘ę̌ :§x‚«#Ň 5 ~«îfirŒĳ‹«tff_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ Ťff̈’§İ‚«%i„^« [3, 9].

• œfirëSSŰ ˇ«mff~« sff[þt ĂŇŹăñŊ›H yŇŢ ~«îfirŒĳ¨«^« "fŰÐ ^«ŔÉr ~«îfirŒĳ -ľĲÃž\ę̌ ˚«6ăxĘ<ÊÜĳŰÐ"f Weakkey, Equivalent-key, Related-key\ę̌ sff6ăxô»Ç /BNffiŔ̃Ţÿ Ô̋ę`«0px‚«Ţÿ2§ď [O̊>ȷœ&%3„^«.

ůúą\Ą"f [O̊"î̇ô»Ç Ô̋ę0px ¯«ìfir/BNffiŔ̃\Ą æĳ{9˚ Ô̋ę0px ¯«ìfirŞÉr qffĆ–¨+þA8čx_‹ $í̇|9˚õ̆Ŋ›H ÁžŻ’a‚«9 éSSŰtff Ć–¨+þA8čx_‹ $í̇|9˚õ̆ Ż’až—¨œ&#Q eŤ„^«. Ć–¨+þA8čxŞÉr qffĆ–¨+þA8čx_‹ confusion‘ę̌ ŸÐ^« ťúğŞÉr ˝«sffàÔŰÐ SXĽíSSŰ rffvffŊ›HX< _‹pff`« eŤ„^«. ÕłA"f sff[þt ĂŇŹăñ_‹ [O̊>ȷ˘« [þtŞÉr Confusion Power_‹ ’Ś̃ŢÿŰÐ Branch number\ę̌ Źè>h‚«%i„^«.

Ça‹ Ÿ+ 1.1 (Branch number) Ć–¨+þA8čx_‹ Ę<ÊÃž\ę̌ F~« ¡+ÉM: Branch numberŊ›H min_{a≠0}(W (a)+ W (F (a))) sff^«. #Ňlff\Ą"f Ę<ÊÃž W ()Ŋ›H yŇŢ ˝«sffàÔ\Ą eŤ„Ŋ›H 1_‹ >hÃž\ę̌ _‹pffô»Ç^«.

Branch number\ę̌ sff6ăx‚«#Ň sff[þt £ž ĂŇŹăñ`« řúİŊ›H Ć–¨+þA8čx_‹ $í̇|9˚‘ę̌ űúŸ(RŸÐ˘«.

• Rijndael : Branch number 5\ę̌ řúİŊ›H^«. 7čď Ć–¨+þA8čx (MC)_‹ {9˘ğ4~ ˝«sffàÔ 4>hŒ̋æ\Ą ‚«´«_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ`« ]jŰÐsffĂ—¨ Ć–¨+þA8čx_‹ Čȷ̈íSSŰÊê\ĄŊ›H W1>h_‹ ˝«sffàÔ`« Ůÿ£ž ]jŰÐ`« ˇ«mff^«.

• Crypton : Branch number 4\ę̌ řúİŊ›H^« ([O̊>ȷ˘«Ŋ›H Diffusion orderfŰÐ &ñ̇_‹ ‚«%i„^«). Ć–¨+þA 8čx_‹ {9˘ğ4~ ˝«sffàÔ 4>hŒ̋æ\Ą ‚«´«_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ`« ]jŰÐsffĂ—¨ Ć–¨+þA8čx_‹ Čȷ̈íSSŰÊê &h̃#QŢÿ 3>hsff ˝«sffàÔ\Ą"f ]jŰÐ`« ˇ«mff^«.

0Aü<řúăŞÉr Ć–¨+þA8čx_‹ $í̇|9˚‘ę̌ sff6ăx‚«Ă—¨ :čď&ñ̇ {9˘ğ4~ ¯«ìfir‘ę̌ `«&ñ̇‚«%i„‘ę̌ ffiâ̇Äž 4~«îfirŒĳ Êê\Ą ]X̊@/ ´«¸«śúŸ Ãž \OflŊ›H Ô̋ę0px ¯«ìfir‘ę̌ ź1Ô‘ę̌ Ãž eŤ„^«. ÄžoffŊ›H Ŋ7HëH\Ą"f sff-–¨ 4 ~«îfirŒĳ_‹ Ô̋ę0px ¯«ìfir‘ę̌ sff 6ăx‚«#Ň ůúąõ̆ +’\Ą ‚«´«mŤ̃_‹ ~«îfirŒĳ`« ffi8KŤff̈ 6 ~«îfirŒĳ_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ Ťff̈’§İ‚«%i„^«. ’Í̄ ~« îfirŒĳü< ¨«tff}ŇŢ ~«îfirŒĳ_‹ ~«îfirŒĳ vff_‹ Y>˛ ˝«sffàÔ\ę̌ `«&ñ̇‚«#Ň ˚«ẑť-ľĲ 4 ~«îfirŒĳ_‹ ĂŇŹăñŰÐ ëSSŰ[þt #Q 0A_‹ 4 ~«îfirŒĳ Ô̋ę0px ¯«ìfir‘ę̌ sff6ăx `«0px‚«>ı Ę<ÊÜĳŰÐ"f 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ Ùþą^« .

sff /BNffiŔ̃_‹ 4§ďÿúŽŢÿŊ›H 6 ~«îfirŒĳ Square attack_‹ 4§ďÿúŽŢÿ ŸÐ^«Ŋ›H š‘Żff̈ ffi8 SSĳtffëSSŰ #ŇĎı̈yff Ďı̈ ÃžŻÿ˚« /BNffiŔ̃ŸÐ^«Ŋ›H ĄŇŢ^«. ÄžoffŊ›H sff /BNffiŔ̃~¡ÓZŎsff ^«ŔÉr SPN¡ĺŻÿ_‹ ĂŇŹăñ\ĄŢÿ &h̃6ăx `«0px¡+É ffiŕ̄ ÜĳŰÐ lff@/ô»Ç^«.

sff Ŋ7HëHŞÉr 2ĄľĲõ̆ 3ĄľĲ\Ą"f yŇŢyŇŢ Rijndaelõ̆ Crypton @/ô»Ç Źè>hü< Õł\Ą @/ô»Ç 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ]jîSSŰô»Ç^«. ¨«tff}ŇŢÜĳŰÐ 4ĄľĲ\Ą"f sff Ŋ7HëH_‹ ffi—˚Ŕ:r‘ę̌ &ñ̇off‚«Ţÿ2§ď ‚«fiŠx^«.

VĄ 2 âĽ̇ Rijndael

2.1 Rijndael

RijndaelŞÉr ^ę̌2§ďĂŇŹăñsff^«. ^ę̌2§ď_‹ Ûťsffü< vff_‹ ÛťsffŊ›H 128, 192 ÕłoffŞę 256 qffàÔŰÐ &ñ̇K4R eŤ„ Üĳ9, sff[þt_‹ ÛťsffŊ›H 1lqwn̆&h̃ÜĳŰÐ ffi—˚&ñ̇İ)a^«. sff Ŋ7HëH\Ą"fŊ›H 128 qffàÔ_‹ ^ę̌2§ďõ̆ 128 qffàÔ_‹ vff \ę̌ `«&ñ̇ô»Ç^«. sff ffiâ̇Äž\Ą sff ĂŇŹăñŊ›H 10 ~«îfirŒĳŰÐ ¡ĺ$í̇İ)a^«. ÕłoffŞę yŇŢ X<sff’-Ŋ›H 4 × 4 ’§İğ>=\Ą 128 qffàÔ éSSŰ0AŰÐ ÕłaË> 1\Ą"f %Č!3ˇ şðĽ&şİ)a^« (yŇŢ 0Auff¨«^« 1˝«sffàÔmŤ̃ Zȷ~sff>ı İ)a^«). ¨«tff}ŇŢ ~« îfirŒĳ\ę̌ ]jü@ô»Ç ŮÿŐ›H ~«îfirŒĳŊ›H ^«6čğõ̆ řúăŞÉr 4>h_‹ 8čxÜĳŰÐ ¡ĺ$í̇œ&#Q eŤ„^«.

ÕłaË> 1: 128 qffàÔ_‹ ˝«sffàÔ Żÿ¡+Ë

• ByteSubstitution (BS): Äż{9˚ô»Ç qffĆ–¨+þA8čxÜĳŰÐ S-box\ę̌ sff6ăx‚«#Ň X<sff’-_‹ yŇŢ ˝«sffàÔ\Ą &h̃6ăxİ)a^«.

• ShiftRow (SR): yŇŢ ’§İ\Ą @/‚«#Ň ˝«sffàÔ éSSŰ0AŰÐ íHĺ8Ł&h̃ÜĳŰÐ Äž8čďÜĳŰÐ ‘ffiĚ|ff̈^«. ^ę̌2§ď_‹ Ûť sff\Ą ›«~« Äž8čďÜĳŰÐ íHĺ8Ł‚«Ŋ›H ˝«sffàÔ_‹ SSĳlffŊ›H ffi—˚&ñ̇İ)a^«.

• MixColumn (MC): yŇŢ \P̊\Ą &h̃6ăxœ&Ŋ›H Ć–¨+þA Ą—¨ĺ8Łsff^«. MC_‹ Branch NumberŊ›H 5sff^«.

sff $í̇|9˚\Ą _‹K 4 ~«îfirŒĳ Ô̋ę0px ¯«ìfir_‹ &ñ̇off`« ÄżŢÿİ)a^«.

• AddRoundKey (ARK): yŇŢ ~«îfirŒĳ vff\ę̌ XOR\ę̌ ô»Ç^« .

’Í̄ Ą–¨P: ~«îfirŒĳ`« rffĄŇŢœ&lff Ďı̈\Ą ARK\ę̌ ~«îfirŒĳ vffŰÐ"f vff\ę̌ ˚«6ăx‚«#Ň Ãž’§İô»Ç^«. Õłoff Şę ¨«tff}ŇŢ ~«îfirŒĳ\Ą"fŊ›H MC`« Òqt|ÄÌİ)a^«. #Ňlff\Ą"f ÄžoffŊ›H MC`« ‚«´«_‹ \P̊\Ą @/‚«#Ň, 7čď, W1>h_‹ {9˘ğ4~ ˝«sffàÔ[þt\Ą @/ô»Ç Ć–¨+þAĄ—¨ĺ8Łsfflff M:ëH\Ą, {9˘ğ4~ ¯«ìfir\Ą @/‚«#Ň ÒqtyŇŢK ŸÐĂ—¨ MCŊ›H #ŇĎı̈yff {9˘ğ4~ ¯«ìfir\Ą @/K"fŢÿ Ć–¨+þAĄ—¨ĺ8ŁeŤ̌‘ę̌ SXĽŞff̈¡+É Ãž eŤ„^«. ÕłoffŞę MCŊ›H {9˚@/{9˚@/6čxsffÙĳ ŰÐ, Ø̋ęğ4~ ¯«ìfirsff W1>hŒ̋æ\Ą [j>h_‹ ˝«sffàÔ`« ]jŰÐŞff̈ {9˘ğ4~ ¯«ìfir_‹ `«fś̄ÃžŊ›H (2^8 − 1)>heŤ̌‘ę̌ ~1— >ı ůúŸ Ãž eŤ„^«. Ø̋ęğ4~ ¯«ìfir_‹ ]jŰÐ`« ˇ«Ŋff̈ ˝«sffàÔ_‹ Ć–¨ŒþŸ\Ą eŤ„#Q"f 4`«tff`« eŤ„lff M:ëH\Ą [j>h _‹ ˝«sffàÔ\Ą"f Ø̋ęğ4~ ¯«ìfirsff ]jŰÐ`« |ĺc SXĽÒ̊ęŞÉr ĂŊŢ 4 × (2^8)/2^{32}sff^«.

Ça‹hff 2.1 MC_‹ Ø̋ęğ4~ (ćÿŊ›H MC^{−1})sff [j>h_‹ ˝«sffàÔ\Ą"f ]jŰÐ ¯«ìfir‘ę̌ `«|9˚ SXĽÒ̊ęŞÉr ŮÿŐ›H {9˘ ğ4~ŁľĲ\Ą @/‚«#Ň ĂŊŢ 2^{−22}sff^«.

sff &ñ̇offŊ›H Şę&ñ̇İ)a ˝«sffàÔ[þt\Ą @/‚«#Ň {9˘ğ4~ ¯«ìfir_‹ řúŕsff ]jô»Ç&h̃{9˚ M:Ţÿ #ŇĎı̈yff $í̇wn̆ô»Ç^«. ÄžoffŊ›H sff &ñ̇off\ę̌ ]jîSSŰ‚«Ŋ›H Ô̋ę0px ¯«ìfir/BNffiŔ̃_‹ 4§ďÿúŽŢÿ\ę̌ >ȷíSSŰ‚«Ŋ›HX< ˚«6ăx¡+É ffiŕ̄sff^«.

2.2 �ů̊İæ ¯«&Pœ

ÄžoffŊ›H [3]\Ą"f [O̊"î̇ œ&Şę eŤ„Ŋ›H ffiŕ̄õ̆ 1lx{9˚ô»Ç Ô̋ę0px ¯«ìfir‘ę̌ sff6ăxô»Ç^«. ˇ«A ÕłaË>\Ą"f ÿúŸ [O̊"î̇œ&Şę eŤ„^«.

MC_‹ Ø̋ęğ4~\Ą"fŊ›H MC_‹ Branch Number`« 5sfflff M:ëH\Ą Õł ˝«sffàÔ`« 0Auffô»Ç \P̊\Ą eŤ„Ŋ›H ŮÿŐ›H ˝«sffàÔ`« "fŰÐ šúŸ~«Ťff̈^«. ÕłfflQĂ—¨ sff]j ŽÿfŤ̃ ‚«´«_‹ ˝«sffàÔëSSŰsff "fŰÐ ^«ŔÉr £ž>h_‹ ĺî̇ëH ŁľĲ‘ę̌ Şęffl9KŸÐ˘«. ’Í̄ Ą–¨P: ~«îfirŒĳ_‹ MC_‹ Ø̋ęğ4~\Ą"fŊ›H Õł ˝«sffàÔ`« 0Auffô»Ç \P̊\Ą eŤ„Ŋ›H ŮÿŐ›H ˝«sffàÔ`« "fŰÐ šúŸ~«Ťff̈^«. ÕłoffŞę £ž Ą–¨P: ~«îfirŒĳ_‹ SR\Ą _‹K Õł ˝«sffàÔ[þtŞÉr yŇŢ \P̊\Ą ‚«´« mŤ̃ Zȷ~sff>ı İ)a^«. Õł Êê £ž Ą–¨P: ~«îfirŒĳ_‹ MC\Ą _‹K ffi—˚õ̆&h̃ÜĳŰÐ 16>h_‹ ŮÿŐ›H ˝«sffàÔ\Ą"f šúŸ ~«tff>ı İ)a^«. sffffiŕ̄sff ^«6čğ_‹ FpffeŤ„Ŋ›H $í̇|9˚‘ę̌ ëSSŰ[þt#Qů̂p^«.

ÕłaË> 2: 4~«îfirŒĳ Rijndaeld_‹ Ô̋ę0px ¯«ìfir

Ça‹ hff 2.2 (RijndaelŸ+ �ů̊İæ ¯«&Pœ Å]‹flŹ̇) ‚«´«_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ`« 1lx{9˚ô»Ç ĺî̇ ëH ŁľĲ\Ą @/‚«#Ň 4~«îfirŒĳ Êê_‹ ĂŇŹăñëHŞÉr ^«6čğ_‹ F̀Ktffİ)a Żÿ¡+Ë\Ą 0Auffô»Ç #QÖĳ ˝«sffàÔŢÿ 1lx{9˚¡+É Ãž \Ofl^«: (1,6,11,16), (2,7,12,13), (3,8,9,14),(4,5,10,15).

sff $í̇|9˚‘ę̌ sff6ăx‚«#Ň sffpff 4 ~«îfirŒĳü< 5 ~«îfirŒĳ_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃ŞÉr ]jîSSŰ œ&%3„^«. ÄžoffŢÿ %ĩrff sff $í̇|9˚‘ę̌ sff6ăx‚«#Ň 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ¡+É Ãž eŤ„%3„^«.

2.3 6~«(PœÞńŸ+ Rijndael

sff ĄľĲ\Ą"fŊ›H Rijndael_‹ 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ˘«[jyff [O̊"î̇ô»Ç^«. /BNffiŔ̃ŞÉr 4 ~«îfirŒĳ_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ˝«Ď¡ÓÜĳŰÐ ÕłaË> 3 \Ą"f %Č!3ˇ rffĄŇŢõ̆ =åQÂÒìfir\Ą ‚«´«mŤ̃_‹ ~«îfirŒĳ\ę̌ ffi8‚«#Ň 6 ~«îfir Œĳ_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ć-a$í̇‚«%i„^«. #Ňlff\Ą"f ÄžoffŊ›H Rijndael_‹ ¨«tff}ŇŢ ~«îfirŒĳ_‹ MCŊ›H Òqt |ÄÌHĘd‘ę̌ ÄżěÆ̌Kˇ» ô»Ç^«.

6~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃ŞÉr ^«6čğ_‹ íH"f\ę̌ ›«ŔÉr^«:

1. ‚«´«_‹ structure\ę̌ (1,8,11,14)_‹ W1>h_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ`« Şę&ñ̇İ)a řúŕ‘ę̌ řúİŊ›H ĺî̇ëH[þt_‹ |9˘¡+ËÜĳŰÐ &ñ̇_‹‚«˘«. ÕłfflQĂ—¨ ‚«´«_‹ structureŊ›H 2^{32}>h_‹ ĺî̇ëHõ̆ 2^{32} × 2^{32} ×^1_2 = 2^{63}>h_‹ ĺî̇ëH ŁľĲÜĳŰÐ sffÀÒ#Q4ReŤ„^«.

2. 2^{59.5}>h_‹ structures : (2^{91.5} ĺî̇ëH, 2^{122.5} ĺî̇ëHŁľĲ)\ę̌ ŒþŸ‚«˘«. ÕłoffŞę yŇŢ ĺî̇ëH ŁľĲ‘ę̌ ĂŇŹăñô ‚«#Ň ĂŇŹăñëH ŁľĲsff ’§İ 2ü< 3\Ą"f ]jŰÐ ¯«ìfir‘ę̌ řúİŊ›H ĺî̇ëH ŁľĲ‘ę̌ ŞęØÔ˘«. Õłü< řúăŞÉr ĺî̇ëH ŁľĲ _‹ >hÃž\Ą @/ô»Ç lff@/uffŊ›H 2^{122.5} × 2^{−64} = 2^{58.5}sff^«.

3. Õł Êê ¨«tff}ŇŢ ~«îfirŒĳvff K_6_‹ ’§İ 0õ̆ 1_‹ 64 qffàÔ\ę̌ `«&ñ̇‚«˘«.

4. yŇŢ ĂŇŹăñëHŁľĲ (C, C^∗)\Ą @/‚«#Ň, C_5 = BS^{−1} ∘ SR^{−1}(C + K_6)ü< C^∗_5 = BS^{−1} ∘ SR^{−1}(C + K_6)\ę̌ ¡ĺ‚«˘«. ÕłoffŞę Õł[þt_‹ MC_‹ %ĩ-ľĲ\Ą _‹ô»Ç ¯«ìfir MC^{−1}(C_5 + C^∗_5 )sff F̀Ktffİ)a W1 >h_‹ ˝«sffàÔ Żÿ¡+Ë (1,6,11,16), (2,7,12,13), (3,8,9,14), (4,5,10,15)\Ą"f ]jŰÐ`« œ&Ŋ›H ŁľĲ[þt ‘ę̌ ŒþŸ‚«˘«. yŇŢ ĺî̇ëH ŁľĲ\Ą @/‚«#Ň sffXO“>ı |ĺc SXĽÒ̊ęŞÉr p = 2^{−32} × 4 = 2^{−30}sffŞę ŒþŸKtffŊ›H ĺî̇ëH ŁľĲ_‹ >hÃž\Ą @/ô»Ç lff@/uffŊ›H 2^{58.5} × 2^{−30} = 2^{28.5}sff^«.

5. 0A\Ą"f ŒþŸKŤff̈ ĺî̇ëH ŁľĲõ̆ ’Í̄ Ą–¨P: ~«îfirŒĳvff K_0_‹ W1>h_‹ ˝«sffàÔ(1,8,11,14)_‹ 2^{32}>h_‹ qffàÔ řúŕ[þt\Ą @/‚«#Ň

MC ∘ SR(BS(P + K_0) + BS(P^∗ + K_0))

\ę̌ >ȷíSSŰ‚«Şę, sff[þtŒ̋æ ŽÿfŤ̃ ‚«´«_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ\Ą"f ]jŰÐ ¯«ìfir‘ę̌ `« tffŊ›H ŁľĲ‘ę̌ ŞęØÔ˘«. MCŊ›H {9˚@/{9˚@/6čxsfflff M:ëH\Ą 0A_‹ ffiâ̇Äž`« {9˚#QśúŸ SXĽÒ̊ęŞÉr ĂŊŢ q = 2^{−24} × 4 = 2^{−24}sff^«.

6. ‚«tffëSSŰ Step 4ü< Step 5\Ą"f ´«¸«´«Ŋ›H ˝«sffàÔ_‹ Żÿ¡+ËŞÉr 1lxrff\Ą ´«¸«śúŸ Ãž \OfllffM:ëH\Ą ÕłfflQô»Ç ¯«ìfir‘ę̌ ëSSŰ[þt#Q ?/Ŋ›H ŮÿŐ›H vffŊ›H ÿúŸ3lwİ)a vffsff^«. #Ňlff\Ą"f ÄžoffŊ›H 2^{96}>h_‹ vffŁľĲ (K_0, K_6)‘ę̌ `«&ñ̇‚«Şę eŤ„Şę yŇŢyŇŢ_‹ vffŁľĲ\Ą @/‚«#Ň SXĽÒ̊ę 2^{−52}ŰÐ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ‚«Şę eŤ„^«. Step 2\ę̌ :§xõ̆ô»Ç ĂŇŹăñëH ŁľĲ‘ę̌ ìfir$3~ô»Ç Êê\ĄŊ›H ĂŊŢ 2^{32}(1 − 2^{−22})^{228.5} ≈ 2^{32}e^{−26.5} ≈ 2^{−98.5}>h_‹ ÿúŸ3lwİ)a vffŁľĲ (K_0, K_6)ëSSŰsff zŇŹ>ıİ)a^«. 7čď, ‘ffiŁtff 3lwô»Ç vffŁľĲsff 0A_‹ õ̆&ñ̇‘ę̌ Ůÿ£ž :§xõ̆¡+É `«0px$í̇sff B̂~ÃÌ‚«^«. řúăŞÉr ~¡ÓZŎÜĳŰÐ Step 2\Ą"f Step 5‹«tff\ę̌ 2ü< 3’§İ\Ą"f 0õ̆ 1’§İÜĳŰÐ ˝«Ëĺ#Q ẑť’§İKŸÐĂ—¨ 6 ~«îfirŒĳvff Ďı̈^Ľ\ę̌ %3˝‘ę̌ Ãž eŤ„^«.

7. Step 4\Ą"fŊ›H `«&ñ̇‚«Şę eŤ„Ŋ›H 64 qffàÔ_‹ vffŰÐ 2^{28.5}>h_‹ ĺî̇ëH ŁľĲ\Ą @/ô»Ç Čȷ̈íSSŰsff sffÀÒ#Q tffÙĳŰÐ ô»Ç ~«îfirŒĳ Čȷ̈íSSŰ‘ę̌ 2^{123.5}(= 2 × 2^{64} × 2^{58.5})

&ñ̇Ţÿ ŕź¡ĺô»Ç^«. Step 5\Ą"fŊ›H ťúğˇ«ˇ»

2^{64} × 2^{28.5} × 2^{32} × 2 = 2^{125.5}

&ñ̇Ţÿ_‹ Čȷ̈íSSŰ|¿Ó‘ę̌ ŕź¡ĺô»Ç^«. ‚«tffëSSŰ ô»ÇĄ–¨ ÿúŸ3lwİ)a vffŰÐ óøÍ"î̇İ)a vff\Ą @/‚«#ŇŊ›H ffi8 sff-ľĲ_‹ Čȷ̈íSSŰsff Ă9˚ŕź \Ofllff M:ëH\Ą lff@/œ&Ŋ›H Čȷ̈íSSŰ|¿ÓŞÉr

2^{64} × 2 × 2^{32}{1 + (1 − 2^{−22}) + (1 − 2^{−22})^2 + · · · + (1 − 2^{−22})^{228.5} } ≈ 2^{119}

sff^«. ÕłA"f Step 5\Ą"f_‹ ô»Ç ~«îfirŒĳ Čȷ̈íSSŰÜĳŰÐ ĂŊŢ 2^{119}&ñ̇Ţÿ ŕź¡ĺô»Ç^«. ffi—˚õ̆&h̃ÜĳŰÐ Äž off`« 0A_‹ õ̆&ñ̇‘ę̌ £ž Ą–¨ ìøÍ4§ď‚«Ă—¨ sff /BNffiŔ̃\ĄŊ›H ĂŊŢ 2^{91.5}>h_‹ Ć–¨ŒþŸİ)a ĺî̇ëHsff Ă9˚ŕź‚«9 6 ~«îfirŒĳ Rijndael_‹ 2^{122}Ą–¨_‹ ĂŇŹăñô`« Ă9˚ŕź‚«^«.

VĄ 3 âĽ̇ Crypton

3.1 Crypton

CryptonŞÉr 128 qffàÔ_‹ ^ę̌2§ďĂŇŹăñsff^«. yŇŢ ĺî̇ëH 128 qffàÔ_‹ X<sff’-\ę̌ 4 × 4 ’§İğ>=\Ą ÕłaË> 1\Ą"f %Č!3ˇ ´«¸«?/Şę {9˚ž—¨_‹ ~«îfirŒĳ Ę<ÊÃž\ę̌ sff6ăx‚«#Ň ĂŇŹăñôô»Ç^«. yŇŢ ~«îfirŒĳ Ę<ÊÃžŊ›H ^«6čğ_‹ 4éSSŰ>ȷ \ę̌ fi–Ţ2;^«.

• γŊ›H ˝«sffàÔ éSSŰ0A_‹ qffĆ–¨+þA @/^ĽĘ<ÊÃžsff^«. γŊ›H £ž 7áxÀÓ_‹ !QĎı̈sff eŤ„^«: f.ËÃž ~«îfirŒĳ\Ą æĳ{9˚ γ_oü< ŃŇŢÃž ~«îfirŒĳ\Ą æĳ{9˚ γ_e`« eŤ„^«.

• πŊ›H qffàÔéSSŰ0A_‹ Ć–¨+þA uffĺ8ŁĘ<ÊÃžsff^«. sffffiŕ̄ŞÉr yŇŢ \P̊\Ą eŤ„Ŋ›H 4˝«sffàÔ\ę̌ [O”Ŋ›H^«. sffffiŕ̄Ţÿ %ĩ rff £ž>h_‹ !QĎı̈sff eŤ„^«: f.ËÃž ~«îfirŒĳ\Ą æĳ{9˚ π_oü< ŃŇŢÃž ~«îfirŒĳ\Ą æĳ{9˚ π_e`« eŤ„^«. Œ̋æŕź ô»Ç ffiŕ̄ŞÉr sff[þt £ž !QĎı̈ Ůÿ£ž 4˝«sffàÔ_‹ {9˘ğ4~õ̆ Ø̋ęğ4~‘ę̌ řúİŊ›H Ę<ÊÃžŰÐ"f branch number 4\ę̌ řúİŊ›H^«Ŋ›H ffiŕ̄sff^«.

ÕłaË> 3: Rijndael_‹ 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃

• τŊ›H Ć–¨+þA Ą—¨ĺ8Łsff^«. A[i][j]_‹ ˝«sffàÔŊ›H A[j][i]ŰÐ Ą—¨ĺ8Łİ)a^«. • σŊ›H ~«îfirŒĳ vff\ę̌ XORô»Ç^«. ÅÒ#QŤff̈ vff`« K{9˚M: sff Ę<ÊÃž\ę̌ σ_K ŰÐ şðrffô»Ç^«. Crypton_‹ 2n~«îfirŒĳ ĂŇŹăñôŊ›H ^«6čğõ̆ řúăsff Ãž’§İİ)a^«. ϕ_e ∘ ρ_{eK2n} ∘ ρ_{oK2n−1} · · · ∘ ρ_{eK2} ∘ ρ_{eK1} ∘ σ_{K0} , #Ňlff\Ą"f ρ_{oKi} = σ_{Ki} ∘ τ ∘ π_o ∘ γ_oŊ›H f.ËÃž ~«îfirŒĳ !QĎı̈sffŞę, ρ_{eKi} = σ_{Ki} ∘ τ ∘ π_e ∘ γ_eŊ›H ŃŇŢÃž ~« îfirŒĳ !QĎı̈sff^«. ÕłoffŞę Ć–¨+þAĄ—¨ĺ8Ł ϕ_e = τ ∘ π_e ∘ τŊ›H ¨«tff}ŇŢ ~«îfirŒĳ\Ą"f ˚«6ăxİ)a^«. 3.2 �ů̊İæ ¯«&Pœ Ă–¨$- Crypton_‹ 4 ~«îfirŒĳ Ô̋ę0px ¯«ìfir‘ę̌ Źè>h‚«Ă—¨ ÕłaË> 4\Ą"f %Č!3ˇ Ô̋ę0px ¯«ìfir_‹ ô»Ç JĞ–¨sff ´« ¸«èSSŰ^«. sffü< řúăŞÉr Ô̋ę0px ¯«ìfirŞÉr ˇ«A_‹ ˚«ẑťŰÐ ÂÒ’- ţ1Ï|˙¨œ&#QŤff̈^«.

1. ëSSŰĂŊŢ {9˘ğ4~ ŁľĲ_‹ ¯«ìfirsff ‚«´«_‹ ˝«sffàÔ\Ą"f ]jŰÐsffĂ—¨, σ, γ, σ^{−1}, ćÿŊ›H γ^{−1}_‹ Ø̋ęğ4~ ŁľĲ_‹ ¯«ìfirŞÉr 1lx{9˚ô»Ç ˝«sffàÔ\Ą"f ]jŰÐsff^«.

2. {9˘ğ4~ ¯«ìfirsff ô»Ç ˝«sffàÔ [i][j]\Ą"f ]jŰÐ ¯«ìfir‘ę̌ `«tffĂ—¨, τ ćÿŊ›H τ^{−1} _‹ Ø̋ęğ4~_‹ [j][i]˝«sff àÔ_‹ ¯«ìfirŞÉr ]jŰÐsff^«.

3. πŊ›H 0>Œĳ Ą—¨ĺ8ŁÜĳŰÐ"f branch number`« 4sff^«. 7čď {9˘ğ4~ ŁľĲsff W1>h_‹ ˝«sffàÔŒ̋æ ŽÿfŤ̃ ‚« ´«_‹ ˝«sffàÔ\Ą"fëSSŰ ¯«ìfirsff ]jŰÐsffĂ—¨ Ø̋ęğ4~ ¯«ìfirŞÉr &h̃#QŢÿ [j>h_‹ ˝«sffàÔ\Ą"f ]jŰÐ ¯« ìfir‘ę̌ řúİtff ůúğŊ›H^«.

Ça‹ hff 3.1 (CryptonŸ+ �ů̊İæ ¯«&Pœ) ‚«´«_‹ ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ\Ą"f ]jŰÐ ¯«ìfir‘ę̌ řúİŊ›H τ_‹ {9˘ğ4~ ŁľĲ\Ą @/‚«#Ň τŰÐ rffĄŇŢ‚«#Ň γŰÐ =åQ´«Ŋ›H 4 ~«îfirŒĳ Crypton_‹ Ø̋ęğ4~ ŁľĲ_‹ ¯«ìfirŞÉr ’Í̄ Ą–¨P:ü< £ž Ą–¨P: \P̊_‹ £ž’§İ‘ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ\Ą"fŊ›H ]jŰÐ{9˚ Ãž \Ofl^«.

ÕłaË> 4: Crypton_‹ 4 ~«îfirŒĳ Ô̋ę0px ¯«ìfir

3.3 6~«(PœÞń CryptonŸ+ �ů̊İæ ¯«&PœĲŕż~Ê̌

sff ĄľĲ\Ą"f ÄžoffŊ›H 6 ~«îfirŒĳ Crypton_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ ]jrffô»Ç^«. sff /BNffiŔ̃ŞÉr 4 ~«îfirŒĳ Ô̋ę 0px ¯«ìfir\Ą ˝«Ď¡Ó‘ę̌ £žŞę eŤ„Üĳ9, ÕłaË> 5\Ą"f %Č!3ˇ 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ [O̊"î̇¡+É ffiŕ̄sff^«. σ_{K5} ü< σ_{K6} Ŋ›H ]jŰÐ vff\ę̌ ˚«6ăxô»Ç σ_{null} ŰÐ @/Šff̈¡+É ffiŕ̄sff^«. ÕłoffŞę 5 ~«îfirŒĳü< 6 ~«îfirŒĳ_‹ γü< π ˚«sff\Ą σ_{Keq5} ü< σ_{Keq6} \ę̌ yŇŢyŇŢ Ãž’§İ‚«>ı Ę<ÊÜĳŰÐ"f 1lx{9˚ô»Ç ĂŇŹăñô rffÛĳ%7Ż‘ę̌ ¡ĺ$í̇¡+É Ãž eŤ„^«. #Ň lff\Ą"f K^{eq}Ŋ›H 1lx{9˚ô»Ç vff 7čď, π^{−1}_e ∘ τ^{−1}(K) ‘ę̌ _‹pffô»Ç^«.

Crypton_‹ Ô̋ę0px ¯«ìfir/BNffiŔ̃ŞÉr ^«6čğõ̆ řúă^«:

1. ‚«´«_‹ structure\ę̌ 1, 2, 3\P̊‘ę̌ :čď&ñ̇ řúŕÜĳŰÐ Şę&ñ̇rffĘff̈ ĺî̇ëH[þt_‹ |9˘¡+ËÜĳŰÐ &ñ̇_‹ô»Ç^«. ‚« ´«_‹ structureŊ›H 2^{32}>h_‹ ĺî̇ëHÜĳŰÐ ¡ĺ$í̇œ&#Q eŤ„Şę 2^{32} × 2^{32} ×^1_2 = 2^{63}>h_‹ ĺî̇ëH ŁľĲ‘ę̌ ëSSŰ[þt#Q èŋq Ãž eŤ„^«.

2. 2^{59}>h_‹ structures : (2^{91}>h_‹ ĺî̇ëH, 2^{122}>h_‹ ĺî̇ëH ŁľĲ)‘ę̌ ŒþŸ‚«˘«. yŇŢ ĺî̇ëHP _‹ ĂŇŹăñëHC\Ą @/‚«#Ň C_6 = π^{−1}_e ∘ τ^{−1} ∘ σ_{null} ∘ τ^{−1} ∘ π^{−1}_e ∘ τ^{−1}(C)‘ę̌ ¡ĺ‚«˘«. ^«6čğÜĳŰÐ ĂŇŹăñëH ŁľĲ (C_6, C^∗_6 )_‹ 0’§İõ̆ 1’§İ_‹ ¯«ìfirsff ]jŰÐŞff̈ ĺî̇ëH ŁľĲ (P, P^∗)‘ę̌ ŞęØÔ˘«. Õł-–¨ ŁľĲ_‹ >hÃž_‹ lff @/uffŊ›H 2^{122} × 2^{−64} = 2^{58}sff^«.

3. ¨«tff}ŇŢ ~«îfirŒĳvff K^{eq}_6 _‹ 2’§İõ̆ 3’§İ_‹ 64 qffàÔ řúŕ‘ę̌ `«&ñ̇‚«˘«.

4. Step 2\ę̌ ëSSŰ7áď‚«Ŋ›H yŇŢyŇŢ_‹ ĂŇŹăñëH ŁľĲ (C_6, C^∗_6 )\Ą @/‚«#Ň, C_5 = γ^{−1}_e (C_6 + K^{eq}_6 )ü< C^∗_5 = γ^{−1}_e (C^∗_6 + K^{eq}_6 )\ę̌ ¡ĺ‚«Şę Õł[þt_‹ ¯«ìfir π^{−1}_o ∘ τ^{−1}(C_5 + C^∗_5 )sff eŤ̌_‹_‹ £ž’§İ\Ą"f ]jŰÐŞff̈ ŁľĲ‘ę̌ ŞęØÔ˘«. Õłffiŕ̄_‹ SXĽÒ̊ęŞÉr p = 2^{−32} × 6 ≈ 2^{−29.5}sfflff M:ëH\Ą, zŇŹŊ›HŁľĲ_‹ lff@/uffŊ›H 2^{58} × 2^{−29.5} = 2^{28.5}sff^«.

ÕłaË> 5: Crypton_‹ 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃

5. Step 4\ę̌ ëSSŰ7áď‚«Ŋ›H ĺî̇ëHŁľĲ (P, P^∗)\Ą @/‚«#Ň π_0(γ_o(P +K_0)+γ_o(P^∗+K_0))_‹ ’Í̄ Ą–¨P: \P̊sff ô»Ç ˝«sffàÔ\ę̌ ]jü@ô»Ç ŮÿŐ›H ˝«sffàÔ\Ą"f ]jŰÐ`« œ&Ţÿ2§ď‚«Ŋ›H K_0_‹ ’Í̄ Ą–¨P: \P̊_‹ 32 qffàÔ řúŕ ‘ę̌ Şęffl9‚«˘«. ÕłfflQĂ—¨ yŇŢ vff\Ą @/‚«#Ň 0A_‹ ˚«|¯¨sff {9˚#QśúŸ SXĽÒ̊ęŞÉr q = 2^{−24} × 4 = 2^{−22}sff ^«. 6. ‚«tffëSSŰ Step 4ü< Step 5\Ą"f Şęffl9‚«Ŋ›H ¯«ìfirsff 1lxrff\Ą ´«¸«śúŸ Ãž \Ofllff M:ëH\Ą ÕłfflQô»Ç ¯« ìfir‘ę̌ Òqt$í̇‚«Ŋ›H ŮÿŐ›H vffŊ›H Step 3\Ą"f Ć–¨ŒþŸİ)a vff K^{eq}_6 ü< Ę<ÊaŊ Ô̋ę0pxvff`« İ)a^«. 2^{28.5}>h_‹ ĺî̇ëH ŁľĲ‘ę̌ ìfir$3~ô»Ç Êê\ĄŊ›H K_0_‹ ’Í̄ Ą–¨P: \P̊_‹ W1 ˝«sffàÔ\Ą @/‚«#Ň ĂŊŢ 2^{32}(1 − 2^{−22})^{228.5} ≈ 2^{32}e^{−26.5} ≈ 2^{−98.5}&ñ̇Ţÿ_‹ vffŁľĲëSSŰsff zŇŹ>ıİ)a^«. ˚«ẑť-ľĲ zŇŹˇ« eŤ„‘ę̌ `«0px$í̇sff \Ofl>ı œ&Ŋ›Hffiŕ̄ sff^«.

7. ¨«tff}ŇŢ ~«îfirŒĳvff K^{eq}_6 \Ą @/ô»Ç %Č6čğ_‹ `«&ñ̇sff ‘ffiŁtff 3lw‚«Ă—¨, ÿúŸ3lwİ)a (K_0, K^{eq}_6 )sff SXĽÒ̊ę 2^{64} × 2^{−98.5} = 2^{−34.5}ŰÐ zŇŹˇ« eŤ„‘ę̌ Ãž eŤ„lff M:ëH\Ą K^{eq}_6 _‹ yŇŢyŇŢ_‹ 64 qffàÔ řúŕ\Ą @/‚«#Ň K_0_‹ 32 qffàÔ Ďı̈^Ľ řúŕ‘ę̌ ]jfi–¡+É Ãž eŤ„^«. ÕłXO“lff M:ëH\Ą K_0_‹ ‚«´«_‹ řúŕsff zŇŹˇ« eŤ„^« Ă—¨ ÄžoffŊ›H vff K^{eq}_6 `« ‘ffiŁ^«Şę `«&ñ̇¡+É Ãž eŤ„^«. ÕłfflQĂ—¨ Äžoff`« 0’§İõ̆ 1’§İ‘ę̌ 2’§İõ̆ 3’§İÜĳ ŰÐ ˝«Ëĺ#Q Step 2\Ą"f Step 6\ę̌ ìøÍ4§ď‚«Ă—¨ K^{eq}_6 _‹ Ďı̈^Ľ řúŕ‘ę̌ %3˝‘ę̌ Ãž eŤ„^«.

8. >ȷíSSŰ|¿Ó‘ę̌ űúŸ(RŸÐĂ—¨ Step 2Ŋ›H π^{−1}_e ∘ π^{−1}_e ∘ τ^{−1}_‹ ĂŊŢ 2^{123}(= 2 × 2^{122})&ñ̇Ţÿ_‹ >ȷíSSŰ|¿Ó‘ę̌ ŕź ¡ĺô»Ç^«. Step 4Ŋ›H π^{−1}_o ∘ τ^{−1} ∘ σ^{−1}_‹ ĂŊŢ 2^{125.5}(= 2^{64} × 2 × 2^{60.5})&ñ̇Ţÿ_‹ >ȷíSSŰ|¿Ó‘ę̌ ŕź¡ĺ‚« 9 Step 6Ŋ›H

2^{64} × 2 × 2^{32}{1 + (1 − 2^{−22}) + (1 − 2^{−22})^2 + · · · + (1 − 2^{−22})^{228.5} } ≈ 2^{119}

sfflff M:ëH\Ą π_o ∘ γ_o _‹ ĂŊŢ 2^{119}&ñ̇Ţÿ_‹ >ȷíSSŰ|¿Ó‘ę̌ ŕź¡ĺô»Ç^«. ffi—˚õ̆&h̃ÜĳŰÐ ÄžoffŊ›H sff õ̆&ñ̇ ‘ę̌ £ž Ą–¨ ìøÍ4§ď‚«ÙĳŰÐ, sff /BNffiŔ̃ŞÉr ĂŊŢ 2^{91}&ñ̇Ţÿ_‹ Ć–¨ŒþŸĺî̇ëHsff Ă9˚ŕź‚«9 2^{124} &ñ̇Ţÿ_‹ 6 ~«îfir Œĳ Crypton_‹ ĂŇŹăñô`« ŕź¡ĺİ)a^«.

3.4 RcŸ£hff§ßů lffč̄ø5˘ �ů̊İæ ¯«&PœĲŕż~Ê̌Ÿ+ čo>ÌfC

sff ĄľĲ\Ą"fŊ›H ůúąĄľĲ\Ą"f ]jrffô»Ç Ô̋ę0px ¯«ìfir/BNffiŔ̃_‹ BjŮÿoff/BNçSSŰ‘ę̌ sff6ăxô»Ç Ą—¨+þA‘ę̌ Źè>hô»Ç^«.

Precomputation Stage ŽÿfŤ̃ ‚«´«_‹ ˝«sffàÔ\Ą"fëSSŰ "fŰÐ ^«ŔÉr ’Í̄ Ą–¨P: \P̊ îSSŰ\Ą eŤ„Ŋ›H W1>h_‹ ˝«sffàÔ_‹ 2^{32} × 2^8 × 4 = 2^{42}>h_‹ ŮÿŐ›H ŁľĲ‘ę̌ Şęffl9‚«˘« (sff X<sff’-Ŋ›H ’Í̄ ~«îfirŒĳ_‹ σŊ›H Ãž’§İ‚« lff Ďı̈‹«tff_‹ ĂŇŹăñô`« sffÀÒ#QŤff̈ X<sff’-sff^«.) sff[þt ŁľĲ\Ą @/‚«#Ň ^«rff ’Í̄ ~«îfirŒĳ 4§ďăñô 7čď, τ^{−1}, π^{−1}, γ^{−1}\ę̌ ’§İ‚«Şę γĄ—¨ĺ8Ł_‹ {9˘ğ4~Œ̋æ_‹ ‚«´«ü< γĄ—¨ĺ8Ł_‹ {9˘ğ4~ xü< y_‹ XOR (x ⊕ yŰÐ şð rff)\ę̌ §íĘ<Êô»Ç K/’ X<sff^ę̌‘ę̌ ëSSŰŐ›H^«.

Step 4’ Ă–¨$- 2^{93.5}>h_‹ ŮÿŐ›H ĂŇŹăñëH\Ą @/‚«#Ň π^{−1} ∘ γ^{−1} ∘ π^{−1} ∘ τ^{−1}\ę̌ Ãž’§İ‚«Şę, ĂŇŹăñëH Cü< Õłffiŕ̄_‹ π^{−1} Ą—¨+þA‘ę̌ ô»Ç Êê_‹ ffi—˚õ̆ÓütŞff̈ U_C \ę̌ ‚«´«_‹ ŁľĲ (C, U_C )ÜĳŰÐ $-ĄľĲô»Ç^«. yŇŢyŇŢ_‹ ĂŇŹ ăñëH ŁľĲ (C, C^∗)\Ą @/‚«#Ň, U_C ü< U_C∗ \ę̌ qffŞğ‚«Şę Õł[þt_‹ ¯«ìfirU_C + U_C∗ sff 0’§İõ̆ 1’§İ\Ą"f ]j ŰÐ`« œ&Ŋ›H ŁľĲ‘ę̌ ŞęØÔ˘«. Õł SXĽÒ̊ęsff p = 2^{−32}sfflff M:ëH\Ą, zŇŹŊ›H ŁľĲ_‹ >hÃž\Ą @/ô»Ç lff@/uffŊ›H 2^{60.5} × 2^{−32} = 2^{28.5}sff^«.

Step 5’ Step 4’\ę̌ ëSSŰ7áď‚«Ŋ›H ĂŇŹăñëH ŁľĲ\Ą @/ô»Ç ĺî̇ëH ŁľĲ (P, P^∗)[þt\Ą @/‚«#Ň ÄžoffŊ›H x ⊕ y\ę̌ ‚«Şę K/’_Ěsff^ę̌‘ę̌ sff6ăx‚«#Ň Õł >ȷíSSŰİ)a x ⊕ y\Ą @/6čx‚«Ŋ›H ĂŊŢ 2^{10}>h &ñ̇Ţÿ_‹ x\ę̌ ź1Ô‘ę̌ Ãž eŤ„^«. sff õ̆&ñ̇‘ę̌ :§xK ĺî̇ëHõ̆ 0A_‹ x[þt‘ę̌ XOR\ę̌ ‚«#Ň 2^{10}&ñ̇Ţÿ_‹ ÿúŸ3lwİ)a vff\ę̌ ź1Ô‘ę̌ Ãž eŤ„^«.

Äžoff`« ëSSŰĂŊŢ Precomputation‘ę̌ sff6ăx‚«#Ň Step 4ü< Step 5\ę̌ Step 4’ü< Step 5’ŰÐ @/Šff̈‚« Ă—¨ 4§ďÿúŽŢÿŊ›H ^«6čğõ̆ řúă^«:

• Step 4Ŋ›H 2^{93.5}Ą–¨_‹ π^{−1} ∘γ^{−1} ∘π^{−1} ∘τ^{−1} Čȷ̈íSSŰõ̆ two times memory access Čȷ̈íSSŰ‘ę̌ 2^{124.5}ëSSŰ ṕu Kˇ»ô»Ç^«. ÕłfflQĂ—¨ 6 ~«îfirŒĳ Crypton ŸÐ^« 2^{14} &ñ̇Ţÿ “«ØÔlff M:ëH\Ą Step 4Ŋ›H 2^{110.5}&ñ̇ Ţÿ_‹ ĂŇŹăñôü< řúă^«. ÕłoffŞę Step 4\Ą"f 2^{93.5} × 128 × 128 = 2^{104.5}_‹ memory`« Ă9˚ŕź‚« ^«. • Step 5’\Ą"f 2^{28.5}>h_‹ zŇŹŊ›H ĺî̇ëH ŁľĲ\Ą @/‚«#Ň yŇŢyŇŢ_‹ `«&ñ̇İ)a vff (K^{eq}_6 )\ę̌ sff6ăx‚«#Ň 2^{32}&ñ̇ Ţÿ_‹ ĂŇŹăñô`« Ă9˚ŕźŰÐ ‚«Ŋ›H xü< ĺî̇ëH_‹ XOR\ę̌ :§x‚«#Ň 2^{10}>h_‹ Ô̋ę`«0pxvff\ę̌ ]jfi–¡+É Ãž eŤ„^«.

• 7áx¡+ËK ŸÐĂ—¨, sff /BNffiŔ̃ŞÉr 2^{93.5}>h_‹ ĺî̇ëHõ̆ 2^{110.5}Ą–¨_‹ ĂŇŹăñô ÕłoffŞę 2^{104.5}˝«sffàÔ_‹ BjŮÿ off`« Ă9˚ŕź‚«^«.

ĂŇŹăñ /BNffiŔ̃ ~«îørŒĳ Ć–¨ŒþŸ ĺî̇ë̊H_‹ Ãž 4§ďÿúŽŢÿ Square Attack 6~«îørŒĳ 2^{32} 2^{72} Rijndael Ô�ę0px ¯«ìør/BNffiŔ̃ 5~«îørŒĳ 2^{29.5} 2^{31} 6~«îørŒĳ 2^{91.5} 2^{122} Crypton Ô�ę0px ¯«ìør/BNffiŔ̃ 6~«îørŒĳ 2^{91} 2^{124}

şð 1: yŇŢ ĂŇŹăñ\Ą @/ô»Ç 6 ~«îørŒĳ /BNffiŔ̃_‹ 4§ďÿúŽŢÿ

VĄ 4 âĽ̇ ÚṙÒeţ

sff Ŋ7HëH\Ą"f ÄžoffŊ›H Rijndaelõ̆ Crypton_‹ 6 ~«îfirŒĳ Ô̋ę0px ¯«ìfir/BNffiŔ̃‘ę̌ Źè>hÙþą^«. 6~«îfirŒĳ Rijndael\Ą @/ô»Ç /BNffiŔ̃ŞÉr ĂŊŢ 2^{91.5} &ñ̇Ţÿ_‹ Ć–¨ŒþŸĺî̇ëHõ̆ 2^{122}Ą–¨_‹ ĂŇŹăñô`« Ă9˚ŕź‚«^«. 6 ~«îfirŒĳ Crypton\Ą @/ô»Ç /BNffiŔ̃ŞÉr ĂŊŢ 2^{91} &ñ̇Ţÿ_‹ Ć–¨ŒþŸĺî̇ëHõ̆ 2^{124}Ą–¨_‹ ĂŇŹăñô`« Ă9˚ŕź‚«^«. ćÿŊ›H 2^{93.5} >h _‹ ĺî̇ëHõ̆ 2^{110.5}Ą–¨_‹ ĂŇŹăñôü< 2^{104.5} ˝«sffàÔ_‹ BjŮÿoff`« Ă9˚ŕź‚«^« [şð1]. ÄžoffŊ›H sff ~¡ÓZŎsff SPN ¡ĺŻÿ_‹ @/ÂÒìfir_‹ ^ę̌2§ď ĂŇŹăñ\Ą @/‚«#Ň &h̃6ăx `«0px¡+É ffiŕ̄ÜĳŰÐ lff@/ô»Ç^«.

¡ÇÔŤğ %KœńźŻ

[1] The Advanced Encryption Standard, http://www.nist.gov/aes.

[2] E. Biham and A. Shamir, “Differential Cryptanalysis of DES-like Cryptosystems,” J. of Cryptology, Vol. 3, pp.27-41, 1990.

[3] E. Biham and N. Keller, “Cryptanalysis of Reduced Variants of Rijndael,” http://csrc.nist.gov/encryption /aes/round2/conf3/aes3papers.html.

[4] C. D’Halluin, G. Bijnens, V. Rijmen, and B. Preneel, “Attack on Six Rounds of Crypton,” Proc. of Fast Software Encryption’99, Lecture Notes in Computer Science Vol. 1636, pp. 46 – 59, Springer-Verlag, 1999.

[5] J. Daemen, L. Knudsen, and V. Rijmen, “The Block Cipher Square,” Proc. of Fast Software Encryption’97, Lecture Notes in Computer Science Vol. 1267, pp. 149–165, 1997.

[6] J. Daemen and V. Rijmen, “AES Proposal: Rijndael,” http://csrc.nist.gov/encryption /aes/rijndael/.

[7] C. Lim, “A Revised Version of Crypton - Crypton V1.0,” Proc. of Fast Software Encryption’99, Lecture Notes in Computer Science Vol. 1636, pp. 31 – 45, Springer-Verlag, 1999.

[8] M. Matsui, “Linear Cryptanalysis Method for DES cipher,” Proc. of Eurocrypt’93, Lecture Notes in Computer Science Vol. 765, pp.386 – 397, Springer-Verlag, 1993.

[9] H. Seki and T. Kaneko, “Cryptanalysis of Five Rounds of CRYPTON Using Impossible Differentials,” Proc. of Asiscrypt’99, Lecture Notes in Computer Science Vol. 1716, pp.43- 51,1999.

[10] Stefan Lucks, “Attacking Seven Rounds of Rijndael under 192-bit and 256-bit Keys,” Proc. of Third AES Candidate Conference, AES3, 2000.