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Abstract

In this paper, after introducing the possible vulnerabilities, i.e., passive and active attacks, of the
current Internet, we discuss their cryptographic countermeasures by using file-to-file, end-to-end and
link-by-link encryption. schemes and give cryptographic protocols in detail.

Also, we describe security requirements and state-of-the-art of IPSec, which is security specification
for next generation Internet (IPv6) to add confidentiality, authentication and integrity services to the
current Internet. Since key management systems are to be one of the crucial techniques for IPSec, we
discuss Baek and Kim [4]’s key management scheme in detail and suggest how to share a session key
over the open Internet environment securely. Finally, we expect that the emerging cryptographic

techniques will play a central role in the cyber space and mobile communications services.
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