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Abstract: We presented an round saving and secure on-line lottery protocol in this paper. We took use of hash chain as a primitive and its application, Pay, in a transformed form of PayWord [7] to construct our new proposed scheme. Our protocol satisfies general security requirements that electronic monetary games require to deal with secure transactions. Comparing to the previous efficient protocol [5], Our new scheme is able to   reduce communication times into only two interactions among three components and save necessary storage size as much as approximately universal hash size times of the number of players. All transactions are executed through public data network, such as Internet. By using bank as semi-TTP and bulletin board administrated by the lottery provider, we can settle down disputes and arguments, which frequently occur.     
1. Introduction

Since lottery is one of interesting and attractive games to human nature, it has been frequently used in the broad purposes, for instances, to finance for a certain project or municipal’s capital, to promote an event, and so on. There exist a lot of types of nationwide or local lotteries in these days. Furthermore, as Internet has remarkably affected to human’s social activities in the wide areas, the type of lottery system also has been changing from manual system, which needs participant’s interactive actions on the spot, to a new form, an electronic lottery that does not require player’s trouble so much. Electronic lottery system is incredibly easy, effective and non-costly way so that there underlies lots of advantages compared to the traditional lottery system. For examples, only a few clicks are enough to buy lottery ticket and to pay off on it in player’s part so that participants will be able to save their precious time and high labor. In service provider’s part, they can dramatically reduce promotion and selling costs, because they will neither need a number of agencies to distribute lottery tickets to players or not need to print ticket out as well. Due to those advantages, many lottery providers are trying to adopt Internet for their lottery.

In Korea, she recently introduced a new lottery type in the last October 2001, called SportsTOTO [9], which is applying to soccer and basketball league now and will be expanded to other sports game in the near future. This new lottery system is quite different in many points. In the past, the game style of almost all lottery systems is just to buy a ticket which is printed winning number on the ticket, and select winning number after the predetermined time period by shooting arrow at a numbered plate or picking a numbered ball up one by one randomly from the black box. If somebody has the same numbered ticket with the winning number, he will win the game and claims the pre-defined amount of winning prize. The prizewinner must be only one. Player has no rights to choose his winning number at his own will, except selecting a ticket among a few tickets allotted randomly to agencies. But, the new system renders a player organize his own lottery ticket following specific rules and multiple choices, up to 100 cases, are available. Player forecasts the result of the games and marks his forecasting output on the mark sheet-lottery ticket- according to each game respectively and submit the marked sheet to agencies to 10 minutes before the games kick off in general. As soon as the games are all over, every player knows the winning pattern automatically and a correct forecaster will be a winner. The same ticket pattern with another player is allowed to hand in so that multiple winners can claim. It means one player’s activities to issue a ticket is completely independent of the other’s. The amount of winning prize is proportional to the number of ticket purchase. For more details, I hope you to visit service provider’s website here, [9].

This paper is targeting on this new lottery system. In the beginning of this section, we mentioned about the advantages of electronic lotteries. We can easily predict this new type of lottery will be transformed into electronic style sooner or later. However, most electronic lotteries in service or under construction are too simple and weak to guarantee its full security requirements. There are many threats against lottery-like service provider’s misbehavior and ticket information manipulation, collusion of lottery components and disputes, etc. Refer to [8] for more attacks against fair lottery. In addition to those problems, no practical solution is applicable to this multiple choices-styled lottery. We will address those problems and show how to construct a secure and practical electronic lottery through in the following part.

This paper is organized as follows. We assigned Section 2 to describe security requirements in order to facilitate lottery through Internet. Previous works will be briefly explained in Section 3. New proposed scheme will be appeared in Section 4, and in Section 5, we will present security evaluation and comparison to other schemes. Finally we will comment our conclusion in Section 6. 

2. Security requirements

Like other e-commerce applications, several security requirements should be satisfied to utilize Internet for lottery preserving moderate security. Basic requirement is the reduction of computational complexity and communication data between service providers and players. There is no limit of the number of participants, only age restriction, over 18, is. Hence, it makes numerous players possible to participate simultaneously in one lottery. So, we should minimize the amount of data from players with which lottery provider will store and deal. For the sake of efficiency and user convenience, the required computation load in both sides, provider and player, should be cheap adequately, because both of them hold limited computing resources. 

In the interests of security, more additional requirements are fulfilled for the secure lottery. Those are as follows: 

R1. Privacy : Prizewinner’s privacy should be maintained. If the winner’s identity were revealed in public, malicious and unsatisfactory incidents- robbery, many support requests, and heavy and unexpected social interests- might be occurred against the winner. If there were no authentication process and secrecy of identification, anybody could be pretend to be the winner. Therefore, privacy of player’s identity should be protected. 

R2. Fairness : Every ticket sold should have the identical probability of winning. No biased ticket must exist. Information related to a lottery should be totally open to all participants during forecasting. Furthermore, the wining number or pattern selected, should be randomly distributed, so, nobody can get any priority on guessing win. When those features are satisfied, we say lottery is fair.

R3. Publicly verifiability : When the winning number or pattern are published, service provider must present all information related to winner selection. So, anybody can calculate them and verify the result is true. If this property is not provided, we cannot believe the result is correct, since it means lottery provider has an ability to deceive the winning number or pattern. It could bring on many arguments and disputes and let the lottery failed. Publicly verifiability guarantees the integrity of winning selection and winning pool.

R4. Reliability : Malfeasant lottery provider can update, insert or delete tickets without legitimate permission, and manipulate the total number of submitted data, which could affect to the amount of winning prize of prizewinner. In order to prevent lottery provider from doing those misbehaviors, lottery system offer all players detection method to make the system reliable.

R5. Unforgeability: If lottery ticket could be tampered, unsuitable players who didn’t paid out, might be participate in the lottery. It will be result in the changes in service provider’s revenue and the winning prize. Also, during transmission of lottery ticket through Internet, an adversary can intercept and exchange the original ticket. So, for all the session of lottery transaction, ticket can be detected when it is counterfeited and the ticket should be rejected. The lottery system makes sure all tickets counted are not modified.

R6. Timeliness : A lottery session should be terminated in the pre-defined period. Tickets submitted within the period should be only counted as appropriate tickets. If this time period is not kept strictly, unjust player will be able to register his tickets after knowing helpful information concerned with the lottery for players to get higher probability to win. So, time period should be pre-determined during lottery promotion and be expired before the winner selection procedure. Time synchronization among lottery components is necessary sometimes for this property. This property actually is not important in our lottery model, but we remain it for the further use in other lottery scheme. 

R7. Traceability : Unfortunately, unexpected disputes and problems of injustice- repudiation, no payment, data changes, etc.- might happen during the lottery operations. In such cases, lottery system should be sufficient to settle down the problems and distinguish who made a fault. Hence, every transaction should be traced and each component should keep adequate records with itself to be used for the trail. 

3. Previous works

Electronic lottery is a newest concern to researchers. Until now, not so many papers well defined have been published. But there were a few trials to address security requirements above partly. 

D. Goldschlag and S. Stubblebine proposed drawing number typed lottery based on delaying function [1]. Delaying function can be any function that needs longer computational time than a specific time period. We can easily construct delaying function, for instance, 1,000 times iteration of DES encryption, which takes players’ betting values as input. Because of such a time delay to yield the result and at least one uncorrupted player’s existence, this type of lottery provides fairness and publicly verifiability. However, the verification of the winning number takes the same long time with the total computation time of delaying function, explicitly, the lottery operation time plus additional time, so that it’s not a cheap computation for verifiers who have limited resources. 

Another approach using commitment and delaying function was presented by E. Kushilevitz and T. Rabin [2]. The authors improved computational complexity of [1] by applying intermediate result of delaying functions. Commitment scheme is employed to decide his betting values. But, it could still be use for simple drawing number typed lottery only. Furthermore, players’ interaction after the session is inevitably necessary to decide winning pool. 

J. Zhou and C. Tan presented an e-lottery protocol that includes bank as a component in their paper [4]. In former [1], [2] and later scheme [5], all payment of winning is done by off-line to provide user identification, but this protocol can deliver the winning to winner electronically. They introduced Certificate of Encrypted Message Being a Signature, CEMBS [3] to complete their proposed scheme, however, it makes the scheme more sophisticated. During all transaction, player must communicate several times with bank and lottery provider to end whole protocol and this scheme require for player to join in winner selection phase again. It is not preferable when we should take into considering user convenience and its practicality. 

The most significant weak point from the schemes above is that the scope is restricted to the typical lottery. Hence, we cannot adopt those schemes to our solution. Here [5], K. Kobayashi, H. Morita, M. Hakuta and T. Nakanowatari presented a solution to resolve our basic constraints. They have the use of bit commitment and one-way hash function as building blocks. The protocol consists of 3 phases: In Purchase phase, player sends his lottery pattern with the hashed value, 
[image: image1.wmf]1

H

and payment then shop returns his identity, 
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 as a receipt to player. Shop transfers all the received values to service provider with 
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. The provider generates new-hashed value, 
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 containing shop’s identity. Finally, the provider stores two hash values with 
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. Through Inquiry phase, player is able to see if his ticket is stored correctly using bit commitment scheme. Player sends partial 
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 and his lottery pattern. Lottery provider extracts all matching values from his stored data and returns them to player then player can check his valued in them. The last phase is Payment phase in where player claims winning prize and gets the money by proving his identity. Their scheme is quite efficient in practicality point so that it can be directly applied to our lottery system. But, from the security points of view, a few security deficiencies exist in it. Collusion between service provider and shop can manipulate the total number of submitted lottery and information. It would be a factor of variation of winning pool in the long run. Also, the provider is possible to find partial combination of summation of lottery pattern and 
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. It has some tickets are under provider’s control, consequently, a fake winner will pretend as a real winner. This protocol when the disputes occurred, cannot fix by whom the fault was committed and payment of prizewinner is carried out in face-to-face interaction between financial facility and winner. We mainly compare our proposed scheme with this in Section 5. 

R. Rivest introduced a new application to use lottery as a micropayments [6]. But, since this is not our concern, we will skip this scheme.     

4. Proposed scheme

4. 1 Basic building blocks and Notations

We employed hash chain as a basic building block, and a famous micropayment scheme, PayWord [7], which normally is utilized to pay out small amount of money in e-commerce and uses also reversed hash chain as an underlying fundamental function. We slightly revised it to put bank into our protocol for the purpose of efficiency, so we call it just 
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. Generation method is identical. But, in the original PayWord scheme, user issues his micro coins by himself using reversed hash function based on the seed value sent to vendor. Bank issues the digitally signed certificate containing the user’ name, the user IP-address, the user’s public key, the expiration date, and other information. With this certificate, the PayWord issued by user will be in effective. But, in our scheme, player sends his seed value to not service provider but bank. The certificate modified to adopt it for our purpose. In the later detailed protocol, we will show how it changed. We put hash chain to practical use as well for betting verification. Almost same method appeared in [4]. Note that we borrowed the original scheme with small variation. 

Besides, we use bank’s typical transaction procedures and basic properties. Bank is normally believed it is trustable in the real world. People have consensus on that it doesn’t disclose or sell accounts’ data for commercial use or harmful activities. Every transaction processes are recorded and saved in the account’s note and in bank itself. Here, we suppose bank don’t collude, and so utilize it as semi-TTP. It’s reasonable. This point should be noticed to justify our scheme.

We make use of 3 components in our whole protocol. They are Player, Lottery provider and Bank, which are denoted by 
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 in secret and public key is
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 as a collision free one-way hash function. 
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 value of electronic money which issued by player himself. 
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 will be individually denoted as 
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 represents player’s identity and bank’s identity and lottery provider’s identity are expressed 
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 each. We will stands 
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 for the player’s certificate issued by bank. 

4. 2 Detailed proposed scheme

We assume a few factors for our convenience to explain our scheme. First, we regard that bank and lottery provider made strategic business alliance. So, we will use a specific bank. Of course, it is possible to allow several banks to be participated in this protocol. Another is we don’t take into consideration on eavesdropping or man-in-the middle attack, which could take place in data transit by malicious attacker. If we care about those threats, we can think of various precautions such as SSL [10] or message encryption scheme by using public key cryptosystem as one of countermeasures. But, those protections are another concerns and beyond our scope in this paper. Hence, we suppose the communication line is secure. 

Our protocol consists of 6 phases, which are Pre-Preparation, Pre-Betting, Betting, Closing, Winner Selection, and Claming of Winning. 

4.2.1 Pre-Preparation Phase

This phase is performed to specify the amount of 
[image: image23.wmf]Pay

 before real betting procedures begins. 
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Player generates random number whose size is the same with hash function output (normally, 160 bit in SHA1, 126bit in MD5). The basic unit of 
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 will be a basic unit of lottery. Bank checks if player’s balance is enough to charge 
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units. If the account is sound, bank returns no messages and stores the received 
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 in player’s account information additionally. We can alter 
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value whenever new lottery launches, if necessary. 

4.2.2. Pre-Betting Phase

Player decides his lottery betting information, 
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, at his favor. By original property of SportsTOTO, multiple choices could be done. Then player, and generates 
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Player hashes the concatenation of the lottery sequence number, 
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Here, 
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 means the expiration date and 
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 is a linking information of player’s account number, like incremental integer index of account dictionary or player’s temporary ID issued by bank, not account number itself. Bank redirects 
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4.2.3 Betting Phase
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, which is granted in the arrival order) ballots his betting information with lottery sequence number, hash value, generated stakes and the certificate to lottery provider. The service provider first computes hash value, 
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If the upper verification passes, lottery provider accepts the correct betting information and 
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 from player 
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 valid, and computes hash chain, 
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The service provider stores the all coordinates, 
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 in his database and publishes the partial coordinates, 
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 seems to be looks like a random, nobody can any information from this opening. For the sake of efficiency, we do not save and publish every
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4.2.4 Closing Phase

Lottery operation period, 
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, is defined before the lottery starts. So, when time is over, generally 10 minutes before games whistles, lottery provider doesn’t accept late betting any more and generates digital signature, 
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The service provider enumerates all received 
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 on the active bulletin board after closing. If the listing tasks consumes a little long time due to unknown operation trouble, 
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4.2.5 Winner Selection Phase

Since public broadcasting system, such as television, paper, radio and so on, will notify the result simultaneously when the game is over, We don’t need to prepare additional methods to announce the final game result. Therefore, Player has all information related to justice whether he is a winner or not automatically. This phase could be omitted because of no action occurs. But, for the evaluation of this protocol, we reserve this phase.  

4.2.6 Claming of Winning

This protocol is performed between lottery provider and bank only. The service provider not only gathers all 
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Bank first deduces the amount of winning pool from the summation of 
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. If correct, bank credits winning prize in player’s account. Player can verify this procedure by checking the balance of his account. We can process two 1), 2) transaction separately as well. For instance, the service provider is able to ask redemption on 
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 during the lottery period regularly and when the lottery closed, he transfers money as much as the amount of winning pool to bank. It depends on absolutely definition between two parties.

5. Evaluation and Comparison

5.1 Evaluation

We indicated 7 security requirements in the head of the paper. Here, we will give sound reasoning one by one that all listed factors are completely observed.

R1. Privacy: Without collusion with bank, lottery provider never knows who join the game. There is no informative data, which lottery provider stores and reveals later, to player’s identity. All data the provider received looks like random. The seed of 
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 is deposited in bank not in the provider and the certificate, 
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 on it contains no account information. In 4.1, we assumed that bank is trust, not misbehave. Consequently, only bank and the winner himself know who win the lottery. 

R2. Fairness: The service provider does not produce Lottery result. It is not controlled by the prediction output of the lottery as well. By default of our lottery features, no restriction is distributed to players and all regarded information, such as team morale, status, specialist’s forecasting and so on, are known to all lottery players. They can generate their own ticket, individually. The probability of win is exactly the same. 

R3. Publicly verifiability: This property is simply followed since sports game results appear in public media, so winner selection and verification is trivial.  The service provider must disclose all submitted 
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s, betting information with his digital signature, 
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 as soon as the pre-defined lottery operation time ends. Any lottery player can compute the rate of return alone. 

R4. Reliability: In order to preserve this property, we use hash chain method. Here, the previous hash chain value inherits from the former 
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s. If a previous value is changed, the hash chain result is not equal to the last signed hash chain value. When a player received his hash chain value from the service provider as a receipt, he regards it as a evidence that the previous part is not changed. With 
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 which lottery provider signs in the long run and 
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 publication, we can verify proper relation between hash chain and 
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s. For the efficiency of verification process, we can employ the generation of digital signature of lottery provider periodically in the meantime instead of one signature at end.

R5. Unforgeability: From the provider’s view, when he received 
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 from the player, he can yield the same hash, 
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. In the player’s part, this is established by R4, R5 subsequently.

R6. Timeliness: This lottery system is bulletin-based type. If the operation is over, the service provider closes the lottery session, and promptly publishes 
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 on the bulletin board. It could be watched out by anyone. We will use 
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 in the message received from the service provide in betting phase for the provider’s current time checking. Timeliness is insignificant property. 

R7. Traceability: As we described in the detailed protocol, every transaction is bilateral. When the player send message, the lottery provider reply the partially signed message (refer to 4.2.3). With this returned message, the player can also check his submission through looking up the bulletin board. In the contrary, the player cannot deceive his betting information due to that the information is included in his 
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. Winning distribution is recorded in bank’s history and winner’s bank note. Therefore, all misconduct by components can be detected. For instance, if bank did not redeem the remaining pay to the lottery provider, we can settle down by checking a joined player’s account, in the case, the player’s account should not be debited. Otherwise, we can know bank made a fault. 

5.2 Comparison

Table 1 depicts the comparison of our proposed scheme with [5]. As you can see, our protocol satisfies all security requirements, but in [5], there is probability for illegal service provider to change and delete received data so that it doesn’t meet all security requirements. 

KMHN00 [5] consists of both on-line purchasing and inquiring phases and off-line winning payment phase to complete whole protocol. But, the proposed scheme takes use of on-line process only but retaining privacy. In number of communications, as the number of players is grows, [5] increases one-way communication numbers concurrently. Player’s frequent confirmation on his submitted values also increments the number. It could be a burden in network bandwidth. Our scheme utilize bulletin board and all data is published on it. Hence, every player can confirm his value freely, so Inquiry phase is unnecessary for our protocol. 

Transferred data size is less then 1Kbytes in both schemes. It’s really cheap under the current high-speed network. We can ignore this factor. In case of the storage size, our proposed scheme requires approximately 
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	KMHN00 [5]
	Proposed scheme

	General

	Type
	Multiple choices
	Multiple choices

	Num of components
	4
	3

	Winning payment
	Off-line
	On-line

	Num of Communication

(I: Interactive, O: One-way)
	(2I + 1O) * N+ 1I +1O

+ 1I (Off-line)
	(2I * N) + 2O

	Security requirements (O: Yes, Δ : Half, X: No)

	R1: Privacy
	Δ
	O

	R2: Fairness
	O
	O

	R3: Publicly verifiability
	O
	O

	R4: Reliability
	X
	O

	R5: Unforegeability
	X
	O

	R6: Timeliness
	O
	O

	R7: Traceability
	X
	O

	Database (H: Hash value, LBI: Lottery betting Info. N: Num. of players)

	Lottery Provider
	(2H + LBI + SID)*N
	(1H + LBI + Index)*N 

+ 
[image: image102.wmf]a

(Hash chain)

	Bank 
	1H + LBI of winners
	1H + Index

	Table 1. Comparison Overview


6. Conclusion 

e-Lottery will be one of main stream of on-line games in the near future. Open Internet is so attractive that numerous gamers try to join the game. As you can imagine, large number of users might be incur lots of problems in many parts.

We proposed efficient and secure tripartite on-line lottery protocol including bank to address those problems through this paper, which is based on hash chain technique and includes bank as semi-TTP. This scheme has several advantages in security, resources and user convenience compared to the previous lottery schemes. This scheme satisfies following security requirements: Privacy, Fairness, Publicly verifiability, Reliability, Unforegeability, Timeliness and Traceability. In our presented protocol, bank works like TTP. Every disputes and arguments which often occur during transactions can be solved with its publication and records, such as the signed certificate, transaction records, and reserved hash values, etc. Bank’s illegal acts also can be detected by above elements in the same way. Small computation power and network bandwidth is required for player to precede whole protocol. All what player after betting using two interactive communications should do is to examine both bank and the lottery provider’s malfunctions. 

We should consider more various network threats to directly introduce to real e-commerce market. It might deteriorate efficiency of the protocol since a few protection methods should be adopted. 
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